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ZEBNAERPUHTTPS) R —HEAERERZE(TLS)MERENREEF NN, TEIERE
TLSEFIEPRRNTLSIEL KRB ZSEE, WRF[AEM MR : ORI ( 7THREEE
MIZiEYs ) MEBA (). FORIEABLEFRARSE , HEBAABLREEGRMNERER

o

TLS (if$H ) RIEEFIEMHRIEMNT , HATERRCEZI EHENEZERES, RIIEERN L
JMEVIE

1. ZEEEBHFRAIE(CA)BE
2. X BE AAF(SAN)ZH A AEZFR(CN)

AJ{SCAtE

¥4 FExpressway-CEEECUCM/IM&P/Unity KIEIEH , EFEREBEIMNZEPEHEEHNTR
R (R ) UEPMAYAG(CA)REER:, HRERERFSAUPEEIRCALEPNIERRREN , A
EEeE, N TEBRIFLRETE  SMNIPBETEHNFEER : Issuer ( H Issued by” )

Subject ( Z“Issued To" ) o

BRSSERIEH ( HlINCUCM A 3% EIExpressway-CHI BB4 ) FE“Subject’ FEBEHFBEAECNFEEHES
B %248 % (FQDN):

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab

CUCM cucm.vngtp.lab®y RS2 IE B R, BEEF(Subject) FERHICNEEH EABFQDN , [E#
TEEHMEM , FIIERC). M(ST). E(L). .BIDETUEE , REF[|IEPB BB Avngtp-
ACTIVE-DIR-CAHICAZ & ( MK ) o

TRKCA (RCA ) B AT RIEBRINAE S, ERXHFMBCALERH , BINBIRRENERESR
BHRENE

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=1ab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA

CRBCAZTRWIEH , ATHRRE S,

HFHEFRT , RCATREEMR RS H/IEF. B , EMNNEMCATKIES, XEHECAR
BEMAPEICA, RIEK , PRICATAEEN MR ECAMA RS R/IEBHIEHR, RIATEQIEER
FEIRCA 1R RS BRUES , M EIKICA 1 X MHEIRICA 23RFBIEP |, BAKHE, EFHLRE
CAE#EMBRCARELHIES :

Server certificate :



Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-1

Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab
Intermediate CA 1 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Subject: DC=1lab, DC=vngtp, CN=vngtp-intermediate-CA-1
Intermediate CA 2 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-3

Subject: DC=1lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Intermediate CA n certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=1ab, DC=vngtp, CN=vngtp-intermediate-CA-n
Root CA certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=1lab, DC=vngtp, CN=vnhgtp-ACTIVE-DIR-C
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& & @ cisco.com
a  Certificate X
General Details Certification Path ol I el I I Products and Services

CISCO

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
= Proves your identity to a remote computer
«2.16.840.1.113839.0.6.3

+2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.cisco.com

Issued by: HydrantID Server CA O1

Valid from 2/16/2022 to 2/16/2023

Issuer Statement

Ea 0

HERMNEFLEPNEAGE (LHESANEE ) i, BIN2FIZFAESEFELEHAFQDN—#




& Certificate X
General Detalls Certification Path

Chow: <All> e

Hedd Value e
& Certificate Polices  [1]Certificate Palicy:...

il CRL Distribution P... [1]JCRL Distribution ...

Subject Alternmaliv,.. DNS Name=C0s00-,.,

@ Subject Key Identl... blBcecodd9aSdaidr4...
& Enhanced Key Usage Server Authenticatio...
BISCT List v, adf7befa?df10c...
o Key Usage Digital Signature, Ke...
. Thumbgprint Odddbce 30b00bdT ...

DNS Names dsco-images. dson.omm ..--..
DS Name=dsoo.onm

NS Name=www-01.dsc0.com

DNS Name=vwww-02 _dsco.com

DNS Name=wivw-rip.cson,com

DS Hamé=wiww. csoo. com

DS Name=vwww_medlaflles-dsco.com

DS Name=wiswi Static-asod. oom

DHS Name=wwrl .00, com v

Edit Properties. .. Copy to FAle...

ok |

XEKE , Sl , YRIEREZES https://www1.cisco.combt , EELERARLERE  ERea
SHESANE B H,
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x o+

L3 cC A Mot re WipsT2163.4.161

A

Your connection is not private

f m T2,163.4.167 (for example,

b itis T2.163.4.167; its security certificate is fromr
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RBRUMESR, XAESHPBEARET, EMRAERE L , HEFE—CUCM / IM&P / Unity R F 88 7
In#E|Configuration > Unified Communications > Unified CM servers / IM and Presence Service

nodes / Unity Connection servers FBY , AI BUBEF“TLS Verify Mode Bt & 3 “On”K# 1T TLSIE P
Kif, EEETAMEXEEEARIIERER , RRTHEHXKIUE TSANFHFQDNSIP , AR IES
E’Jﬁ)&ﬁl’)\&ﬁE:ﬁ% EH;EZL:AECA’&%O

TN
CISCO Cisco Expressway-C
Status » System » Configuration » Applications » Llzsers» Maintenance »

Unified CM servers ¥ou are here: Configuration *

Unified CM server lookup

Unified CM publisher address cucmpub. vngtp.lab

Username # | administrator 1
Password ¥ |wesennen i
TLS werify mode On i

Deployment Default deployment 1

AES GCM support Off i

SIP UPDATE for session refresh Off w i

ICE Passthrough support Off i

Save | Delete | Cancel |

B TLSUE PR IER EXEZINCUCM/IM&P/Unity R F 22T K , A REMRAR ZH B £ & ik

ZERTER. KEBNE—MAR , eRRIEEFIMNEFAELL, ETPE2RIETARSSHET S

J:E’JiIE:FB%Ei{zLIEIEEﬁ AN EMNEMRSSET ANBEEDRRITARSSHETRELE (FQDN
P). EEENE-/NHRRR , HTEZEE TR FExpressway-CEEHR R &M Fibik , Fit

ﬁiéﬁMRAgF RN A EETRE, i , EFCUCM L |, F£System > Server ™ , AJ LAfE FH IP#b it

( $517010.48.36.215 ) MABELERSES , AFHMRAR PR (BB ExpresswayiEi#

) , BB A LAfEExpressway-C £ £ FIFQDN cucm.steven.labFICUCM, E it , fRiZCUCMEY

tomcatif $ & & cucm.steven.labfEF SANZK B A ZIPH# st , MR TLSKRIEEXRE N TH K

M , B3R BEMRAR FinH SERRIEE AT AEH X R EIWFQDNRIP , M E B TLSKIE

X14.2.0 R E S RA

MX14. 2 OMRATF s , ExpresswayfRF e &N BN RERSHF X HW B MNHTTPSIERMITTLSIES
Wif, XEKE , ERXINCUCM/IM&P/UnityT7 S EFE] , HTLSEIUFERX"ZEE RN KRA"F , B



THRE, MRBIEEAK , WTLSEFFLTR , FEEREAW , XAESBEUMEEX (flank
RBEREE ) RELEFEAK. A, MRFTLSRIEEXRER T, WFERIEFTEER
MEEEZT (WMEEHNRBIFAR)

Expressway[@ CUCM/IM&P/Unity 7 St & # i Y1 iE 5 IMRAIE B H 2 Ff To

BRT BUAMTLSIRIE , X14.2HE5IAT —IMNEY , ZEXRTREBEFIRNEBIREETUNF , &
HERTENARER. XAURESSBHAARSGEHIAZNANTLSIEE , RNEARZH , ©6E
2FERMCUCM ( HE M EE A TECDSAR EZM HIhiE PR EM™m ) 3k18Cisco Tomcat=Cisco
CallManagerif$ , BEARZE , ©iERECDSAZE K ( SEFR L LERSAE Z 2 BB E4E ) ,
Cisco Tomcat-ECDSA= Cisco CallManager-ECDSAIE B A LA EMCAZ R , th Al MR BX R
FEE (BA) .

LR BEIRTURFE R HIFBLEEMER , B ECEURTFExpressway X14.2.1 kR A< 1% B8 AR PR R 89 F+
R‘E, MMEZ, ,.,\_IJ«)\}\AMalntenance > Security > CiphersF EE/NMNEBIREEME T
“ECDHE-RSA-AES256-GCM-SHA384 : *, HIR&E , N CHEEHWECDSAREE M T ZRSAF
B, mRE , WEEEE—HHNTH , EEFRSAEEEHE’WC?EJQO

Cipher Preferences - ECDSA Cipher Preference Over RSA
ECDSA certifican f . pca

b

he f
Important |

FEHHEFR , TLSRIUEERT ALY , HEFFANASE :
1 EBRRUEBNCATZERE

a. BZHUP

b.EHARFHCAZ B KL

2iE BT AL EE B (FQDNSRIP )

HES R R

THHZRETRRRERBERNERLZR , HPExpresswayMX14.0.7A K EIX14.2f5 , MRAE R
BWEEW, XEiFREH /u\q:ﬁ*Eﬂ?LZL 15 ¥5¥$7rﬂo HEMELIMRAZ K Z FJU?FZI“?FT:T:
MRAZ F K M 2 f5Z LB 12 i B %12 & (MMaintenance > Diagnostics > Diagnostic logging) (&
AAHBAHEMAER A FEIER,

1 EEFRERILERHNCATZERE

ERIEH A LR AR B EEEXxpressway-CHEEF P HCARITEE |, LA BARARAFME
Expressway-ClRF BN EETFH PN EZLRILEDS (AR LEHBRECA),

BEAPIR | BAEKRD , RECUCM(10.48.36.215 - cucm.steven.lab)#y & R #E % 08443 ( 200 OKIE
Bi) LBEEBLAE , BRETFTPEEMNIFO6972 L5 KR ( 502MKL ) .


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
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<ffroot>

===Success connection on 8443===
2022-07-11T18:55:25.910+02:00 vcsc

2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.955+02:00 vcsc
2022-07-11T18:55:25.956+02:00 vcsc

200

===Failed connection on 6972===
2022-07-11T18:55:26.000+02:00 vcsc
2022-07-11T18:55:26.006+02:00 vcsc

2022-07-11T18:55:26.016+02:00 vcsc
2022-07-11T18:55:26.016+02:00 vcsc

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

WARNI NG Core server certificate verification failed for

(cucm.steven.lab).

UTCTime="2022-07-11 16:55:25,910" Module="net

Event="Request Allowed" Detail="Access allow
UTCTime="2022-07-11 16:55:25,916" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net

UTCTime="2022-07-11 16:55:26,000" Module="net

UTCTime="2022-07-11 16:55:26,006" Module="net
UTCTime="2022-07-11 16:55:26,016" Module="net
[ET_NET 0]

Action=Termi nate Error=self signed certificate server=cucm steven. | ab(10.48. 36. 215)

dept h=0

2022-07-11T18:55:26.016+02:00 vcsc traffic_server[18242]:

ERROR: SSL connection failed for

'cucm.steven.lab': error:1416F086:

[ET_NET 0]

SSL routines:tls_process_server_certificate:certificate verify failed

2022-07-11T18:55:26.024+02:00 vcsc traffic_server[18242]: UTCTime="2022-07-11 16:55:26,024" Module="net

502 connect failed

“certificate verify failed"$8 1% & RExpressway-CTLEZR UM TLSEFNERX, REEREEEITL ,
NERTBZRIUED,. MRREERN0, WHEZRIEDH, YREATON , XEKREECH —MIE

45 HILBEARFCAZE ( MExpressway-CHHBEMS ) -
HENEF TR BHERIRERE T B BAL W ER pcap XA B

, IRAT LB FICUCME# A CNIYIES

£ R A cucm-ms.steven.lab ( FMcucm.steven.labfEHSAN ) , Histeven-DC-CAKE , H RKIXFIRH

[18443 L HIExpressway-C,



o Bmpd  Cmlealon ] P WM el B

6432 10.28. 5.0 B2} TP cia 46 JS81) = 8443 [ACK] Segel Ackel WiNsG4254 Leniad Tiw T8I Tiecradaleinae
LRI TR 43 TSl s 543 Client Hello
4 B441 10.40.36.45 FEEXD TLSVL.2 =] 1514 Server Helln
1432 05616, 235 #43 TP 8 6 T563 + 440 [ACK] SOGeFLE ACkel) WINeGRIZE LaN THvBLsTIRTRNNT TEECCaI4IENIERL
i B4E3 10.48.34.48 3561 Tisvi.d <7 1474 Certificate, Server iey Exchange, Server Hells Bome
I 35422 10,85, 56,115 43 TEF =) 66 35622 + 8443 [ACK] SeqeS1h ACKeIS53 MiNG3&SE Lenwl TSVRLASTISTOMST TSECre343633251
a 35621 19.45.36. 115 443 TLSVELZ = 192 client Key Exchange, Change Cipher Spec, Encryptes Mandshate Message
FLETE T 8451 1050, 3645 P5EI2 TLSVLLZ =7} 9 Wew Session Thtket, Chasge Clpher Spec, ERcrypted Handshake mess
8.36.96 3422 205026225 B T e %6 15633 = B440 [A0K] Sogeit Ackel9UE MINeGS130 Lene® TSVBLBTISTEHI TSOCORIIENITE
30432 20,28 5. 10 B3 TLvid = 2843 Application oata
4703 T2ATL BAS3 10.85.36.46 35622 TP s 66 8443 = T562 [ACK] Sequii3S ACKe3LIl WINe3SET2 Lened TSvalel4BE3NISE TSCrradTESTOML
4797 103247411 BAAT 10,48, 36,46 FEEI2 TCP (=71 1534 3443 = 35622 [ACE] 5eqeI095 Ackel1l1l WiNe3SATI Lemelédd Tivalel41533168 TSecr=3T8578462 [TCP segment of o resssesbled FOU]
ATOR 1932-47-11 154632 105016, 295 541 TEP =7} £ 5611 + 5447 [ACK] SeqeT1TL Atked54] MARSEALIE Lemed TSVAlsBTRSTONT) TRECraMIEIING
£70% 2022-47-11 5451 20.88.34.48 3922 TLSVL2 =11 1257 Application pata
ATI6 0224711 6433 10,885 HE B TR = 66 YSEZD + 8443 [ALE] SefediM) ACKWSTRA WINeSBAED Lofwd TSVALSTESTMTY TLLCTaMIEINIE
ATLL TEATAL 35621 10,45, 36,115 443 TLSV 58 37 Encrypted Alert
=]

TLEV1.2

* Certificates (2423 bytes)
fertificate Length: 2547
v gertificate: (1400t commoniame.cucn-ne. teven. Lk, 10 ot or,
~ signecertificate
vershon: v (2
ser {almmber:
» signature (shalWithASAEscrypticn)
Lsguer: ressequence (@)
validity
subject: rdnfequence (8)
» subjectPublickeyindo
extensiond: § items
+ EXtensien (14-e-etonusapel
b Extenslon (1d-ce-keyusage)
 Extension (1d-ce.subjectiltname)
Extension Id: 2.5.29.17 (18-0esubjectaltuane)
eritical: True
o cansealummes: 1 Gtems
~ deseralmme: duswame (2}
dictiiame 1 cups. steves, lab
v Geseraliame: disMpme (1}
dupuant: steven.lab
v Geseraluame: dnSiase (1)
dasuame: cucm. steves, lab
Extension (1d.ce-subjectieyicentivier)
Extensien (id-ce-awthoribyveyidentiiier}
+ Gxtensien (1d-ce-cudistributiosseints)
» Extension (1d-ge-suthoritylafasccessSyntan)
+ Extension (i¢-ms-certificate-tesplate)
» Extension (id.m.application.tertificate.policies)
+ algerithardentifier (shaluitRRsARncryRTion)
Fadding: o
encrypted: $baTFETelENTaTIS 0TIERRERF1ITEACRC CTeCAMNICESD. ..
gertificate Length: 318
¢ Certificate: INEIOIEATIEINITIANIATHANINGITEAHEIOI0I0AL. .. (14.0t. commoniiumee SREVEN-DL.CA, dtatteven, S2a10)
Secure SSCkets Layer

st lenianeat e, 14,0t Lot al 44.8% s tateOr 1giem, 198t countriva

‘

BR , YRMNEEIROGI72 LIBEMIERN , £FUUEICREZUNP (MAEES ) , HCN®
& Jcucm-EC.steven.lab, -ECH EB188HIX2CUCM L& EMECDSAIEH,

4731 II-AT-11 16:56:26.996851 19,45, 26,46 31576 10.48.36. 215 572 TP =] 66 31576 + €371 [ACK] SeGel ACKel WIneGAIS6 Lened TSvAlaBTESTOSIS TSECr=I43633X10
4 4733 W2L-07-11 16:55: 26097400 1A 36 31576 18.48.36.215 572 TLSWA.T [=1] 583 client Helle
| 4734 2021-07-11 16:56:26.016358 19.45.36.215 72 10, 545 1576 TLSWLT (1] 1514 server wells, Certificate, Server Key Exchinge
4735 2021-87-11 16:55:26.016381 10,68, 56,46 31576 18.48.36.215 6872 TP =] 66 31576 + 6372 [ACK] SeqeS18 ACKe1443 MINe68128 Lenwd TSvaledTESTOS3S TSecrs3a3&313ry
4736 20230711 16:55:36.006588 18,68, 36.218 472 18.28.36.46 HISTE TLSwi.2 (=] 299 Certificate Mequest, Server Wello Dose
A7XT 20220711 18:88:36.008418 10483044 31576 10.48.36.21% T2 Ter e B6 31570 - $472 [ACK] SEqeS18 ACKe1883 WIRANTSS Léfe TEVALATEITESNE THECr.34E11RRY

1821-07-11 - Alert (Level: Fatal, Description: unknown CA}

2021-97-11 16:55:26.007065 18.48. 36. 215 31578 + €972 [ACK] Seqel ACkel WineG4256 Lenedt TSyal-BTSSTHSIS Tiecr=143613338

FTETETY F 5 client wells

746 2002-07-11 1625536004226 19.45.36.218 3ISTE TLSVL.2 =] 1514 Server Mells, Certificate, Server Key fxc

747 2023-07-11 B6ITEII6-0I26E 10,48, 06,45 972 TGP osa 6 U576 = §972 [ACK] Seqe516 Ackald39 WiNesS1Z6 Levid TRvALaSTESTOSSD THACraB4IENINNT
4748 20921-07-11 16:55:26-924258 19,48, 36. 215 35T TSVLL2 = 500 Certificate Reguest, Server Hello Dose

4743 2021-97-11 16:55:26.024309 10,48, 36.45 31578 10.48.36.215 971 TP [+ ] 66 31578 = 6971 [ACK] Seqe515 ACKelEE3 Mines3744 Lenwd TSvaleSTESTOSAT TSeCradelsdizyy

022-07-11 16:55: 26034548 18,48, 36. 215 73 Alert (Level: Fatel, Description: Unknown Ca}

<

v Secure Sockets Layer
 TLSV1.2 Reesed Layer: Wandghake Profedel: Serir wello
 TiSv1.2 Recerd Layers Wandshake Profocol: Certificete
costest Type: Handshake (21)
wersion: TLS 1.2 (#ce3e3)
Lengthi 667
w Wandshake Protocol: Certificate
wandshake Type: Certificate (11)
Length: 463
Certifiestes Lesgth: G50
~ Certificates (660 byted)
certificate Length: 657
v Certificate: 305201909821 SNBNI01020L0TATOREE2I TR A MG, ., (18u0R 1 1d.at.stateor w, id.at. EC. steven. b, 4.1t i1 L 4d-at-crganiz fec0, 148t countryis
¥ sipeedtertificate
version: v3 (1)
serfalumber: morareseliftieldl 1ainassifeatef1d
SIgRature (ecdsa-with.SHAlSs)
Gsguers rasequence (9]
Fénsequence: € itens (548t begen, | Lpium, id-at Eteves, Lok, 8.0t Ad-wt-organbptioaimmee L Lee, Dd- - ouNt Py NRRERE )
» validity
subject: rénsequence (@)
subjectFublickeyinis
extensions: § items
Exteasion (Ld-ce-keyisage)
Exteasion (Ld-ce-extrepusage)
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<tfroot>

2022-07-11T19:49:01.472+02:00 vcsc traffic_server[3916]:

HTTPMSG:

UTCTime="2022-07-11 17:49:01,472" Module="netw

|GET http://vcs_control.steven.lab:8443/c3R1dmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMw/cucm-uds/user/em

2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]:
2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]:

HTTPMSG:

|GET /cucm-uds/user/emusk/devices?max=100 HTTP/1.1

2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]:

WARNI NG SNI (
10.48.36.215
) not in certificate

. Action=Terminate server=10.48.36.215(10.48.

36.215)

2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]:

UTCTime="2022-07-11 17:49:01,478" Module="netw
UTCTime="2022-07-11 17:49:01,478" Module="netw
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[ET_NET 2]



ERROR: SSL connection failed for
'10.48.36.215': error:1416F086:

SSL routines:tls_process_server_certificate:certificate verify failed
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https://tools.cisco.com/bugsearch/bug/CSCwa12905

xConfiguration EdgeConfigServer VerifyOriginServer: Off



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



