£ FAAMCDZEAWSH EEFTDvM >
B =%

I

ESCCHf BRZR
EMAWS CSP

B FVPC

BHFTDVM X [ES

A

AR A ST 4B a04Al f5E A Cisco MCD#2 I 88 fFAWS K /= 3 At El Cisco Multicloud Defense(MCD) 3 &8 &
FTDVM <,

TR

- ASCCHFABRMNERBF XIHEEH/LM(cdFMC),

« AWS EC2Z4AX AT £ X EPEB M XF A A,

- BHZBHIAM R LLEE CloudFormationtik FIAWSHK

- SCCHF EMES BRI Z R MEIT AR , AR ERNFTDVIFAlER B MHEEER ZN.
- EEEBYAITRAMNZHHEMRENRISCCER I EIMNER,

- BNAIZERMIEECloudFormationEik FIEC2 R IRHVAWSTEH & 17 8]
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Cisco BB THUTER :

- BRIZ2=EH|(SCC)Sin
« EARAWSHE#L S (VPC, CIDR, f£H#Mx, AKX )
« AWS CloudFormationt#% 28 2 1 5 #

ERREHF

- BRRL£ZT=EHI(SCC)

- BRZ =/ MCD)

- BRZ2HAXIEEENEEE(FTDY)

- BEF=H Firewall Management Center (cdFMC)

« Amazon Web Services(AWS)- CloudFormation, EC2, VPC, &M%

AXHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAAERZRANERAR
(BN ) BE, MREHMELTEIRES , BHRRETHEAARTRBELE,
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AT BERERAEHBMR(TCW)NEXEFMCDEF R ENMAWSKF MXH, AWSES HM
MERBMAOMKBERRE TANERTE , BHAMCDERIFAXZFAOMK,
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1. #£Cisco Security Cloud Control(SCC)#Z#I&H , S ZEIHome > Platform Management >
Subscriptions,

asco Security Cloud Control

Platform Management X

759 Organization
1 cisco-swesnhitz > Organization Details

2\
@ Home Access Management

Administrator Access

Products Activity Log

=e Firewall

Product Subscriptions

’ -
2» Multicloud Defense
Subscriptions <

Platform services Integrations

py Favorites > Domains

iE Security Devices Identity Providers

o} .

. Platform Management Settings

Firewall Notification Settings

API Keys

2. WP BRZTBHEITA,



Services 4available 3 enabled

~  Some services come enabled as core capabilities on the SCC platform, while additional
services are available to be enabled as needed.
Service Name Region Status
Cisco Multicloud Defense United States © Enabled
Cisco Security Services Exchange North America @ Enabled
Cisco Mesh Policy Engine —_
Cisco Security Cloud Control Firewall Management Morth America © Enabled

EMAWSHK = ( CSPIKF )

Lt S BRISFAWS K 7 3% 322 Multicloud Defense Controller , A{EMCD A LA R E B E IR EIR,
L RBIEFAWSHE R RS IR (CSP),

1. ASCC EM S BE K , %#FEMulticloud Defense,



asco Security Cloud Control

—
—_—

&) Organization
~ cisco-swesnhitz >

4 Home

Products

we Firewall

“a Multicloud Defense

Platform services

p Favorites >

fgm Security Devices

'_?__ Platform Management >

‘ases’ Security Cloud Control



AWSTHik 5 :CloudFormation34% By AccountNumbe r il H o
AWSTK 7= & #R: L AWSTK P FEMCD A Y & 5F AT R B B 7R

#2528 IAMA &:CloudFormation34% BIMcpcontrollerroleArnfi o
B2 A/ CloudFormation3ff ik BIMCDInventoryRoTeArnfil Hi o

AWS Account Number * ®

[

AWS Account Name * ®

|

Description ®

-~

Description (optional)

.

External ID ®

=0 B

Controller IAM Role * ®

|

Inventory Monitor Role * ©®

|




9. R1EM, ., AWSHKF 25EMEIMCD,

BIZ RS VPC

RS VPCHEFTDVMX AN MEEM R ( FM. AR, RRAMNX ).

‘ases” Security Cloud Control

rrrrrrrrrrrrrr
,,,,,,,,,,,,,

CCCCCCCC

\\\\\\\\\\\\\\\\\

ccccccc

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

1. &1 EIMulticloud Defense > Infrastructure > Service VPCs/VNets,

Service VPCs/VNets:

Quick Filters Advanced

Name b4 | [

[ Actions v ]
2. EFRBE,
3. BLEVPCRE :
B . VPCHYIE— FiR B A R,
CSPik 5825 £ REVAWSTK F o
#X: B FTDVEEFNAWSX i,
CIDRR: & A FILMCDZEMWCIDREE ( A B85IBVPCESE )
AR ELD—PAZBIUERAFMER TR
K IR JEBRE P R(TGW), CloudWANR T[T TAWSZES M Z8B &Y 3k 37 I 4%
RE  FEAXHHTICEBEZA,
e kR create_new , 9 HTEY A& 5 o< 18 E HE — BV A #Fo
NATRX ( @ik ) : AFFMEHOREEINATRREH, EAREFREA ; NATH
KREEBFEARHENTICTBEZ A,



Create Service VPC

MName * @

[ mcd_test_vpc-swesnitz

CSP Account* @

AWS-CXLABS-RTP-FW

Region* @

US East (Ohio) us-east-2

[

€2

)

CIDR Block * @

[ 10.4.0.0/16

Availability Zones * @
us-east-2b
D us-east-2c
us-east-2a

Network Type *

[ TGW

Transit Gateway * @

[ create_new

[

()

)

Transit Gateway Name * ©

[ mecd_test_vpc-swesnitz-tgw

(3 Auto accept shared attachments (D)

() Uuse NAT Gateway (D

48 FRTF,

BIIFTDVM X [ %



‘deds’ Security Cloud Control

= Infrastructure X
@> Organization
~  cisco-swesnitz > Gateways
Gateways I
< Platform menu e y

Multicloud Defense

Account

/‘\ IO Y CSP Accounts
s, Inventory >
Profiles
alilfinvestivats ? Packet Capture
@ Policies > Log Forwarding
’8’ Infrastructure Metrics Forwarding
Reports Z Network
NTP
(=X o . @ System and Accounts >
1. S EIMulticloud Defense > Infrastructure > Gateways,

asco Security Cloud Control

&> Organization theWGYS: 1

~+  cisco-swesnhitz >

Quick Filters
< Platform menu \

Multicloud Defense

Name
/ﬁ\ Home >
E:_ Inventory >
il Investigate >
2. BEF MM, @ Policies >

3. MEVIHRE :
k= 525 &R T CSPIK
P <K B RFTDY Gateway,
B WEEEMCDHNE RE M.
KOIRBEFEFMETLEMMREZROEF KD, HRGIERAXIFHN &/ PSR CS_XLARGE,
BNBEAKGAENEREE. ZNMERINES ; ZRKRER10.
ETRRKRERD : BRIAMER 65534; REAMCDAEKISERIEE 7 Htbim O # 1T E K,
MREH , Wik OAXMESFTDOVESIKBRWEAHERRRLHP R,



Create Gateway

-
Gateway Information

Properties

Accounts * ©

AWS-CXLABS-RTP-FW X v ‘

Gateway Type *

[ FTDv Gateway ® v}

Name* ©

[ mcd-lab-cluster ® J

Description

Optional

Instance Type* ©

[ 4 Virtual CPU | AWS_C5_XLARGE ® V]

Minimum Instances * ©

K

Maximum Instances* @

E

HealthCheck Port* @

[ 65534 ® ]

Cancel

4. %$F Next (T—%F ) o

BLEMXE

J& Mk ¥ Egress/East-West. Y5 A XA OM X,
FTDVIRA: & & & & IR A AR A

SREEHIN £ BRI A T LFTDVE B A 15 R 2 HI 5K BE (ACP),
B FTDVE IR 218,

AR S FENITFATER,

HER EETHBIEEETHENE,



Y EUESE B S ER B M SE A I ATESE B

i [X: EF B IX LEFTDVIE il Y X 35,

VPC/VNet ID: 8835 I 2H BRSSVPC,

ZAAXT M EAWSZH4AXT .

MRIAMEE.EHEHRPEEMRN AR , EMCDFirewallRoleNameXy - 525 F
CloudFormationitikfV{EH, “ENAELSEIERXBENZEA,
EBSINZ:BIANE R FRBAWSE R/ 1153, Amazon EBSHE 3 BiEH M N ZIR1ZMEE. EHBIEN
HRER,

1jij:¥-|:_’$o

Create Gateway

© 2]

Gateway Information Gateway Details
Properties
Security *
[ Egress X  EastWest x V]
FTDv Version*®
[ 10.0.0 o

Policy Ruleset* &

| Default Access Control Policy X v l

FTDv
Password Requirements:
- o O Must be between 12 and 72 characters long
[ ALLLLL SRl Ll < Show « @ Uselowercase and uppercase characters, and numbers
@ At least one special character (excluding \ and -)
.
+ & Nomore than 2 repeating of sequential characters

Admin Password

License Model ©
Multicloud Defense Pay As You Go

Performance Tier *

[ FTDV30 |

License Types*

[ Base X @ v |
Location

Region *

I US East (Ohio) us-east-2 |
VPC/VNet* ©

[ vpc-Ocebc0B628115(7176 | med_test_vpc-swesnitz & "J

Key Pair* ©

[ swesnitz_keypair v]

Gateway |AM Role C

[ ciscomcd-swesnitz-gateway-role = v |

Mgmt. Security Group *



Mgmt. Security Group *

5g-03931c93a8499705d | med_test_vpc-swesni...

Datapath Security Group 1*
5g-0f51508c316100167 | med_test_vpc-swesnitz...

Datapath Security Group 2 *

54-066¢2dd50947¢2¢80 | med_test vpe-swesn...

EBS Encryption* O

AWS managed encryption . J
L

Instance Details
You can only modify availability zones for gateways deployed in edge mode for GCP, Azure, and OCI environments

Avaliabliity Zone Mgmt. Subnet .- Datapath Subnet 1 Datapath Subnet 2
us-gast-2a subnet-0dagsic360Ne35 | ... subnet-07abbef3e632e4bb6 | ... subnet-04cb07e100352efce | ...
us-gast-2b subnet-0ca2s3448124617c7 | ... subnet-08H30267Ibcdalon | ... subnet-0254dc31950566¢37 |...
Cancel

MESRIZE (k)
SRREAFEEEI , FIINZRAFTDVRAIN A HIPHt, N RFIPFREESRIRE.,
WZFEE

1. REMARENREREHER,

Create Gateway *

Gateway Wntormation Gaseway Detads. Advanced Sentings Riview

Gateway Information  Ecit

Name mcd-lab-cluster

Gateway Type FTOV Gateway

Min Instances 1

Maxinstances 3

HealthCheckPort 65534

Policy Ruleset ID Default Access Contred Policy
Property Egeeass, East West

Instance Type AWS C5_XLARGE

FTOv version 10,00

Gateway Details  Edit

Lizense Magel Smart Licensing

Performance Tier FTDV0

License Type Base

Roglon us-0ast-2

VPC/VNet ID ¥pe-0cebeDEZEMSITITE | med_testupe-swesnitz
Key Pair SWOSINZ_Keypaie

1AM Role for Firewali armawsdam::421931 y
Mgmt. Security Group. 59-03031c93284007050

Datapath Security Group 1 £-015ISbECI 16100167

Datapath Security Group 2 55-006c20050947c 2080

E85 Encryption AWS EBS encryption key

Instance Details

Availability Zone Mamt. Subnet Datapath Subnet 1 Datapath Subnet 2
us-east-2a subnet-0daBSIc3E0NEN3S subnet-07abet 3063 2e4bb6 subnet-04cbD7e10035Telce
us-gast-2b subnet:0caz§3448124607c7 subnet-08(f302671bcdatgh subnet-0254dc31950566c37
Resnurces Infn o

2. AR FEITHEE,

AR HERZUREEIONH. ELHHE , MCOEERNERFEERENFTDVRAIFHHE




JEM BlcdFMC,

56 UF
EARSHL THARBRDEREST.
M MBI BB

 cdFMC:i&#Finish/g , &R B2 EcdFMCH Ky Devices > Device Management N & 7R ( &b

Device Management
pevices |G

1 & Mormal 1

Q, Type to search

|| Name

L »  med-lab-cluster O

| v~ Ungrouped devices |1

:] @ ftd-1210
M/& - ROUTED

THERS ) .
* MCDMXFAEEEEMX BT - EREHRENFEAESER,

BEREEAN , RERERAIETF,



Gateways: 1
stances
MIC for policy updat

) ) om0 mesmmmariorin

Mame = : State = H Wersion = : Policy Rube Status. = H Policy Rule Set =

EMABY o o NeA s

Displaying Gatewsys 1+ 1(Teesi -1 | 28

- check caFME for p -

AWS EC2#2 4| & : Al LAFEEC2 > Instances H B 1215 122 8 N SLHIR A
CAFMCHES &+ E A T B IR EMHE -

TEAFAREE -

..~ Register

Registration 2m 52s
ciscomcd-mcd-lab-cluster-dfmnhqgfi: Established secure connection

... Register

Registration 47s
ciscomecd-mcd-lab-cluster-gerpxvxq: Established secure connection

FEM T



Q, search ) O@ @ swesnitz@cisco.com

Deployments Upgrades A Health ©® Tasks o () Show Pop-up Motifications
20+ total 0 waiting 0 running 0 retrying 20+ success | Q Filter
6 failures

@ Health Policy

| Apply Initial_Health_Policy 2026-05-05 16:15:14 to ciscomcd-mcd-lab-cluster-dfmnhgfi ds %
Health Palicy applied successfully

@ Health Policy

Apply Initial_Health_Policy 2026-05-05 16:15:14 to ciscomcd-med-lab-cluster-gerpxvxg 55 X
Health Policy applied successfully

@ Discovery

ciscomed-med-lab-cluster-dfmnhgfi - Discovery from the device is successful. 37s e

@ Discovery

Remove completed tasks

« RERBEIEME , IXERRIZT2FHZETEY — FERS , BALRCHER

Gateways: 1

Quick Filters | Advanced ~

Nama vl CSP Account w v g v v = Filters

Add Gateway Actions v © Recommended Version: 25.02-10 ) Recommended FTDv Version: 7.6.3 Refresh

O Name ~ H State - : Version + H Policy Rule Status + : Policy Rule Set +

0O med-lab-cluster ® ACTIVE PENDING 2 @ 1000 © updated Default Access Control Polict

ETER.
HUEHEER

REBORE T TR TNEERITHEHROER.

« 7EcdFMC Tasks ( cdFMC/ES ) T +H , A1 FEM= R AN SER — BOEMZHH M
TR, EF—THOBELRZH , BABEEEEESHE B EREM,
« CloudFormation##k o 5 — KIUEFEHRWAWS IAMAF/ABREEFRHHNR
, REEFEventst <UL TR EFHNBERR,
« MRIAMBEHRLEREZEMKEEH — WIAE2SP PHICloudFormationititk 2 BB &K
, FE%ER T EHEMCSPIK - FX i,




S
SRR S H -

- ESCCHF LERAZ =M,

« J@iICloudFormationsEFAWSHK 7,

- FERAERMXEIZNIKRSVPC,

o BEFTDVMXEHEH EMEIcdFMC,

FIOVAXFEHRS , AT ERREANRERN.
HXER

o B K 35 B B B 4D B 0L

« MMulticloud Defense DashboardFAWSIK 7 3% $#2 F|Multicloud Defense Controller
- BIERFZVPCDVNet

- SIEFTDVMx

o BARZHEFHMIH - Cisco Systems



https://docs.manage.security.cisco.com/multicloud/c-ftdv.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t_connect-aws-account-to-multicloud-defense-controller-from-mcd-dash.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t_connect-aws-account-to-multicloud-defense-controller-from-mcd-dash.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t_connect-aws-account-to-multicloud-defense-controller-from-mcd-dash.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t_connect-aws-account-to-multicloud-defense-controller-from-mcd-dash.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t_connect-aws-account-to-multicloud-defense-controller-from-mcd-dash.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t_connect-aws-account-to-multicloud-defense-controller-from-mcd-dash.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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