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o BRFMChRZA6.7.0 ( AEBARZA65 )
o BRIBF X BB (FTD)RAG6.7.0 ( AEBARZAG5 )
« Cisco AnyConnect 4.9.01095%& % EWindows 10t &E#l L

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHNELTEIRES , BHRRETHEAARTHEBELE,

=|l5§1

ERE

P{aY

ailfi

EARRGIF , R2EEFR(SSL) A THEFTDMWindows 105 F if 2 [A] 0 E RE L & AM 4 (VPN).

MIRZA6.7FF 38 , Cisco FTDX#AnyConnectBE BB EME B, Ith15E LARITFF 193185815 R Cisco
bug ID CSCvs78215,

AnyConnectEEB e A T B ELRTR B3 G ILEICIZEVPNRRE, AR LTEFHED
AnyConnectR i, —EZRZEE , AnyConnect VPN E RS- MM EEVPNINAE , HERAENE
B ( FEAnyConnectE ¥ VPNEL & XK RFERFIFRHPEN ) B3hAnyConnect&iF,

BR 5

o NEEHEFIHIESFHRIE,

« Windows& Fin{X X F 1T EHIEBEFEHEX,

« Cisco Firepoweri% & &2 83(FDM)Cisco Bug ID CSCvx90058F & #,
s FEFELinuxEF %,

Cisco Secure Client Administrator Guide , Release 54 AR 4 ZBPR &l
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https://tools.cisco.com/bugsearch/bug/CSCvs78215
https://tools.cisco.com/bugsearch/bug/CSCvx90058
https://tools.cisco.com/bugsearch/bug/CSCvx90058
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_vpn.html#id_77383

#T FF AnyConnectlit & 3 4 4w 55 25 LA 8122 AnyConnect B BVPNEL B X 4, EEEE X4

HEATEIVPNRRENFIEIRE,

BAGE

1.EATRGIF | EXTBRFERYIR F HIERTEREE R (FQDN)dperezve.jyoungta-
labdomain.cisco.com , 7 BB SSLERN T BN, ERMRFZEFIER , BSMBIRSEFIER , A

REEMNZRE, EEXMEFRARTFER.

Server |pad Balancing Servers SCEFP Mobile Certificate Pinning

Primary Server

Connection Information

ite Pins
Display Name (required) | AnyConnect_Management_Tunnel Primary Protocol | SSL ~ |
FQDN or IP Address User Group ASA gateway E
dperezve.jyoungta-labdomain.cisc| / |AnyConnect_Management_Tunnel Auth Method During IKE Negotiation | EAP-Ar
Group URL IKE Identity (IOS gateway only)
dperezve.jyoungta-labdomain.cisco.com/AnyConnect_Management_Tunnel
Backup Servers
Host Address Add
Mave Up
Move Down
Delete
OK Cancel
>
&l Help

2. BRERSSRRFIRSIN | EERVPNEE X /HE S E & —LE58 H M B

« AutomaticCertSelection 4 /Mi& & Htrue.
« AutoReconnectJNig & Htrue.

« I H ReconnectAfterResumeft i& AutoReconnectBehavior,

+ AutoUpdate AJ0i% B Ffalses
« BlockUntrustedServers 4 4i% & Htrue,
« I AMachineStoreHt & CertificateStore,



CertificateStoreOverride A 1% & Htrue,
EnableAutomaticServerSelection4411% & Hfalse,
EnableScripting 4/ i%& & J false.
RetainVPNONLogoff 4 Ji% & Htrue.

3.7 AnyConnectB EX#H4miERR T , SMBEEIUE1502) , RAFRBRE , MEFR

File Help

VPN | Preferences (Part 1)

E {% Preferences (Part 1) | profile: ...nnect -FTD-Lab\.XML ProfilelAnyConnect_Management_Tunnel.xml
=~ Preferences (Part 2)

5 Backup Servers
“-[# Certificate Pinning [] use Start Before Logon [] user Controllable

4 certificate Matching

Z certificate Enroliment |:| Show Pre-Connect Message

o123 Mabile Policy Certificate Store

“-mfll Server List .
Windows  Machine et
mac0s All ne

Certificate Store Override

[ ] Auto Connect On Start User Controllable
Minimize On Connect User Controllable
[ ] Local Lan Access User Controllable
[ ] pisable Captive Portal Detection User Controllable
Auto Reconnect [] user controllable
Auto Reconnect Behavior [] user controllable
ReconnectAfterResume
Auto Update [ ] user Controllable
RSA Secure ID Integration [] user controllable
Automatic Lo

Windows Logon Enforcement

SingleLocalLegon e

Windows VPN Establishment

AllowRemoteUsers e

&l Help

AEMNEERI ( F280 ) ABUHEEREA B3)IEPERFIRET.



File Help
4
VPN | Preferences (Part 2)
{‘:‘;'3 Preferences (Fart 1) | ppofile: . nnect -FTD-Labl.XML Profile\AnyConnect_Management_Tunnel.xml
.~ Preferences (Part 2) - -
(3§ Backup Servers ~
& Certificate Pinning [] Disable Automatic Certificate Selection [ ] user Controllable
155 Certificate Matching -
: Proxy Settings i
- Certificate Enrollment Xy g Mative M User Controllable
Mabile P_U“CY Public Proxv Server Address:
“mal Server List
Mote: Enter public Proxv Server address and Port here. Example:10.86.125.33:8080
Allow Local Proxy Connections
|:| Enable Optimal Gateway Selection |:| User Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 20
[ ] Automatic VPN Palicy
Trusted Metwork Policy Disconnect
Untrusted MNetwork Palicy Connect
Trusted DNS Domains
Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection
Trusted Servers @ https://<server=[:<port=]
https://f Add
Delete
W
& Help

H182 B2 AnyConnect VPNEL B XX #

ERNEEVPNEL & SR Ah e |, B B EMAnyConnect VPNELE X4, AnyConnect VPNEL &
XHRATFE-REEZR. EKiEHE , SMFTDTHEEVPNEE X 4.

£ FlAnyConnectit B X #F4r 58 85 81 2AnyConnect VPNEL B X, FEXFERT , BAXHHIE
HREMIZE , A ERERNYERE,

F 3. AnyConnectEEVPNEL & X # FMAnyConnect VPNEL & X £ £ EIFMC

10 BEREXHE , XL E X H4ENAnyConnect X 43T R L& FIFMC,

2. ERFHAnyConnect EIBVPNELE X # LA EIFMC , BEMBINF>NRERE , AGMBEFP &



FVPNIETL, #%#Add AnyConnect FileiZ4l,

3B HME TR, %EIFAnyConnect Management VPN ProfilefE XK B HRERT R,

Edit AnyConnect File

Mame: * AnyConnect_Management_Tunnel

File Name:* AnyConnect_Management_Tunnel, xm

File Type:* AnyConnect Managemant VPN Profile
AnyConnect Client Image
Description: AnyConnect VPN Profile
AmyConnect Management VPN Profile
AMP Enabler Service Profile
Feedback Profile
ISE Posture Profile
NAM Service Profile
Network Visibility Service Profile
Umbrella Roaming Security Profile
Web Security Service Profile

4.E Ff£AnyConnect VPNELE X , HSMEINE>HNRERE , AEMNE FHEFREVPNED, %EF
Add AnyConnect FileiZ4l,

5.RMXHM B, LA, EFEAnyConnect VPNELE XN XHRBEHRTFHI XN R.



Edit AnyConnect File

SSL_AnyConnect. xml

SSL_AnyConaect. xml

AnyConnect VPN Prafile
AnyConnect Client Image
AnyConnect VPN Profile
AnyConnect Management VPN Profile
AMP Enabler Service Profile
Feedback Profile

T5E Posture Profile

MNAM Servioe Profile

MNetwork Visibility Service Profile
Umbrella Roaming Security Profile
Web Security Service Profile

6. AT EL B SR MBI RIIEK |, H 2 BI#R1E 8 AnyConnectE B VPNEL & X4 FAnyConnect
VPN & X4

Overview Analysis Policies Devices AMP Intelligence , Deploy System Help v dperezve v

Object Management Intrusion Rules
" Add AnyConmect File %, Filter

AnyConnect File o 4

File objects represent files used in configurations, typically for remote access VPN policies. They can contain AnyConnect Client Profile and AnyConnect Client Image files,

" SeCUNTy Lroup 1ag ~
gy manme e e

j DNS Lists and Feads Anyconnactd. 9_For_Windows anyconnect-win-4.9,01095-webd AnyConnect Client Image 2 n/‘ a
®/ Network Lists and Feeds.
& URL Lists and Feeds

@ sinkiole SSL_AnyConnect, xml S5L_AnyConnect xml AnyCannisct VPN Profile 2708

% SLA Monitor

& Time Range

& Time Zone

&7 Tunnel Zone

@ urL

5 Variable Set

% VLAN Tag

B ven

) AnyConnect File
B * Cartificate Map
[ Group Policy
8 1KEV1 1Psec Proposal
B 1xEv1 policy
8 1KEV2 1Psec Proposal < ,
B ikevz policy % Displaying 1 - 3 of 3 rows: Page[l Jof 1 4

AnyConnect_Management_Tunnel AnyConnect_Management_Tunne AnyConnect Management VPN Profile. & o7

HPR4. B2 A K BE

1. EQEFARR , BEMBNSS>NREE , AEME FHPEFVPNED, #%#FGroup
Policy , /58 $Add Group Policy#Z4,



2ATHAMARKEE QG , 2B BFHELAnyConnectith , R/FFTFAnyConnecti£T -+,

3.2 M EProfile , AAFF1EClient Profile T h 3 &2 iR FE R R EMAnyConnect VPNEL & X HHIFT R,

- = ¢ @ @ £ hitps/10.31.124.71 /ddd/#ObjectManager e e @ gy 4 MO®BE® O W=

Edit Group Policy

Name:® AnyConnect_Management_Tunnel

Description:

RSN nvcomecs [

Profile AnyConnect profiles contains settings for the VPN client functionality and
Management Profile opticnal features. FTD deploys the profiles during AnyConnect client
conmecthen.

Client Modules
SSL Settings Client Profile: SSL_AnyConnect.xml ~ O
Connection Sattings

Standalone profile editor can be used to create a new or modify extsting
AnyConnect profile, You can dewnload the profile editor from Clsco
Software Download Center.

4ENEERREBEXHIRE AR EERENA THREFERISEEVPNEEXHHIXNR

o

O @ D & hitps// 103112471 /ddd/#ObjectManager 2w o @ T + M ODM®™E S &=

Edit Group Policy

Name: ™ AnyConnect_Management_Tunnel

Drescription:

o CTEY s

Profile A Management VPN Tunnel ensuras connactivity to the corporate nebwork whenever
Management Prafile the endpoint is powered up, even If end-user does not connect over VPN.

Client Modules The Management Profile file contains settings for enabling and establishing

SSL Settings Managemant VPN Tunnel on endpaint automatically. Standalone Managemant VPN
Tunnel profile editor can be used to create a new or modify existing profile file. You can

Connection Settings download the profile editor from Cisco Software Download Center

Management Profile: AnyConnect_Managemeant_Tunnal > Q

Additional configuration:

1. Configure authentication methed as "Client Certificate Only' In the Connection Profile
used for Management VPN tunnel. On the dient, configure a valid/trusted machine
certificate for authentication.

2. Configure Split Tunnel to include only specified netwark(s) in the associated Group

Policy.
g‘.’linable Client Bypass Protocel under Cennection Settings in the associated Group
icy.




5ARFER , SUFHX KA MBI ALK,

Object Management

Group Policy
A Group Palic

@® Decunty Lroup 1ag
# & Security Intelligence

4 DNS Lists and Feeds

Overview Analysis Policies Devices o]«

AMP Intelligence

Deploy System Help v dperezve v
Intrusion Rules

o Add Group Policy

v is & set of attribat

bute and value pairs, stored in a group policy object, that define the remote access VPN expe

f it is obtained from the current conn

AnyConnect_Management_Tunmel

= Metwork Lists and Feeds

# URL Lists and Feeds

DIMGrpPolicy

. Sinkhole
G SLA Monitar
& Time Range
ol Time Zone
v Tunnel Zone
&) URL
Variable Set
VLAN Tag
a o ven
& AnyConnect Flle
A * Certificate Map
3 Group Policy
@A 1KEv1 IPsec Proposal
B 1kEv1 policy
8 1EV2 IPsec Proposal

B 1kEv2 policy Displaying 1 - 2 of 2 rows

Page |1

of 1

S5 812 FHIAnyConnectBil B

1.ZEFMCH EESSL AnyConnect@E4NTRINT TR, EFEEAnyConnect , IS M E%%Z> VPN
SIEFRER , REERFBRMZA, WREXTITHIZERTHEVPNERES

2 fEPolicy Assignmentit i+ & | B FIMFTDIRE , ESUEERBEXHNEH , REIEF
SSLE%EAE,




dperazve v

Dashboards » Reporting Summary v

Remote Access VPN Policy Wizard

€) Policy Assignment (2) Connection Profile > 3] AnyConnect > 4) Access & Certificate > .5) Summary

Targeted Devices and Protocols

This wizard will gulde you throwgh the required minimal steps to configure the Remote Access VPN palicy with ) Before You Start
a new user-defined connection profile.
Before you start, ensure the following
configuration elements to be in place to
o complete Remobe Access VPN Policy.
Mamee: AnyConnect_Management_Tunnel : "
Authentication Server

Configure Bealm or BADIS Server Group
or S50 to authenticate VPN clients,

Description:

AnyConnect Client Package
Make sure you have AnyConnect package

WPN Protocols: [ ssL O 1Psec-IKEv2

Targeted Devices: Avallable Devices Selected Devices for WPM Client downloaded or you have
) v the relevant Clsco cradentlals te download
2 ftdw-dperezve j It during the wizard.

Device Interface

g frdv-fefimens Interfaces should be already configured on
targeted gdovices so that they can be used
as a security zone or interface group to
enable VPN access.

Naxt Cancel

2.#£Connection Profile L , #%4%Client Certificate OnlyE N B RIE S %, X Ri%ThEe MM —
FHRIE,

m Help v dperazve v

Device Management NAT VPN * Remote Access QoS Platform Settings FlexCaonfig Certificates

Remote Access VPN Policy Wizard

1) Policy Assignment € Connection Profile 3) AnyConnect > \4) Access & Certificate > 5] Summary

Connection Profile:

Connection Prafiles specify the tunnel group pelicies for 8 VPN connection, These palicies pertain to creating the tunnel itsell, how AAA is
accomplished and how addrisses are assigned, Thiy also include user sttributes, which are defined in group palicies,

Connection Profile Name:™  AnyConnect_Management_Profile

Authentication, Authorization & Accounting (AAA):
Specify the method of authentication (AMA, certificates or both), and the AAA servers that will be used for VPN connections.

Authentication Method: Client Certificate Only bl
Username From Certificate: 444 Only Istinguished Name) as username

P Fiald L

rimary Flald;
S Client Certificate Only

Secondary Fleld: Client Certificate & AAA v
Authorization Server: v i@ (ke
Accounting Server: | @

Cliant Address Assignment:

Client I address can be assigned from Afd server, DHCP server and 1P address paols. When multiple options are selectad, IP address
assignment Is tried in the order of AMA server, DHCP server and IP address pool.

o

[l use DHCP Servars

Back Next Cancel

3.AE , AARK THXRESD  RRESRIFUBMARENR,



Overview Analysis FPolicies JrENI-E8 Objects

AMP Intelligence
VPN » Remote Access

Device Management NAT

) Help v dperezve v
QoS Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard
1) Pelicy Assignment @ Connection Profile .3) AnyConnect > 4) Access & Certificate > 5] Summary
Authorization Server: > | Q- L A
Accounting Server: v |
Client Address Assignment:

Client 1P address can be assigned from Aduk server, DHCP server and 1P address pools. When multiple options are selected, IP address
asskgnment Is tried in the crder of AAA server, DHCP server and IP address pool.

1]
[ use DHCP Servers
B use 1P Address Poals

1Pvd Address Pools:  AnyConnect-Pool

IPv6 Address Pools:
Group Pelicy:

A group pelicy is a collection of user-oriented session attributes which are assigned to client when a VPN connection is established. Select
or oreate a Group Policy object.

Group Policy: * | Q
3 AnyConnect_Management_Tunnel ™
¥y DGrpPolicy

hext

Cancel

4.7 AnyConnectiETl + £ , RIFELix LR IER S (OS)i&#FEAnyConnect File Object.

Overview Analy

PLAUTLTN Objects  AMP Intelligence
Device Mamagement NAT

VPN * Remote Access

Remote Access VPN Policy Wizard

, [Deploy dperezve v
Qos Platform Settings FlexConfig Certificates

1) Policy Assignment > .2) Connection Profile © AnyConnect (4)

4) Access & Certificate

> 5) Summary

AnyConnect Client Image
Tihe

%)

Show Re-order bultons
AnyConnect File Object Name AnyConnect Clicnt Package Name Operating System
Anyconnectd.9_For_Windows anyconnaect-win-4.9.01095-webdaploy- k9. plg Windows

Back Next

Cancel

5.7EAccess & Certificate & , I8 EFTDAERAMIIESR , LA@WindowsZE FiwiFN E & 4,

N orE MTAFEERAEEVPNIRER T ESAnyConnect i AR E , AU B HMTLZE
£, BERBITNEAESHEE.




N orE AL BRITEE  TENERESHTISNAAEHCNZRARAEXMLEE
VRSB (S15ME2% ) thE Y WFQDNITE,

AMP  Intelligence ., Deploy tern  Help v dperezve v

Device Managemeant MNAT VPN *» Remote Access QoS Flatform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard

(1) Policy Assignment > .2) Connection Profile > 3) AnyConnect @ Access & Certificate 5) Summary

Interface group/Security Zone: ™ outside il *

L4 Enable DTLS on member intefaces

Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients, Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* SSL_AnyConnect v @

[l Enroll the selected certificate object on the target devices

Access Control for VPN Traffic

All decryptad traffic In the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypted traffic from the Access Control Palicy.

& Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

Back Next Cancel

Analysis i 8 m Help v dperezve v

Device Management MNAT VPN *» Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

.‘}) Policy Assignment > g,l Connection Profile > :_-x, AnyConnect > 4) Access & Certificate

An Aocess Control rule must be defined to &

Conmection Profile: AnyConnect_Management_Profile allow VPN traffic on all targeted devices.
Connection Alias: AnyConnect_Management_Profile () NAT Exemption
ARA: If NAT is enabled on the targeted devices, you
must define & MAT Policy to exempt VPN
Authentication Method: Client Certificate Only traffic.

(1] DNS Configuration
To resolve hostname specified in AAA Servers

Authorization Server: or CA Servers, configure DNS using HlexConfig
Poficy on the targeted devices,

Username From Certificate:  CN (Common Name) & OU (Organisational Unit)

Aocounting Server: = -
(b Port Configuration
Address Assignment: S5L will be enabled on port 443,
Please ensure that these ports are not used in
Address from AR - NAT Policy or other serviees before deploying
the configuration.

DHCP Servers:
i R . Network Interface Configuration
a5 s (IPva): =] .
¥ nols (IPva) ==, AnyConnect-Pool Make sure to add Interface from targeted

Address Pools (1PwG): davices to SecurltyZona object "outside’

Group Policy: #3 AnyConnect_Management_Tunnel
AnyConnect lmages: | Anyconnectd.9_For_Windows
Interface Dhjects: @ cutside
Device Certificates: ] ssL _AnyConmect

Back Finish Cancel
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1LEMNEWNR>NREER", RAEMNEFHIERURL, AfF , FAdd URL TR £ FiE#EAdd
Object,

2ANREHEN , HEAEEVPNE B X4 RS RFIRFIEENFQDN/AFAE LURL ( 525
) o TEARRFIF , URLAF Rdperezve.jyoungta-
labdomain.cisco.com/AnyConnect_Management_Tunnel,

New URL Objects

Name Management_Tunnel
Description

URL https://dperezve. jyoungta-labdoma
Allow Overrides [

3 RIFE RN R MEIN RFIXK,

HRR7.E LURLZI A

1. E#AnyConnectBl EH G AURLAIE , ESMEIZRE> VPN >ZBiFE , REEHHEEFHT
W

2HEEEREXHETFL  ERFANEE , SMEIBIE , AGEERMZE. A5, FURLA
%THﬁi¢ﬁ?¥URLN%O ﬁﬁﬁq:Enabledﬁﬁ*Eo



S Device Edit Connection Profile Bl Deploy System  Help v

Device Management NAT VPN * Rem

Connection Profile:* | AnyConnect_Management_Tunnel
AnyConnect_Management_ e e —— “lo
Enter Description Edit Group Pokicy

[P SP  Access Interfaces _ oot Address Assinment  AAA m
Add URL Alias

|#] Policy Assignments (1)

Alias Names:
[ Q
Incoming users can ct Jlas: ., & configured on this device
can be turned on or of L | IRRRRTTTTTTSmT— P o
Meme O cnabed 8 Manooement el ——
DefaulWEBVPNGroup _ s 8
Ok Cancel
AnyConnect_Management_Tunnel nel 8
URL Alias:

Configure the list of URL alias which your endpeints can select on waeb access. If users choose the following URLs,
system will automatically log them In via this connection profile.
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