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Domain Controller

1.The client requests an authentication Ticket Granting Ticket (TGT).

4.The client stores the TGT and requests a new one upon expiration.
5.To access a resource, the client sends the TGT to the Ticket
Granting Service (TGS) with the resource’s Service Principal Name
(SPN).

7.The TGS sends a session key for the service to the client.

8.The client forwards the session key to the service for access.
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Kerberos Authentication Flow

(1) www.google.com

(2) HTTP 407: Authenticate with Kerberos

_(3) Grant us a service ticket for HTTP/wsa.domain.com

(5) Service ticket lo access WSA

(4) Cllenrt \Ifallddallon (6) Forward Service ticket to WSA
successiul an i

SPN found

(7) Decryption
successful and
authentication success

(8) Policy match and
allow transaction

(9) HTTP 200 OK
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- Administrator: Command Prompt

Administrator.DC2ZMRIN>setapn —g Mtpsproxyha. localdonain
lomain DC dZRilz2 in,DC=ganbhadintegrat i

=i 1 M [ 2W 2Zmain,. Do=sanbadintegrat Lo
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setspn -s
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= Administrator; Command Prompt

islgerevAdminiztrator . DCZHAIN & pn 1 IIT'LI."'III'II"."IN. localdomnain YFrpserviceuser
Checking domain DC=ad2@12main. sanbadintegration

Reqgistering ServicePrincipalNames for CHN=uvrrpserviceuser.CH=lUsers DC-adZ2B812Zmain,.DC
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setspn -d http/proxyha.localdomain podl234-wsa0

Administrator: Command Prompt

reAdninistrator . DCZMAIN>setapn d htepsproxyha. localdomain podl23d-waaB2
izgtering S5 yice Prind |||.I1N-|I1l-'_ ¥ CHN=FOD1234-WSAR2 . CN Comput ereg,. DC=ad2012main . D
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Administrator: Command Prompt

NUserssNAdmninistrator . DC2ZMAIN>setspn —x
Processing entry B
found @ group of duplicate SPNs.

shecking domain DC=ad2812main.DC=sambad4integration
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= Administrator: Command Prompt

CisllserssAdninistrator . DCZMAIN>setspn 1 podl2i4-wsaB?
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server IP address = %k, Client IP address= %a, Auth-Mech = %m, Auth_Type= %m, Auth_group= %g, Authentic
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https://dding parameter to the accesslgos : https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

« Cisco SWALADomain\username@authentication_ream#& R ieZANE B HRITNWAF S :

Sample Authentication SWA Access log

17 P_MISS/200 39 CONNECT tunnel://w
'Cisco\ADUsername@ADRealm" DIRECT/www.cisco.com. - OTHER-NONE-DefaultGroup-
DefaultGroup-NONE-NONE-DetaultGroup-NONE

<"IW_comp*,3.0,0,"-",0,0,0,1,"-",-,-,-,"-",0,0,"-","-", ==, " IW_¢ and
Internet”,"-' == ' - - Request

Details: = 15345 User Agen ﬁMozHla/SOI(Wmdows NT 10.0; W|n64 x64) ADoIeWebKltf537 36

Kerberos) ] [ Tx Wait Times (in ms) 15t byte to server = 0 Request Header = 0, Request to Server =
0, 1st byte to client = 281, Response Header = O, Client Body = 0] [ Rx Wait Times (in ms): 1st request
byte = 0, Request Header = 0, Client Body = 0, 1st response byte = 16, Response header = 0, Server
response = 2, Disk Cache = O; Auth response = 0, Auth total = 0; DNS response = 0, DNS total = 0,
WBRS response = 0, WBRS total = 2, AVC response = 0, AVC total = 0, DCA response = 0, DCA total
= 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 15, Webroot

response = 0, Webroot total = 1, Anti-Spyware response = 0, Anti-Spyware total = 1, server IP address
Lth- hdnrh

Date= " |9/Mar/dUdb.lj.:)U.dz +|JUU )= 153450, Local lime = I‘.ﬂ/i\:‘lar/duzb Ij bU dd
+1100", Latency = 298, amp-verdict = 0, amp- malware-name = - , amp-score = 0, amp-upload = 0,
amp-filename =, amp-sha =, p2p—amp svc-time = 279, p2p-amp-wait-time = 0;
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—NENEIREFEWebiERELM , £ R“Server not found in Kerberos database” :

curl -vx proxyha.local:3128 --proxy-negotiate -u: http://www.cisco.com/
* About to connect() to proxy proxyha.localdomain port 3128 (#0)

* Connected to proxyha.local (10.8.96.30) port 3128 (#0)

< HTTP/1.1 407 Proxy Authentication Required

< Via: 1.1 podl234-wsa02.local:80 (Cisco-SWA/10.1.2-003)

< Content-Type: text/html

gss_init_sec_context() failed: : Server not found in Kerberos database
< Proxy-Authenticate: Negotiate

< Connection: close

* HTTP/1.1 proxy connection set close!
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