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About the Cisco Validated Design Program

The Cisco Validated Design (CVD) program consists of systems and solutions designed, tested, and documented

to facilitate faster, more reliable, and more predictable customer deployments. For more information, go to:
http://www.cisco.com/go/designzone.
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Executive Summary

Cisco Validated Designs consist of systems and solutions that are designed, tested, and documented to facilitate
and improve customer deployments. These designs incorporate a wide range of technologies and products into a
a portfolio of solutions that have been developed to address the business needs of our customers.

Cisco and Hitachi have joined forces to provide a converged infrastructure solution designed to address the
current challenges faced by enterprise businesses and position them for future success. Drawing upon their ex-
tensive industry knowledge and innovative technology, this collaborative Cisco CVD presents a robust, flexible,
and agile foundation for today's businesses. Moreover, the partnership between Cisco and Hitachi goes beyond a
a singular solution, allowing businesses to leverage their ambitious roadmap of progressive technologies including
advanced analytics, loT, cloud, and edge capabilities. By partnering with Cisco and Hitachi, organizations can
confidently embark on their modernization journey and position themselves to capitalize on emerging business
opportunities facilitated by groundbreaking technology.

This document explains the deployment of the Cisco and Hitachi Adaptive Solutions for Converged Infrastructure
as a Virtual Server Infrastructure (VSI), as it was described in the Cisco and Hitachi Adaptive Solutions with Cisco
UCSX, VMware 8U1, and Hitachi VSP 5600 Design Guide. The recommended solution architecture is built on
Cisco Unified Computing System (Cisco UCS) using the unified software release to support the Cisco UCS
hardware platforms for Cisco UCS X series servers, Cisco UCS 6500 Fabric Interconnects, Cisco Nexus 9000
Series switches, Cisco MDS Fibre channel switches, and the Hitachi Virtual Storage Platform (VSP) 5600. This
architecture is implemented on VMware vSphere 8.0 U1 to support the leading virtual server platform of enterprise
customers.

Addltlonal CISCO Validated Designs created in a partnership between CISCO and H|tach| can be found here

-all. htmI#Hltachl
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Solution Overview
This chapter contains the following:

« Introduction
« Audience

« Purpose of this Document

« What’s New in this Release?

Introduction

Modernizing your data center can be overwhelming, and it’s vital to select a trusted technology partner with
proven expertise. With Cisco and Hitachi as partners, companies can build for the future by enhancing sys-
tems of record, supporting systems of innovation, and growing their business. Organizations need an agile
solution, free from operational inefficiencies, to deliver continuous data availability, meet SLAs, and prioritize
innovation.

Cisco and Hitachi Adaptive Solutions for Converged Infrastructure as a Virtual Server Infrastructure (VSI) is a
best practice datacenter architecture built on the collaboration of Hitachi Vantara and Cisco to meet the
needs of enterprise customers utilizing virtual server workloads. This architecture is composed of the Hitachi
Virtual Storage Platform (VSP) 5000 series connecting through the Cisco MDS multilayer switches supporting
both FC-SCSI and FC-NVMe protocols to Cisco Unified Computing System X-Series Servers managed
through Cisco Intersight, and further enabled with the Cisco Nexus family of switches.

These deployment instructions are based on the buildout of the Cisco and Hitachi Adaptive Solutions for
Converged Infrastructure validated reference architecture, which describes the specifics of the products
utilized within the Cisco validation lab, but the solution is considered relevant for equivalent supported
components listed within Cisco and Hitachi Vantara’s published compatibility matrixes. Supported adjust-
ments from the example validated build must be evaluated with care as their implementation instructions may
differ.

Audience

The intended audience of this document includes but is not limited to IT architects, sales engineers, field con-
sultants, professional services, IT managers, partner engineering, and customers who want to take advantage of
an infrastructure built to deliver IT efficiency and enable IT innovation.

Purpose of this Document

This document provides a step by step configuration and implementation guide for the Cisco and Hitachi Adaptive
Solutions for the Converged Infrastructure solution. This solution features a validated reference architecture
composed of:

¢ Cisco UCS Compute
+ Cisco Nexus Switches

¢ Cisco Multilayer SAN Switches
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« Hitachi Virtual Storage Platform

For the design decisions and technology discussion of the solution, please refer to the Cisco and Hitachi Adaptive
Solutions for Converged Infrastructure Design Guide:
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/hitachi adaptive vmware vsp des

ign.html

What’s New in this Release?

The following design elements distinguish this version of the Adaptive Solutions Virtual Server Infrastructure from
previous models:

e« Cisco UCS X210c M7 servers with Intel Xeon Scalable Processors with up to 60 cores per processor and
up to 8TB of DDR-4800 DIMMs

e 100Gbps Ethernet and 32Gbps Fibre Channel in Adaptive Solutions

« Integration of the 5th Generation Cisco UCS 6536 Fabric Interconnect into Adaptive Solutions

¢ Integration of the 5th Generation Cisco UCS 15000-series VICs into Adaptive Solutions

¢ Integration of the Cisco UCS X9108-100G Intelligent Fabric Module into the Cisco UCS X-Series X9508
Chassis

« Deployment of Cisco UCS with Cisco Intersight Managed Mode (IMM)
» Nexus Dashboard Fabric Controller

¢ VMware vSphere 8.0 Update 1

¢ FC-NVMe connectivity

 VMware vVols Datastores

« Hitachi Virtual Storage Platform (VSP) 5600

« Hitachi Ops Center release version 10.9.3

« Hitachi Storage Provider for VMware vCenter release version 3.7.3
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Deployment Hardware and Software

This chapter contains the following:

Physical Topology

Software Revisions

VLAN Configuration

Device Connectivity

Physical Topology

The Adaptive Solutions Virtual Server Infrastructure consists of a high-performance Fibre Channel network built
using the following hardware components:

Cisco UCS X9508 Chassis with Cisco UCSX-1-9108-100G Intelligent Fabric Modules (IFMs) and up to eight
Cisco UCS X210c M7 Compute Nodes with 4th Generation Intel Xeon Scalable CPUs.

Fifth-generation Cisco UCS 6536 Fabric Interconnects to support T00GbE, 25GbE, and 32GFC connectivity
as needed.

High-speed Cisco NX-OS-based Nexus 93600CD-GX switching design to support up to 100GE .
Hitachi 5600 Virtual Storage Platform NVMe storage with 32G Fibre Channel connectivity.

Cisco MDS 9124V switches to support Fibre Channel storage configuration.

The software components of the solution consist of:

Cisco Intersight SaaS platform to deploy, maintain and support the Adaptive Solutions infrastructure.

Cisco Intersight Assist Virtual Appliance to connect the Hitachi VSP 5600, VMware vCenter, and Cisco
Nexus and MDS switches with Cisco Intersight.

Cisco Nexus Dashboard Fabric Controller to give expanded insight and management into the MDS switch-
ing.

Hitachi Ops Center Administrator is an infrastructure management solution that unifies storage provisioning,
data protection, and storage management.

Hitachi Ops Center APl Configuration Manager to help connect the Hitachi VSP 5600 to the Intersight
platform.

VMware vCenter to set up and manage the virtual infrastructure as well as Cisco Intersight integration.

Eigure 1 shows the validated hardware components and connections used in the Adaptive Solutions Virtual Server
Infrastructure design.
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Figure 1. Adaptive Solutions Virtual Server Infrastructure Physical Topology
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The reference hardware configuration includes:

¢ Two Cisco Nexus 93600CD-GX Switches in Cisco NX-OS mode provide the switching fabric.

« Two Cisco UCS 6536 Fabric Interconnects (FI) provide the chassis connectivity. One 100 Gigabit Ethernet
port from each Fl, configured as a Port-Channel, is connected to each 93600CD-GX. Four FC ports are
connected to the Cisco MDS 9124V switches via breakout using 32-Gbps Fibre Channel connections con-
figured as a single port channel for SAN connectivity.

¢ One Cisco UCS X9508 Chassis connects to fabric interconnects using Cisco UCSX 9108-100G Intelligent
Fabric Modules (IFMs), where four 100 Gigabit Ethernet ports are used on each IFM to connect to the ap-
propriate Fl. If additional bandwidth is required, all eight 100G ports can be utilized.

e The Cisco MDS 9124V sits between the compute and storage delivering 32Gbps Fibre Channel connectiv-
ity, as well as interfacing to resources present in an existing data center.

« The Hitachi VSP 5600 controllers connect with two 32Gbps FC ports from each controller to each Cisco
MDS 9124V for delivering to the SAN network.

Software Revisions

Table 1 lists the software revisions for various components of the solution.
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Table 1.

Layer

Network

Compute

Storage

Software Revisions

Cisco Nexus 93600CD-GXNX-0S

Cisco MDS 9124V

Nexus Dashboard

Cisco Nexus Dashboard Fabric
Controller

Cisco UCS Fabric Interconnect 6536
and UCS 9108-100G IFM

Cisco UCS X210c M7

Cisco UCS C220 M7

Cisco UCS Tools

VMware ESXi nfnic FC Driver

VMware ESXi nenic Ethernet Driver

VMware ESXi

VMware vCenter Appliance

Cisco Intersight Assist Appliance

Hitachi VSP 5600

Hitachi Ops Center
Administrator/CM Rest

Hitachi Storage Provider for VMware
vCenter

VLAN Configuration

Table 2 lists the VLANSs that are configured in the environment and details their usage.
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10.2(5)M

9.3(2)

2.3(2d)

12.1.2e on Nexus
Dashboard 2.3(2d)

4.3(2b)

5.1(1.230052)

5.1(1.230052)

1.3.3-10EM

5.0.0.41

2.0.11.0

8.0 Update 1a

8.0 Update 1c

1.0.9-588

SVOS 90-09-21-00/01

10.9.3

3:7-3

Requires SMART Licensing

Cisco UCS GA release for
infrastructure including Fls and
IOM/IFM.

Connected but not a focus in
the validation.

Supports FC-NVMe

Build 21813344 included in
Cisco Custom ISO, updated
with patch 8.0 Update 1c

Build 20395099

1.0.9-588 initially installed and
then automatically upgraded
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Table 2. VLAN Usage

LAN ID IP Subnet used in this

deployment

2 Native-VLAN Use VLAN 2 as native
VLAN instead of default
VLAN (1).
19 OOB-MGMT-VLAN Out-of-band 192.168.168.0/24; GW:

management VLAN to  192.168.168.254
connect management
ports for various devices

119 IB-MGMT-VLAN In-band management 10.1.168.0/24; GW:
VLAN utilized for all 10.1.168.254
in-band management
connectivity - for
example, ESXi hosts,

VM management, and

so on.

1000 vMotion VMware vMotion traffic 10.0.0.0/24 *

1100 VM-Traffic VM data traffic sourced 10.1.100.0/24; GW:
from FI-A and FI-B 10.1.100.254

1101 VM-Traffic-A VM data traffic sourced 10.1.101.0/24; GW:
from FI-A 10.1.101.254

1101 VM-Traffic-B VM data traffic sourced 10.1.101.0/24; GW:
from FI-B 10.1.101.254

* |P gateway is not needed since no routing is required for these subnets

Table 3 lists the infrastructure VMs necessary for the VSI environment hosted on pre-existing management in-
frastructure.

Table 3. Virtual Machines

LAN IP Address
Cisco Intersight Assist 119 10.1.168.99
vCenter Server 119 10.1.168.100
Active Directory 119 10.1.168.101
Hitachi Ops Center 119 10.1.168.105
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Device Connectivity

The information in this section is provided as a reference for cabling the physical equipment in the environment.
This includes a diagram, as well as tables for each layer of infrastructure detailing the local and remote port lo-
cations.

Note: If you modify the validated architecture, see the Cisco Hardware Compatibility Matrix and the Hitachi
Product Compatibility Guide for guidance.

This document assumes that out-of-band management ports are plugged into an existing management infra-
structure at the deployment site. These interfaces will be used in various configuration steps.

Figure 2 details the cable connections used in the validation lab for the Adaptive Solutions VSI topology based on
the Cisco UCS 6536 fabric interconnect and the Hitachi VSP 5600. Four 32Gb uplinks via breakout connect as
SAN port-channels from each Cisco UCS Fabric Interconnect to the MDS switches, and a total of eight 32Gb links
connect the MDS switches to the VSP controller ports. 100Gb links connect the Cisco UCS Fabric Interconnects as
port-channels to the Cisco Nexus 93600CD-GX switch pair’s vPCs, while upstream of the Nexus switches, 400G
uplink connections are possible for the model. Additional 1Gb management connections will be needed for an
out-of-band network switch that sits apart from the Adaptive Solutions infrastructure. Each Cisco UCS fabric
interconnect and Cisco Nexus switch is connected to the out-of-band network switch, and the VSP is front-ended
by the SVP, which has a connection to the out-of-band network switch. Layer 3 network connectivity is required
between the Out-of-Band (OOB) and In-Band (IB) Management Subnets.
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Figure 2. Adaptive Solutions Cabling with Cisco UCS 6536 Fabric Interconnect
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Tables listing the specifics of the connections for each component are provided below.

Table 4. Cisco Nexus 93600CD-GX A Cabling Information

Cisco Nexus 93600CD-GX 1/1 QSFP-100G-AOC2M Cisco UCS 6536 FI A 1/31
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QSFP-100G-AOC2M Cisco UCS 6536 FI B 1/31
1/29 QSFP-100G-AOC1M Cisco Nexus 93600CD-GX B 1/29
1/30 QSFP-100G-AOC1M Cisco Nexus 93600CD-GX B 1/30
1/36 10Gbase-SR Upstream Network
Mgmt Cat5h Management Switch

Table 5. Cisco Nexus 93600CD-GX B Cabling Information

Cisco Nexus 93600CD-GX 1/1 QSFP-100G-AOC2M Cisco UCS 6536 FI A 1/32
B
1/2 QSFP-100G-AOC2M Cisco UCS 6536 FI B 1/32
1/29 QSFP-100G-AOC1M Cisco Nexus 93600CD-GX A 1/29
1/30 QSFP-100G-AOC1M Cisco Nexus 93600CD-GX A 1/30
1/36 10Gbase-SR Upstream Network
Mgmt Cat5 Management Switch

Table 6. Cisco UCS 6536 Fabric Interconnect A Cabling Information

Cisco UCS 6536 FI A 11 QSFP-40/100-SRBD Cisco UCS 9108-100G IFM A 11
1/2 QSFP-40/100-SRBD Cisco UCS 9108-100G IFM A 1/2
1/5/1 UCSC-C220-M7S-1 1
1/5/2 UCSC-C220-M7S-1 2

QSFP-4SFP25G-CU2M

1/5/3 UCSC-C220-M7S-2 1
1/5/4 UCSC-C220-M7S-2 2
1/31 QSFP-100G-AOC2M Cisco Nexus 93600CD-GX A 1/31
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1/32

1/35/1

1/35/2

1/35/3

1/35/4

L1

L2

Mgmt

QSFP-100G-AOC2M

Cisco 128G FC QSP
DS-SFP-4x32G-SW to
MPO-LC breakout

Cat5

Cat 5

Cat5s

Cisco Nexus 93600CD-GX A

Cisco MDS 9124V A

Cisco MDS 9124V A

Cisco MDS 9124V A

Cisco MDS 9124V A

Cisco UCS 6536 FI B

Cisco UCS 6536 FI B

Management Switch

Table 7. Cisco UCS 6536 Fabric Interconnect B Cabling Information

Local Device

Cisco UCS 6536 FI B

Local Port |Connection

11

1/2

1/5/1

1/5/2

1/5/3

1/5/4

1/31

1/32

1/35/1

1/35/2

1/35/3

1/35/4

QSFP-40/100-SRBD

QSFP-40/100-SRBD

QSFP-4SFP25G-CU2M

QSFP-100G-AOC2M

QSFP-100G-AOC2M

Cisco 128G FC QSP
DS-SFP-4x32G-SW to
MPO-LC breakout
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Cisco UCS 9108-100G IFM B

Cisco UCS 9108-100G IFM B

UCSC-C220-M7S-1

UCSC-C220-M7S-1

UCSC-C220-M7S-2

UCSC-C220-M7S-2

Cisco Nexus 93600CD-GX B

Cisco Nexus 93600CD-GX B

Cisco MDS 9124V B

Cisco MDS 9124V B

Cisco MDS 9124V B

Cisco MDS 9124V B

1/31

11

1/2

1/3

1/4

L1

L2

11

1/2

1/32

1/32

11

1/2

1/3

1/4
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L2

Mgmt

Cat5s

Cat5

Cat5s

Table 8. Cisco UCS 9124V A Cabling Information

Local Device

Cisco MDS 9124V A

Local Port |Connection

11

1/2

1/3

1/4

1/5

1/6

1/7

1/8

Mgmt

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

Cat5

Table 9. Cisco UCS 9124V B Cabling Information

Local Device

Cisco MDS 9124V B

Local Port |Connection

11

1/2

1/3

1/4

1/5

1/6

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW

DS-SFP-FC32G-SW
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Cisco UCS 6536 FI A

Cisco UCS 6536 FI A

Management Switch

Cisco UCS 6536 FI A

Cisco UCS 6536 FI A

Cisco UCS 6536 FI A

Cisco UCS 6536 FI A

Hitachi VS 5600 Controller 1

Hitachi VS 5600 Controller 1

Hitachi VS 5600 Controller 2

Hitachi VS 5600 Controller 2

Management Switch

Cisco UCS 6536 FI B

Cisco UCS 6536 FI B

Cisco UCS 6536 FI B

Cisco UCS 6536 FI B

Hitachi VS 5600 Controller 1

Hitachi VS 5600 Controller 1

L2

1/35/1

1/35/2

1/35/3

1/35/4

1A

1B

2A

2B

1/35/1

1/35/2

1/35/3

1/35/4

3A

3B
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DS-SFP-FC32G-SW Hitachi VS 5600 Controller 2
1/8 DS-SFP-FC32G-SW Hitachi VS 5600 Controller 2 4B
Mgmt Cat5h Management Switch

Table 10. Hitachi VSP 5600 Controller 1

Hitachi VSP 5600 1A DS-SFP-FC32G-SW Cisco UCS 9124V A 1/5
Controller 1
1B DS-SFP-FC32G-SW Cisco UCS 9124V A 1/6
3A DS-SFP-FC32G-SW Cisco UCS 9124V B 1/5
3B DS-SFP-FC32G-SW Cisco UCS 9124V B 1/6

Table 11. Hitachi VSP 5600 Controller 2

Hitachi VSP 5600 2A DS-SFP-FC32G-SW Cisco UCS 9124V A 1/7
Controller 2
2B DS-SFP-FC32G-SW Cisco UCS 9124V A 1/8
4A DS-SFP-FC32G-SW Cisco UCS 9124V B 1/7
4B DS-SFP-FC32G-SW Cisco UCS 9124V B 1/8

Table 12. VSP Service Processor (SVP)

VSP Service Processor Public LAN Cat5h Management Switch User Defined
(SvpP)

The cables and transceivers used in the validated environment are not prescriptive to the solution but are exam-
ples of transceivers and cable connections that are valid in the design. Visit the specific product spec sheets and
the Cisco Optics-to-Device Compatibility Matrix https://tmgmatrix.cisco.com/ to identify additional supported
options.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 16 of 367


https://tmgmatrix.cisco.com/

Cisco Nexus LAN Switch Configuration
This chapter contains the following:

« Physical Connectivity

« [nitial Configuration

o Cisco Nexus Switch Configuration

This chapter provides a detailed procedure for configuring the Cisco Nexus 93600CD-GX switches for use in the
LAN switching of the Adaptive Solutions Virtual Server Infrastructure.

The following procedures describe how to configure the Cisco Nexus switches for use in a base Adaptive Solu-
tions VSI environment. This procedure assumes the use of Cisco Nexus 9000 10.2(5)M.

Physical Connectivity

Follow the physical connectivity guidelines for infrastructure cabling as explained in the Adaptive Solutions Ca-
bling section.

Initial Configuration

The following procedures describe this basic configuration of the Cisco Nexus switches for use in the Adaptive
Solutions VSI. This procedure assumes the use of Cisco Nexus 9000 10.2(5)M, the Cisco suggested Nexus switch
release at the time of this validation.

Procedure 1. Set up Initial Configuration

To set up the initial configuration for the Cisco Nexus A switch on <nexus-A-hostname>, follow these steps from a
serial console:

Step 1. Configure the switch.

Note: On initial boot, the NX-OS setup should automatically start and attempt to enter Power on Auto Pro-
visioning.

Abort Power On Auto Provisioning [yes - continue with normal setup, skip - bypass password and basic configuration,

no - continue with Power On Auto Provisioning] (yes/skip/no) [no]: yes
Disabling POAP....... Disabling POAP
poap: Rolling back, please wait... (This may take 5-15 minutes)

--—- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]: Enter
Enter the password for "admin": <password>

Confirm the password for "admin": <password>

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter
Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <nexus-A-hostname>

Continue with Out-of-band (mgmtO) management configuration? (yes/no) [y]: Enter
Mgmt0 IPv4 address: <nexus-A-out_of band mgmt0O-ip>

Mgmt0 IPv4 netmask: <nexus-A-mgmtO-netmask>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <nexus-A-mgmtO-gw>

Configure advanced IP options? (yes/no) [n]: Enter
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Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter

Number of rsa key bits <1024-2048> [1024]: Enter

Configure the ntp server? (yes/no) [n]: Enter

Configure default interface layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: shut
Enter basic FC configurations (yes/no) [n]: n

Configure CoPP system profile (strict/moderate/lenient/dense) [strict]: Enter
Would you like to edit the configuration? (yes/no) [n]: Enter

Step 2. Review the configuration summary before enabling the configuration.
Use this configuration and save it? (yes/no) [y]: Enter
Step 3. To set up the initial configuration of the Cisco Nexus B switch, repeat steps 1 and 2 with the ap-

propriate host and IP address information.

Cisco Nexus Switch Configuration

To manually configure the Nexus switches, follow these steps:

Procedure 1. Enable Nexus Features

Cisco Nexus A and Cisco Nexus B (steps should be performed on both switches)

Step 1. Log in as admin using ssh.
Step 2. Run the following commands to enable Nexus features:
config t

feature nxapi

feature hsrp

feature udld

feature interface-vlan
feature lacp

feature vpc

feature 1lldp

Procedure 2. Set Global Configurations

Cisco Nexus A and Cisco Nexus B (steps should be performed on both switches)

Step 1. Run the following commands to set global configurations:

spanning-tree port type network default

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
port-channel load-balance src-dst l4port

ip name-server <dns-server-1> <dns-server-2>

ip domain-name <dns-domain-name>

ip domain-lookup

ntp server <global-ntp-server-ip> use-vrf management
ntp master 3

clock timezone <timezone> <hour-offset> <minute-offset>

(For Example: clock timezone EST -5 0)

clock summer-time <timezone> <start-week> <start-day> <start-month> <start-time> <end-week> <end-day> <end-month>
<end-time> <offset-minutes>

(For Example: clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60)
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copy run start
ip route 0.0.0.0/0 <oob-mgmt-vlan-gateway>

Note: For more information on configuring the timezone and daylight savings time or summer time, see
Cisco Nexus 9000 Series NX-OS Fundamentals Configuration Guide, Release 10.2(x).

Procedure 3. Create VLANs

Cisco Nexus A and Cisco Nexus B (steps should be performed on both switches)

Step 1. From the global configuration mode, run the following commands:

vlan <ib-mgmt-vlan-id for example, 19>

name ib-mgmt

vlan <native-vlan-id for example, 2>

name native-vlan

vlan <vmotion-vlan-id for example, 1000>

name vmotion

vlan <vm-traffic-vlan-id for example, 1100>
name vm-traffic

vlan <vm-traffic-a-vlan-id for example, 1101>
name vm-traffic-a

vlan <vm-traffic-b-vlan-id for example, 1102>
name vm-traffic-b

Procedure 4. Add NTP Distribution Interface in IB-MGMT Subnet (Optional)

This procedure will configure each IB-MGMT SVI to be available for redistribution of the NTP service to optionally
configured application networks that might not be set up to reach an upstream NTP source.

Cisco Nexus A

Step 1. From the global configuration mode, run the following commands:

interface Vlan<ib-mgmt-vlan-id>

ip address <switch-a-ntp-ip>/<ib-mgmt-vlan-netmask-length>
no shutdown

exit

ntp peer <nexus-B-mgmtO-ip> use-vrf management

Cisco Nexus B

Step 1. From the global configuration mode, run the following commands:

interface Vlan<ib-mgmt-vlan-id>

ip address <switch-b-ntp-ip>/<ib-mgmt-vlan-netmask-length>
no shutdown

exit

ntp peer <nexus-A-mgmtO-ip> use-vrf management

Procedure 5. Create Application Network Interfaces (Optional)

This procedure creates Switched Virtual Interfaces (SVI) and Hot Standby Router Protocol (HSRP) configurations
for each of these SVIs. The HSRP relationship allows an active/standby relationship between the two Nexus
switches for these interfaces. The IB-Mgmt network is implemented for routing upstream of the Nexus switches,
and these application networks could similarly be handled.

Cisco Nexus A
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int vlan 1100

no shutdown

ip address <<var nexus A App-1100>>/24
hsrp 100

preempt

ip <<var nexus_ App-1100_ vip>>

Note: When HSRP priority is not set, it defaults to 100. Alternating SVIs within a switch are set to a number
higher than 105 to set those SVIs to default to be the standby router for that network. Be careful when the
VLAN SVI for one switch is set without a priority (defaulting to 100), the partner switch is set to a priority with
a value other than 100.

int vlan 1101

no shutdown

ip address <<var nexus A App-1101>>/24
hsrp 101

preempt

priority 105

ip <<var_ nexus_App-1101_vip>>

int vlan 1102

no shutdown

ip address <<var nexus A App-1102>>/24
hsrp 102

preempt

ip <<var nexus_ App-1102 vip>>

Cisco Nexus B

int vlan 1100

no shutdown

ip address <<var nexus B App-1100>>/24
hsrp 100

preempt

priority 105

ip <<var_ nexus_ App-1100_ vip>>

int vlan 1101

no shutdown

ip address <<var_nexus_B App-1101>>/24
hsrp 101

preempt

ip <<var nexus App-1101 vip>>

int vlan 1102

no shutdown

ip address <<var_nexus_ B App-1102>>/24
hsrp 102

preempt

priority 105

ip <<var nexus App-1102 vip>>

Procedure 6. Create Port Channels
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Cisco Nexus A

Note: For fibre optic connections to Cisco UCS systems (AOC or SFP-based), entering udld enable will
result in a message stating that this command is not applicable to fiber ports. This message is expected. This
command will enable UDLD on twinax connections.

Step 1. From the global configuration mode, run the following commands:

interface PolO

description vPC peer-link

1

interface Ethl/29

description <nexus-b-hostname>:Ethl/29
1

interface Ethl/30

description <nexus-b-hostname>:Eth1l/30
1

interface Ethl/29-30

channel-group 10 mode active

no shutdown

1

! UCS Connectivity

1

interface Poll

description <ucs-domainname>-a

1

interface Ethl/1

udld enable

description <ucs-domainname>-a:Ethl/35
channel-group 11 mode active

no shutdown

1

interface Pol2

description <ucs-domainname>-b

1

interface Ethl/2

udld enable

description <ucs-domainname>-b:Ethl/35
channel-group 12 mode active

no shutdown

1

! Uplink Switch Connectivity

1

interface Pol36

description MGMT-Uplink

1

interface Ethl/36

description <mgmt-uplink-switch-a-hostname>:<port>
channel-group 136 mode active

no shutdown

exit

copy run start

Cisco Nexus B

Note: For fibre optic connections to Cisco UCS systems (AOC or SFP-based), entering udld enable will
result in a message stating that this command is not applicable to fiber ports. This message is expected. This
command will enable UDLD on twinax copper connections.

Step 1. From the global configuration mode, run the following commands:

interface Pol0
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description vPC peer-link

|

interface Ethl/29

description <nexus-a-hostname>:Eth1/29
|

interface Ethl1/30

description <nexus-a-hostname>:Eth1l/30
|

interface Ethl/29-30

channel-group 10 mode active

no shutdown

|

! UCS Connectivity

|

interface Poll

description <ucs-domainname>-a

|

interface Ethl/1

udld enable

description <ucs-domainname>-a:Ethl/36
channel-group 11 mode active

no shutdown

|

interface Pol2

description <ucs-domainname>-b

|

interface Ethl/2

udld enable

description <ucs-domainname>-b:Ethl/36
channel-group 12 mode active

no shutdown

|

! Uplink Switch Connectivity

|

interface Pol36

description MGMT-Uplink

|

interface Ethl/36

description <mgmt-uplink-switch-a-hostname>:<port>
channel-group 136 mode active

no shutdown

exit

copy run start

Procedure 7. Configure Port Channel Parameters

Cisco Nexus A and Cisco Nexus B (steps should be performed on both switches)

Note: To configure port channel parameters, follow this step on both switches.

Step 1. From the global configuration mode, run the following commands to set up the VPC Peer-Link
port-channel:

interface Pol0

switchport mode trunk

switchport trunk native vlan <native-vlan-id>

switchport trunk allowed vlan

<ib-mgmt-vlan-id>, <vmotion-vlan-id>,<vm-traffic-vlan-id>,<vm-traffic-a-vlan-id>,<vm-traffic-b-vlan-id>
spanning-tree port type network

speed 100000

duplex full

Step 2. From the global configuration mode, run the following commands to set up port-channels for UCS
FI 6536 connectivity:
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interface Poll

switchport mode trunk

switchport trunk native vlan <native-vlan-id>

switchport trunk allowed vlan
<ib-mgmt-vlan-id>,<vmotion-vlan-id>,<vm-traffic-vlan-id>,<vm-traffic-a-vlan-id>,<vm-traffic-b-vlan-id>
spanning-tree port type edge trunk

mtu 9216

!

interface Pol2

switchport mode trunk

switchport trunk native vlan <native-vlan-id>

switchport trunk allowed vlan
<ib-mgmt-vlan-id>,<vmotion-vlan-id>,<vm-traffic-vlan-id>,<vm-traffic-a-vlan-id>,<vm-traffic-b-vlan-id>
spanning-tree port type edge trunk

mtu 9216

Step 3. From the global configuration mode, run the following commands to setup port-channels for
connectivity to existing management switch(es):

interface Pol36

switchport mode trunk

switchport trunk native vlan <native-vlan-id>
switchport trunk allowed vlan <ib-mgmt-vlan-id>
spanning-tree port type network

mtu 9216

|

exit

copy run start

Procedure 8. Configure Virtual Port Channels

Cisco Nexus A

Step 1. From the global configuration mode, run the following commands:

vpc domain <nexus-vpc-domain-id for example, 10>
role priority 10

peer-keepalive destination <nexus-B-mgmtO-ip> source <nexus-A-mgmtO-ip> vrf management
peer-switch

peer-gateway

auto-recovery

delay restore 150

ip arp synchronize

|

interface PolO

vpc peer-link

|

interface Poll

vpc 11

|

interface Pol2
vpc 12
|

interface Pol36
vpc 136
|

exit
copy run start

Cisco Nexus B

Step 1. From the global configuration mode, run the following commands:

vpc domain <nexus-vpc-domain-id for example, 10>
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role priority 20
peer-keepalive destination <nexus-A-mgmtO-ip> source <nexus-B-mgmtO-ip> vrf management
peer-switch
peer-gateway
auto-recovery
delay restore 150
ip arp synchronize
|

interface Pol0

vpc peer-link

|

interface Poll

vpc 11

1

interface Pol2
vpc 12
|

interface Pol36
vpc 136
|

exit
copy run start
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Hitachi Ops Center Configuration and Initial VSP Settings
This chapter contains the following:

« Configure Hitachi Ops Center

Hitachi Ops Center VM must be deployed on Cisco UCS Management cluster and the Ops Center environment
must meet minimum system requirements to support management of various storage systems and servers. For
additional details on Hitachi Ops Center, go to:

https://knowledge.hitachivantara.com/Documents/Management Software/Ops Center/Administrator/10.9.x/Get
ting started/02 Hitachi Ops Center Administrator environmenttr hid system req

The software can be obtained from your respective Hitachi representative, alternatively for partner access soft-

ware can be downloaded here: https://support.hitachivantara.com/en/user/answers/downloads.htm

For additional information, see the Hitachi Ops Center document library:
https://knowledge.hitachivantara.com/Documents/Management Software/Ops Center/10.9.x/Ops Center 10.

9.x_Documentation Library

Configure Hitachi Ops Center

Procedure 1. Initial Configuration of the Hitachi Ops Center

Proceed with the following steps to configure the Hitachi Ops Center after deploying the OVA template:

Step 1. Log in with the following credentials:
Username: root
Password: manager

" OpsCenterVM_10.9.3-00 - Vhware Remote Console - O X

VMRC = v o I «

[’

fiuthorized uses only. All activity may be monitored and reported.
opsvm login: root
assword :
You are required to change your password immediately (administrator enforced).
Current password:
EW password:
etype new password:
login: Mon fAug 28 21:17:52 from 172.25.24.186
fiuthorized uses only. All activity may be monitored and reported.

[rootRopsum 1
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Step 2. Run the opsvmsetup command to start the setup tool.

" OpsCenterVM_10.9.3-00 - VMware Remote Console = a X

1p 10U

fol lowing:

j this tool, see the applicable user manual .

r. (default = opsum)
in length.
periods (.)

: Enter. (default =1

nter. (default = £

Step 3. Enter the Hostname (FQDN), IP Address, Subnet mask, Gateway, DNS, Time zone, and NTP de-
tails, as shown in the following figures.
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¥ OpsCenterVM_10.9. VMware Remote Console - 0O X ‘

VMRC ~ v « 1

[rootBopsum vmtool 18 opsumsetup
Welcome to the Setup Tool
This tool sets the following:
Host name
IP address
Subnet mask
teway

r certificate for SSL on Analt

You can use is tool only once
To change i s after running this tool, see the applicable user manual.

Enter the host na
To use the default ting, pre Enter. (default = opsum)
ote:
The host name can be from 1 to 32 bytes in length
- Use only the following A Il characters:
[T 72 WA W 7 W 2 W 7 kK ), and periods (.)
m.adapti solutions. local

the IPv4 address
ush-tha-dafault setting, p Enter. (default 38.197
>18.1.168.185

Enter the IPuv4 subnet mask
the default setting, press Enter. (default = 255.255.64.8)
>255.255.255.8

" OpsCenterVM_10.9.3-00 - VMware Remote Console - (] X

VMRC ~ > «

Enter the 1PV default gateway
To use the ault setting, press Enter, (default
>18.1.168

Jo_you want to set

T

AL 4 _DNS server
»18.1.168.181

Do you want to set a second DNS

me in the following form: AreasLocation
s: AmericasLos_fngeles, Europe/ 3
you do not know the values that can be g trl1+C to stop processing, and then confirm the
values that can be set by using the following command:
it timedatect]l list-timezone
o use the default setting, press Enter. (default = AmericasLos_fingeles)
>America/New_York

want to set an NTP server? (ysm)
the NTP server

The _nto _server name can be from 1 to 255 bytes in length.
>18.1.168.254

a signed certificate for SSL communication for Analyze
If you do not set a distinguished name (DN), a certificate will be created by using the following p

ramete
- Organizational Unit ¢ Unknown
Organization Name ¢ Unknown
City or Locality Name : Unknown
state or Province Name : Unknown
Country code ¢ Unknown
you want to set a distinguished name (DN)?7 (ysn)
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Step 4. After providing the initial setup information, enter “y” to start the configuration.

Note: Do not press or enter any key while running the configuration setup. The OS will restart automatically
after the configuration is completed.

* OpsCenterVM_10.9.3-00 - VMware Remote Console - ] X

VMRC ~ > «

Set a self-signed certificate for SSL communication for fAnalyzer
If you do not set a distinguished name (DN), a certificate will be created by using the following p:
rameters
Unknown
Unknown
City or Locality Name Unknown
State or Province Name Unknown
Country code Unknown
Jo you want to set a distinguished name (DN)? (ysn)
>n
Allow root SSH login with password 7 (ysn) (default = n)
Sy

¢ ops-center
: 18.1.168.185
1 255.255
18.1.1 é
P : 18.1.168.181

: America -
1 18.1.168.25

ational Unit ¢ Unknown

anization Name : Unknown

City or Locality Name : Unknoun

- State or Province Name: Unknown

Country code ¢ Unknown
Allow root SSH login with password : y

Do you want to start configuring settings? (ysn)

Jhen settings finish normally, the 0S restarts automatically
After the O0S restarts, you will not be able to run the tool again
W

W Conf iguring UM Image. .

onf iguring host network settings.

Procedure 2. Access Hitachi Ops Center Administrator

After the Ops Center configuration is completed, open a browser, and enter https://[FQDN or IP Ad-
dress]/portal/#/inventory/products.

Step 1. Enter the following credentials and click Log in:
Username: sysadmin

Password: sysadmin
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&« G A Notsecure | hitps//opsvm.adaptive-solutions.local/auth/realms/opscenter/protocol/openid-connect/auth?response... & AY ¢y m &= @& B
=
v
.
. -
.
.
.
. Welcome
. < .
b -
. 9 .
. r . . .
. Uacrnoms
x | o |
. .
.
. - ° . ° Pamvword.
¥ > 2 Lo |
. Y
.
- -

: :

Step 2.

istrator, Analyzer, Analyzer detail view, Automator, and Protector.

« O A Notsecure | https//opsvm.adaptive-solutions lacal/portal/# inventory/products

After logging into the Hitachi Ops Center Ul, you will find different product types such as Admin-

HITACHI  Ops Center

Assct type

B vpe
B cnabgzern
B snalyzer detal view (1}
B cutamatar 13

B Fresectariny

M stetus
Lcerse Fat acthvated {33

B seadyin

Step 3.

Products
Search

QO select =l GEETTED

O s

@ opsvm.adaptive-s...

5 Llcense net activated

Access product-kvel roles

T : AL

pstname : cpsanadaptive.saluic..

Descrptien

Show mare details

Inventory

O g u
k) op svm.adaptive-s_..

° Ready

Destriplion :
Shaw more details

Manage users

@] s u

e opsvm.adaptive-s...
£ Lleense not activated

Access praduct-leen] roles

Type - Anatyzer

Hasinams : apsvm.atsptye-soluti...

Ceirpleon =

Show mare details
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@ opsvm.adaptive-s...
°r.'.~m1,-

Access productdevel rales

Tyme : Protector

Hustname : ooz adaptive-saluc .
Deseripivn :

Show mare details

Select the highlighted icon to launch Ops Center Administrator.

@] 7 U
e opsvm.adaptive-s_..

%) License nat activated

access product-lowed roles

Type : Analyzer detail view
Hostnarme - opswm sdaplive seiubo.
LesLriplon

Shaw more details
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© 7 U
L opsvm.adaptive-s...

0 Ready

Access product-level roles

Type : Administrator
Hostname : opsvm.adaptive-solutio...

Description : -
Show more details

Procedure 3. Onboarding Hitachi Virtual Storage Platform to Ops Center Administrator

Onboarding a storage system is the process of associating it with Ops Center Administrator. After onboarding the
storage system, you can manage it from the Ops Center Administrator dashboard.

Before you begin, verify the following:

« The service processor (SVP) username used to onboard a storage system in Ops Center Administrator has
access to all resource groups on the storage system, including custom resource groups and meta resource
groups, to ensure workflows function correctly.

o The user is a member of the Administration Users Group.
Step 1. On the Ops Center Administrator dashboard, click Storage Systems, and click the plus sign (+)
to add a storage system.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 30 of 367



< G A Mot secure | hetgsy/opsvm. adaptive-solutions locak: 20951 B m = @ | - (b

HITACHI ©ps Center Administrator Dashboard lobs Monitoring Lo

Step 2. In the Onboard Storage System window, enter values for the following parameters:
o |P Address:

For a storage system with an SVP, enter the IP address (IPv4) of the SVP for the storage system you want to
discover.

Note: For the VSP E1090, if there is no SVP, you can onboard storage using the IP address of the control-
lers.

¢ Username and password:
Onboard the VSP system as a user with administrator privileges on the storage system. For example, you
can use the following username and password:
o Username: maintenance

o Password: raid-maintenance
Step 3. Click Submit.
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« O M\ Notsecure | hetpsy/opsvm.adaptive-solutions.bocal: 20961, #/storage-systems/add LA h &= @ | - Il)./\'
HITACHI | Ops Center Administrator Dashboard Jobs Monioring L a0
Dashboard Storage Systems = Onboard Storage Syster
< Q Onboard Storage System
Onboard Storage System
IP ADDRESS

192.168.168.20

USERNAME FASSWORD
Step 4. The dashboard now shows that the number of storage systems has been increased by one. Ad-

ditionally, when you click Storage Systems, you are redirected to the storage system inventory window where
you can see the newly-added storage system.

€ C  AnNotw Witps://opsvm.adaptive-solutions Joca20961/8 ‘ Wt @ 8 -~ (b
L2/|
[

HITACHI | Ops Center Administrator Dashboard Jobs Monitoring 200

Data Protection Alerts Hardware Alerts

g

@ 61.90 TiB Unallocated to Pools

[ 0% Subscribed Capacity Tier Breakdown Tiers  Protection  Savings
@ 61.90 TiB Physical Capacity O Diamond ( N ‘
© Platinum ‘
|
[0 Gi8 Thin Used Gold |
@ 0GB Thin Free Silver ‘
© Bronze 3
O external ) ‘
(Do Gi8 Allocated to Pools - =4
O sbs ( )

When a storage system is onboarded, the Ops Center Administrator undergoes an initialization process to gather
information about the current configuration of the storage system. During this time, you may observe that the ports,

© 2024 Cisco and/or its affiliates. All rights reserved. Page 32 of 367



volumes, pools, and Parity Groups in the storage system are " Not accessible." After the initialization is completed,
you can view information about PARITY GROUPS, POOLS, VOLUMES, PORTS, HOST GROUPS/SCSI TARGETS,
and NEW SUBSYSTEMS in the Storage System tab.

& C A Notseaus | hitps//opsvm.adaptive-solutions.local: 20961 /#/storage- systems/60749 AR & D = @ | - (b

HITACHI | Ops Center Administrator Dashboard Jobs Monitoring 280

Dashboard Storage Systems «

[V RCAICR = 5

Data Protection
Alerts

Hardware Alerts

[Do% subscrines Capacity Tler Breakdown Tiers  Procecoon Savngs
(@150 TiB Physial Capacty © Diamond
0 retre (D
£ @6‘ @0 68 Thin Used ol
V4 WoGEinFree Silver
O Bronze
O exemnal

Do Gis Allccated ta Pools
(6150 TIB Unatoceted to Pools

192.168.168.20

AVAILABLE

PARITY GROUPS

i 6

= POOLS VOLUMES PORTS HOST GROUPS/ISCSI TARGETS NVM SUBSYSTEMS
= 0 i 0 m 24 {‘h 24 I{‘& 0
=

Procedure 4. Configure Fibre Channel Ports on the Hitachi Virtual Storage Platform from Ops Center Adminis-

trator (FC-SCSI)

Before the Ops Center Administrator can create a host storage domain (HSD) on a port, you must change the port
security and port attributes settings.

Port security must be enabled for fibre ports. By default, security is disabled on the VSP storage ports. Additionally,
for VSP 5000 series systems, you must verify that the port attribute is set to TARGET.

Step 1. Log in to Hitachi Ops Center Administrator. From the navigation pane, click Storage Systems.
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Step 2. Click the S/N listing of the Storage System.
I HITACHI  Ops Center Agministrator Dasabrars Jevn MONAING 200AM
l’—""'"' e Systerrs = ]
Storage Systems
W Summacy
”""‘:;::M“ D) 229 Sutucrites Capcty Tier Breakdown Tees  Proeaos  Seveg
(05190 10 Phywical Capacky © dlamond
0 rucoon (D
21435 G0 Thn Usee Gola
@041 TR TG Fres Sivws
O Bronee
© saernal
O o5

! Rems O selictes ;oW v v ftems 1]

Step 3. Click PORTS to see the configured storage ports for the storage systems.
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Step 4. To modify ports, select one or more Fibre Channel ports, and then click the edit pencil icon in the
Actions pane.

“— (] A\ Mot secure | hitps.//opsvm.adaptive-solutions local- 20961/# /storage-systems/60T49/starage-ports e A [un} [ & R PET
HITAGHI  ©ps Genter Aministratos Dashooard  Jobs  Mostong 1o
| Dashboard . Slorage Systems - o BOTAS — |

Ports L]

P Sumenary

T
(25 5 1
O oza SODEAEBNOSERAD D e
0 azc SODE0EBN0EERAD2 At
O a3a SO:060EB008:EDN4 D20 Auto
0 s At
O e At
O s A
O osa S0706:0E:B0:08:E 04 T 4D At
O ass S0U060EB0:08:ED4 D01 Auto
0 asc SOEEB0:08:EDA T a2 Auto
O asa 54 oL At
O o s A
O asc S0-06:0E:BO000:E (4 0:52 M
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Step 5. In the Edit Fibre Port dialog box, you can change the security settings and port attributes. Verify
that port settings for fibre ports used in FC-SCSI connectivity have SCSI Mode, Enable Security, and Target
selected as the port attribute. In the context of this document, these settings apply to fibre ports CL1-A, CL2-A,
CL3-A, and CL4-A.

Step 6. Click OK.
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Cisco Intersight Managed Mode Configuration

This chapter contains the following:

« Cisco Intersight Setup
« Onboarding to Intersight

Cisco UCS Domain Configuration

Configure Server Profile Template

Cisco UCS IMM Setup Completion

Cisco Intersight Setup

The Cisco Intersight platform is a management solution delivered as a service with embedded analytics for Cisco
and third-party IT infrastructures. The Cisco Intersight managed mode (also referred to as Cisco IMM) is a new
architecture that manages Cisco Unified Computing System (Cisco UCS) fabric interconnect-attached systems
through a Redfish-based standard model. Cisco Intersight managed mode standardizes both policy and operation
management for the Cisco UCS X210c M7 compute nodes used in this deployment guide.

Cisco UCS C-Series M7 servers, connected and managed through Cisco UCS Fls, are also supported by IMM. For
a complete list of supported platforms, go to:
https://www.cisco.com/c/en/us/td/docs/unified computing/Intersight/b Intersight Managed Mode Configurati

on_Guide/b intersight managed mode guide chapter 01010.html

Procedure 1. Set Up Cisco Intersight Account

When setting up a new Cisco Intersight account (as explained in this document), the account must be enabled for
Cisco Smart Software Licensing. Skip this step if starting out with a trial, or if a token has already been generated.

Step 1. Log into the Cisco Smart Licensing portal:
https://software.cisco.com/software/smart-licensing/alerts.

Step 2. Verify that the correct virtual account is selected.

Step 3. Under Inventory > General, generate a new token for product registration.
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Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account

Virtual Account: SRR
Description: [ Adaptive Solution IMM Testbed|
* Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Step 4. Copy this newly created token.

Step 1. Go to https://intersight.com and click Create an account if not using an existing account.
Step 2. Select the appropriate region for the account. Click Next.

Step 3. Read and accept the license agreement. Click Next.

Step 4. Provide an Account Name. Click Create.

Step 5. Select to either Register Smart Licensing if that has been established or Start Trial.
Step 6. If registering, the Register Smart Licensing will take you to System > Admin > Licensing.
Step 7. Provide the copied token from the Cisco Smart Licensing Portal. Click Next.
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e Intersight B System ~

©  Settings 0 Tho il period for Infrastroctiore Service and Cloud Orchastratce is active. During the trial period, the Advantage ter foatures of Infrastructure
arvice and Cloud Orchastrator are avadable. Ge 1o Licensing
] Admin
Targets « Uconaing

Register Smart Licensing

Audit Logs

S @ 5ot Licensing Regiatration | Smart Licensing Registration
Licensing 2 Subscription information Cisco Gmart Software Manager
3 Products A S )
New  Command Palette \\\\\\\W
Meotp » Command Paetts
[her
Step 8. Select Enable or Skip subscription information and click Next.
= % Intersight 8 System v Q search © ¥ 00 A
O Ssettings @ The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of Infrastructure
Service and Cloud Orchestrator are available. Go to Licensing
1 Admin A
Targets « Licensing

Tech Support Bundies Register Smart Licensing

Audit Logs
e @ Smart Licensing Registration Subscription Information
Enabling subscription information allows you to approve obtaining your subscription details such as usage
Licensing o Subscription Information | mpl : he apf | !
3 Products
@) Enable Subscription Information
New Command Palette
Nav t with CtrieK Skip
to Help > Command Palette
Step 9. Select the Infrastructure Service & Cloud Orchestrator option, adjust the default tier for licens-

ing if needed, and if this should be used for existing servers, click Proceed. Click Confirm when asked to verify
options.
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] Acmin
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Register Smart Licensing

-
Seesions @ Semart Licensing flegistration Products
Licensing @ Subscription information
Infrastructure Service & Cloud Orchestrator
© rrovucts
Default Tier Advantage for all
New Command Palette
ek B Set Defoult Tier to ol existing servers
v mares F
o To use Cloud Orchasirator, 3t l0ast 0ne Server Noeds 10 De liconsed at Advantage.
Workioad Optimizer
v

On successfully syncing of Smart Licensing, the following page will be displayed:

sl Intersight 8 System v

O  settings Licensing Start Trat

' Admin A
Compliance Summary Smart Licensing Details

Targets

Tech Support Bundles

Audit Logs o
Sessions

Licensing

New Command Palette

Nav th CtrieK
10 Help > Command Palette

© 2024 Cisco and/or its affiliates. All rights reserved. Page 40 of 367



On successful creation of the Intersight account with trial licensing, the following page will be displayed:

il
cis

e Intersight Select Service

Select a service

Select a service to start your Intersight
Journey

Procedure 3. Configure Cisco Intersight Resource Group

In this procedure, a Cisco Intersight resource group is created where resources such as targets will be logically
grouped. In this deployment, a single resource group is created to host all the resources, but you can choose to

create

Step 1.
Step 2.
Step 3.
Step 4.

multiple resource groups for granular control of the resources.

Log in to Cisco Intersight.
At the top, select System. On the left, click Settings (the gear icon).
Click Resource Groups in the middle panel.

Click + Create Resource Group in the top-right corner.
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O setngs Settings
L | Ac
Toch Support Bundies Account Det Resource Groups Creats Resou
e (1] [
Name Used Organizations Membaership Description
New  Command Palette
Al e Defount R
Step 5. Provide a name for the Resource Group (for example, AA21-rg).

tuea  Intersight § System -

& Roscurce Groups

O Settings
S Create Resource Group
Create Resource Group

Audit Logs

General
Setsons
Liconsing
AAZ14g
New Command Palette
Memberships

0 he selocted tarpets will be part of the Resource Geoup created

Step 6. Click Create.

Procedure 4. Configure Cisco Intersight Organization
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This procedure creates an Intersight organization where all Cisco Intersight managed mode configurations in-
cluding policies are defined. To create a new organization, follow these steps:

Step 1. Log in to the Cisco Intersight portal.

Step 2. At the top, select System. On the left, click Settings (the gear icon).
Step 3. Click Organizations in the middle panel.

Step 4. Click + Create Organization in the top-right corner.

Step 5. Provide a name for the organization (for example, AA21) and click Next.

oace  Intersight 8 System

« Organizations

Create Organization

©Q  Ssettings
1 Admn

Targets
© conenn | General

Tech Support Bundies

2 Configuration
Aud Logs

Sevsions 3 Summary AA21

Licensing
Sharce Resources with Othes Organizations
New  Comeand Palette

menand Palette

Cancel m

Step 6. Select the Resource Group created in the last step (for example, AA21-rg) and click Next.
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Create Organization

o Settings
{ Admin

Targets
© oenenst Configuration
Tech Support Bundies
Audit Logs © costiguaton
Resource Groups Selection
Sessions 3  Summary

Iconsing .a
Y 2 inems found C pet pae !

New  Command Palette

Nelp > Command Paletie

(oo [

Step 7. Review the Summary and click Create.

Onboarding to Intersight

The UCS domain contained within the Fabric Interconnects will be added directly to the account as targets. The
other infrastructure components will be onboarded as targets through the Intersight Assist Appliance after it has
been deployed, covered later in the Management section.

Procedure 1. Set Up Cisco Intersight Managed Mode on Cisco UCS Fabric Interconnects

The Cisco UCS fabric interconnects must be set up to support Cisco Intersight managed mode. When converting
an existing pair of Cisco UCS fabric interconnects from Cisco UCS Manager mode to Intersight Managed Mode
(IMM), first erase the configuration and reboot your system.

Converting fabric interconnects to Cisco Intersight managed mode is a disruptive process, and configuration in-
formation will be lost. You are encouraged to make a backup of you existing configuration. If a software version
that supports Intersight Managed Mode (4.1(3) or later) is already installed on Cisco UCS Fabric Interconnects, do
not upgrade the software to a recommended recent release using Cisco UCS Manager. The software upgrade will
be performed using Cisco Intersight to make sure Cisco UCS X-series firmware is part of the software upgrade.

Step 1. Configure Fabric Interconnect A (FI-A) by connecting to the FI-A console. On the Basic System
Configuration Dialog screen, set the management mode to Intersight.

Cisco UCS Fabric Interconnect A
Enter the configuration method. (console/gui) ? console

The Fabric interconnect will be configured in the intersight managed mode. Choose (y/n) to proceed: y
Enforce strong password? (y/n) [y]l: Enter

Enter the password for "admin": <password>
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Confirm the password for "admin": <

Enter the switch fabric (A/B) []: A

Enter the system name: <ucs-cluste

Physical Switch MgmtO IP address

Physical Switch MgmtO IPv4 netmask :

IPv4 address of the default gateway :

password>

r-name>
<ucsa-mgmt-ip>
<ucs-mgmt-mask>

<ucs-mgmt-gateway>

DNS IP address <dns-server-1l-ip>

Configure the default domain name? (yes/no) [n]: n <optional>

Following configurations will be applied:

Management Mode=intersight

Switch Fabric=A

System Name=<ucs-cluster-name>

Enforced Strong Password=yes

Physical Switch MgmtO IP Address=<ucsa-mgmt-ip>

Physical Switch Mgmt0 IP Netmask=<ucs-mgmt-mask>

Default Gateway=<ucs-mgmt-gateway>

DNS Server=<dns-server-1l-ip>
Apply and save the configuration (select 'no' if you want to re-enter)?

(yes/no) : yes

Step 2. After applying the settings, make sure you can ping the fabric interconnect management IP ad-
dress. When Fabric Interconnect A is correctly set up and is available, Fabric Interconnect B will automatically
discover Fabric Interconnect A during its setup process as shown in the next step.

Step 3. Configure Fabric Interconnect B (FI-B). For the configuration method, choose console. Fabric In-
terconnect B will detect the presence of Fabric Interconnect A and will prompt you to enter the admin password
for Fabric Interconnect A. Provide the management IP address for Fabric Interconnect B and apply the configu-
ration.

Cisco UCS Fabric Interconnect B

Enter the configuration method. (console/gui) ? console

Installer has detected the presence of a peer Fabric interconnect. This Fabric interconnect will be added to
the cluster. Continue (y/n) ? vy

Enter the admin password of the peer Fabric interconnect:
Connecting to peer Fabric interconnect... done
Retrieving config from peer Fabric interconnect... done
Peer Fabric interconnect management mode intersight

<password>

Peer Fabric interconnect MgmtO IPv4 Address:
Peer Fabric interconnect MgmtO IPv4 Netmask:

<ucsa-mgmt-ip>
<ucs-mgmt-mask>

Peer

FI is IPv4 Cluster enabled.

Please Provide Local Fabric Interconnect Mgmt0O IPv4 Address

Physical Switch MgmtO IP address

<ucsb-mgmt-ip>

Local fabric interconnect model (UCS-FI-6536)
Peer fabric interconnect is compatible with the local fabric interconnect.

Apply and save the configuration (select 'no' if you want to re-enter)?

(yes/no) :

Continuing with the installer...

yes

Procedure 2. Claim Cisco UCS Fabric Interconnects in Cisco Intersight
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Note: With the initial Basic System Configuration Dialog previously completed for the fabric interconnects,
log into the Fabric Interconnect A Device Console using a web browser to capture the Cisco Intersight con-
nectivity information.

Step 1. Use the management IP address of Fabric Interconnect A to access the device from a web
browser and the previously configured admin password to log into the device.

e AAZ1.B53¢
¢isco DEVICE CONSOLE

fateic imecconnect A (Pramary) Fabric lstercosnect B { Sebordmate)

Step 2. Under DEVICE CONNECTOR, the current device status will show “Not claimed.” Note or copy the
Device ID and Claim Code information for claiming the device in Cisco Intersight.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 46 of 367



Step 3.
Step 4.
Step 5.
Step 6.

alaln AZ1.653¢
cisco DEVICE CONSOLE / !

peate v

Device Connector

AL RR RN

Log in to Cisco Intersight.

At the top, select System. On the left, click Administration > Targets.
Click Claim a New Target.

Select Cisco UCS Domain (Intersight Managed) and click Start.

oves Intersight @ System -

Targets

New  Command Palette

Claim a New Target

Select Target Type

Categories

Pratform Services
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Step 7. Copy and paste the Device ID and Claim Code from the Cisco UCS Fl to Intersight.

Step 8. Select the previously created resource group and click Claim.

e Intersight B System v

€ Targets
o

Settings claim a New Target

{ ] Adrren
Targets 2

Tech Support Bundies

General
Aualt Logs
Sevsons p—

Licenting

Rescurc s Groups

New  Command Palette ©  Setect the Resource Groups f 1equired. However, thes selection (s NGt Mancatary a8 one o more Resource

Ctdek Group type i AX, The claimed target will be part of all Organizations with the Resource Geowp type Al

Name Usage Description

‘deibe Intersight § System v

O Setings Ta l'gets m

U Admin ~
Targets * ANl Targets ©
Tech Support Bundies Export 1items found 10 ~ per page 1 of1
USO8 Connection Top Targets by Types Vendor
Sessions 2 Connected 1
» Intersight Manage... 1 » Cisco Systems, Inc. 1
Licensing O O
Name Status Type Claimed Time Claimed By
UEf) Command Patette AAZ1-B536 & Connected Intersight Managed Domain a few seconds ago rei@cisco.com
N |.-e‘::.;lc;«-:;n;-.\a:.n..;lc-r;z:‘“ . 1
Step 9. Log in to the web GUI of the Cisco UCS fabric interconnect and click the browser refresh button.
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The fabric interconnect status is now set to Claimed:

bl AAD1_REAF
cisco DEVICE CONSOLE AA21.6536

The Device Connector is an embedded management controlier that enables the capabilities of Cisco Intersight, a cloud-based management platform. For detalled information about configuring the device connector,
visit

Device Connector

E S S ST T

g @ @ RTP-Adaptive-Solutions O

Device Connector Internet Intersight

© Claimed

Procedure 3. Upgrade Fabric Interconnect Firmware using Cisco Intersight

Note: If your UCS 6536 Fabric Interconnects are not already running firmware release 4.3(1), upgrade will
be required to support M7 servers.

Note: If Cisco UCS Fabric Interconnects were upgraded to the latest recommended software using Cisco
UCS Manager, this upgrade process through Intersight will still work and will copy the X-Series firmware to
the Fabric Interconnects.

Step 1. Log into the Cisco Intersight portal.

Step 2. At the top, from the drop-down list to select Infrastructure Service and then select Fabric In-
terconnects under Operate on the left.

Step 3. Click the ellipses “...” at the end of the row for either of the Fabric Interconnects and select Up-
grade Firmware.

Step 4. Click Start.

Step 5. Verify the Fabric Interconnect information and click Next.

Step 6. Enable Advanced Mode using the toggle switch and uncheck Fabric Interconnect Traffic Evacua-
tion.

Step 7. Select the 4.3(2) release from the list and click Next.

Step 8. Verify the information and click Upgrade to start the upgrade process.
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Step 9. Watch the Request panel of the main Intersight screen as the system will ask prompt for user
permission before upgrading each Fl. Click on the Circle with Arrow and follow the prompts on the screen to grant
permission.

Step 10. Wait for both the Fls to successfully upgrade.

Cisco UCS Domain Setup

A Cisco UCS domain profile configures a fabric interconnect pair through reusable policies, allows configuration of
the ports and port channels, and configures the VLANs and VSANSs in the network. It defines the characteristics of
and configured ports on fabric interconnects. The domain-related policies can be attached to the profile either at
the time of creation or later. One Cisco UCS domain profile can be assigned to one fabric interconnect domain.

Procedure 1. Configure a Cisco UCS Domain Profile

Step 1. Log into the Cisco Intersight portal.

Step 2. At the top, from the drop-down list to select Infrastructure Service. Then, under Configure, select
Profiles.

Step 3. In the main window, select UCS Domain Profiles and click Create UCS Domain Profile.

Profiles
Hyperfiex Clustor Profles  UCS Chassis Profies UCS Domain Profiles UCS Server Profiles
o =
Cruste UCS Domain Profile
) stnc intarcommacts Mame Sttus Fabric "fs D":“.::“ 3 Last Upaate
e oty
Profées
Step 4. On the Create UCS Domain Profile screen, click Start.
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Create UCS Domain Profile

Overview

Analyre

O Operate
Servers
UCS Domain Profile
Chassis
Fabric Interconnects

HyperFlex Clusters

Integrated Systems

©  Configure A
UCS Domain Assignment
Profiles
O Create a Fabric Interconnect pair and assign to a domain profile immediately or later.
Templates
Policies
L
Pools
J About UCS Domain Profile Creation
New Command Palette Do not show this page again
davig Cutek
1o Help » Command Paette

cancel =3

Procedure 2. UCS Domain Profile General Configuration

Step 1. Choose the organization from the drop-down list (for example, AA21).
Step 2. Provide a name for the domain profile (for example, AA21-6536-Domain-Profile).
Step 3. Provide an optional Description.
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[ mock | ot |
Step 4. Click Next.
Procedure 3. UCS Domain Assignment
Step 1. Assign the Cisco UCS domain to this new domain profile by clicking Assign Now and selecting the

previously added Cisco UCS domain (for example, AA21-6536).
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Step 2. Click Next.

Procedure 4. VLAN and VSAN Configuration

In this procedure, a single VLAN policy is created for both fabric interconnects and two individual VSAN policies
are created because the VSAN IDs are unique for each fabric interconnect that will be applied to the UCS Domain.

VLAN Configuration

Step 1. Click Select Policy next to VLAN Configuration under Fabric Interconnect A.
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2) Ganers VLAN & VSAN Configuration

(@) uCS Domain Assignment

F atwic derconnect A
© vian & VAN Contiguranion

Fateic itecconnect B

New  Command Palette

Step 2. In the pane on the right, click Create New.

Step 3. Verify the correct organization is selected from the drop-down list (for example, AA21) and pro-
vide a name for the policy (for example, AA21-VLAN).

1

Create VLAN

B Correte © conen | General

Wew  Command Palette
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Step 4. Click Next.
Step 5. Click Add VLANSs.
Step 6. Provide a name and VLAN ID for the native VLAN.

o Create VLAN
Add VLANs
A VLANS whoukt haw M PORcy smsociaied o 8
. o
Profees @D~ how 00
- QD sroce ax

Step 7. Make sure Auto Allow On Uplinks is enabled.
Step 8. To create the required Multicast policy, click Select Policy under Multicast®.
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Step 9.

Step 10.
Step 11.
Step 12.

!

Create VLAN

Add VLANs

In the window on the right, click Create New to create a new Multicast Policy.
Provide a Name for the Multicast Policy (for example, AA21-MCAST).
Provide an optional Description and click Next.

Leave the default settings selected and click Create.
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Step 13.
Step 14.

% Infrastructure Service v

Profiles > Create UCS Domain Profile

Create Multicast Policy

Create VLAN

© Genenat

Policy Details
© rolicy Detaiis |

Multicast Policy

@D snooping State
QI auerior State
@D source P Proxy State

Cancel

Click Add to add the VLAN.
Add the remaining VLANSs by clicking Add VLANs and entering the VLANs one by one. Reuse the

previously created multicast policy for all the VLANs

Step 15.

Select Set Native VLAN ID and enter the VLAN number (for example, 2) under VLAN ID.

Mew  Commana Pasetie
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Step 16. Click Create in the bottom right to finish creating the VLAN policy and associated VLANSs.

Step 17. Click Select Policy next to VLAN Configuration for Fabric Interconnect B and select the same
VLAN policy.

VSAN Configuration

Step 1. Click Select Policy next to VSAN Configuration under Fabric Interconnect A. Then, in the pane on

the right, click Create New.

Step 2. Verify the correct organization is selected from the drop-down list (for example, AA21) and pro-
vide a name for the policy (for example, AA21-VSAN-A).

Note: As mentioned previously, a separate VSAN-Policy is created for each fabric interconnect.

Step 3. Click Next.
Step 4. Optionally, enable Uplink Trunking.
Step 5. Click Add VSAN and provide a name (for example, VSAN-A), VSAN ID (for example, 101), and

associated Fibre Channel over Ethernet (FCoE) VLAN ID (for example, 101) for SAN A.
Step 6. Set VLAN Scope as Uplink.

* Profées » Craste UCS Oomuam Prothe

- Create VSAN
Ry " @ Ganeeat M‘u.w
e © Py l “9H Add VSAN
Chazue .
Fabrx Mterconvects o :
Myperties Chaatary L VEANM Scope
Integ aied Syrems e 10r30¢ & Upiok — 4 Uphnk
P ~ Ommstownd 10« per page 0wt :
e el VEAN Scops M‘VLMB
oo
[ s
o
Step 7. Click Add.
Step 8. Click Create to finish creating the VSAN policy for fabric A.
Step 9. Repeat steps 1 - 8 to create a new VSAN policy for SAN-B. Name the policy to identify the SAN-B

configuration (for example, AA21-VSAN- B) and use appropriate VSAN and FCoE VLAN IDs (for example, 102).

Step 10. Verify that a common VLAN policy and two unique VSAN policies are associated with the two
fabric interconnects.
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€ Summary
©  Configure
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Profiles
Templates VLAN Configuration x p AA21-VLAN
Policies
VSAN Configuration x V4 AA21-VSAN-B (1
Pools
New Command Palette
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Step 11. Click Next.

Procedure 5. Ports Configuration

This procedure creates the Ports Configuration policies for Fabric Interconnect A, and these steps will be repeated
for Fabric Interconnect B with certain specified differences. Using separate policies provides flexibility when port
configuration (port numbers or speed) differs between the two Fls.

Note: Use two separate port policies for the fabric interconnects. When configuring Fibre Channel, two port
policies are required because each fabric interconnect uses a unique Fibre Channel VSAN ID.

Step 1. Click Select Policy for Fabric Interconnect A.
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Step 2. Click Create New in the pane on the right to define a new port configuration policy.
Step 3. Verify that the correct organization is selected from the drop-down list (for example, AA02) and

provide a name for the policy (for example, AA21-6536-Port-A). Select the UCS-FI-6536 Switch Model.

Create Port

Servers © cenera General
1 2 name, de:

Pocls

Step 4. Click Next.

Step 5. Move the slider to set up unified ports. In this deployment, the last two ports were selected as
Fibre Channel ports as 4x32G breakouts. Click Next.
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Step 6. If any Ethernet ports need to be configured as breakouts, either 4x25G or 4x10G, for connecting
C-Series servers or a UCS 5108 chassis, configure them here. In the list, select the checkbox next to any ports
that need to be configured as breakout or select the ports on the graphic. When all ports are selected, click
Configure at the top of the window.

Jot Infrastructun Service

Prefae main Profile

Create Port

P
o Ao () Genecnt

o
() ustearon

4 Port Roles

Proties

Port Type Speed  Breakout Ports

New  Command Paltie
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Step 7. In the Set Breakout popup, select either 4x10G or 4x25G and click Set.
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Step 8. Under Breakout Options, select Fibre Channel. Select any ports that need the speed changed
from 16G to 32G and click Configure.

Step 9. In the Set Breakout popup, select 4x32G and click Set.
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Step 10. Click Next.

Step 11. In the list, select the checkbox next to any ports that need to be configured as server ports, in-
cluding ports connected to chassis or C-Series servers. Ports can also be selected on the graphic. When all ports
are selected, click Configure. Breakout and non-breakout ports cannot be configured together. If you need to
configure breakout and non-breakout ports, do this configuration in two steps.
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Create Port
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& Configur i
Profies
Name Type Boie Connected De..  Device Number  Port Channet Mise Aute Negotiati
Mew  Command Palette n Ethernet 1
A T
=
Step 12. Specify the Role of Server for the selected IFM ports.
Step 13. Click Save.
Step 14. Select any breakout ports intended for C-Series and click Configure.
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Step 15. Repeat the selection of Server for the Role and click Save.
Step 16. Click the Port Channels tab under Port Roles.
Step 17. Click Create Port Channel.
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Step 18. To create the network uplinks to the Nexus 93600CD-GX switches, leave the Role as Ethernet
Uplink Port selected.

Step 19. Specify a Port Channel ID (example 11). Specify an Admin Speed if the upstream ports require it,
otherwise leave it as Auto.

Proties + Craste UCS Domain Protie

Create Port

O Operate Create Port Channel

Confgpe wmmn

0  Trecomteed marmun mareer of Eihermat Ugaea FOoE Uptr and Acphance port channets sermeted
112 and the M mamter of FC port cranvets permitied 1 4

thermet Ughrib Port Chamnel

snnel O * Aamin Speed

Tampistes " e

Ethernat Network Group

Sevect Pt

Fuom Controt

Uins Aggregation

Note: Ethernet Network Group, Flow Control, and Link Aggregation policies for defining a disjoint Layer-2
domain or fine tune port-channel parameters can be configured here, but these policies were not used in this
deployment and system default values were utilized.

Step 20. Scroll down if Link Control and Select Member Ports is not visible within the Create Port Channel

dialogue, click Select Policy under Link Control, and then select Create New in the upper area of the right-side
pane.
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Step 21. Provide a name for the policy (example, AA21-UDLD-Link-Control), and click Next.

mam Profile

Create Link Control

b Counda © oo | General
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Step 22. Leave the default values selected and click Create.
Step 23. Select the ports connected to the upstream Nexus switches (example, port 31 and 32).
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Step 24. Click Save.

Procedure 6. Configure FC Port Channel

This procedure will create the Fibre Channel Port Channel for Fabric Interconnect A, and these steps will later be
repeated for Fabric Interconnect B with certain specified differences. A difference is needed for these Fibre
Channel Port Channel configurations because of the use of a unique Fibre Channel VSAN ID.

Step 1. Configure a Fibre Channel Port Channel by selecting the Port Channel in the main pane again and
clicking Create Port Channel.
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Step 2. In the drop-down list under Role, choose FC Uplink Port Channel.
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Step 3. Provide a port-channel ID (for example, 101), select a value for Admin Speed (for example,

32Gbps), and provide a VSAN ID (for example, 101).
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Step 5. Click Save.
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Step 6. Verify the port-channel IDs and ports after both the Ethernet uplink port channel and the Fibre
Channel uplink port channel have been created.

Wweo' Intersight 32 wefrastnucture Seevice

Profes > Create UCS Domain Profile

Create Port

- ) Genarat Port Roles

g e T

@ one B <o
Profies L] L
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Step 7. Click Save to create the port policy for Fabric Interconnect A.

Procedure 7. Fabric Interconnect B Ports and Port Channel Configurations

Step 1. Repeat the steps in Ports Configuration and Configure FC Port Channel to create the port policy for
Fabric Interconnect B including the Ethernet port-channel and the FC port-channel. Use the following values for
various parameters:

o Name of the port policy: AA21-6536-Port-B
o Ethernet port-Channel ID: 12
o FC port-channel ID: 102

o FC VSAN ID: 102

Step 2. When the port configuration for both fabric interconnects is complete and looks correct, click
Next.

Procedure 8. UCS Domain Configuration

Under UCS domain configuration, additional policies can be configured to set up NTP, Syslog, DNS settings,
SNMP, QoS and the UCS operating mode (end host or switch mode). For this deployment, four policies (NTP,
Network Connectivity, SNMP, and System QoS) will be configured, as shown below:

Configure NTP Policy

Step 1. Click Select Policy next to NTP and in the pane on the right, click Create New.
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Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-NTP).
Step 3. Click Next.
Step 4. Enable NTP, provide the first NTP server IP address, and select the time zone from the drop-down
list.
Step 5. (Optional) Add a second NTP server by clicking + next to the first NTP server IP address.
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Step 6. Click Create.
Configure Network Connectivity Policy
Step 1. Click Select Policy next to Network Connectivity and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-NetConn).
Step 3. Click Next.
Step 4. Provide the appropriate DNS server IP addresses for the Cisco UCS domain.
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Step 5. Click Create.
Configure SNMP Policy (Optional)
Step 1. Click Select Policy next to SNMP and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-SNMP).
Step 3. Click Next.
Step 4. Provide a System Contact email address, a System Location, and optional Community Strings.
Step 5. Under SNMP Users, click Add SNMP User.
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Destination is V2, you must add a Trap Community String.
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Optionally, add an SNMP Trap Destination (for example, the NDFC IP Address). If the SNMP Trap
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Step 7. Click Create.
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Procedure 9. Configure System QoS Policy

The System QoS policy will be adjusted to expand the capacity of the Ethernet uplinks to support jumbo frames.
All Ethernet traffic is set within a common class of Best Effort in this design, which will have the MTU adjusted.
Different strategies can be implemented for QoS giving weighted priorities, but any such effort would need to take
care to match settings implemented upstream of the fabric interconnects.

Step 1. Click Select Policy next to System QoS* and in the pane on the right, click Create New.

Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-QoS).

Step 3. Click Next.

Step 4. Change the MTU for Best Effort class to 9216.
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Step 5. Click Create.
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Step 6. Click Next.

Procedure 10. Deploy the UCS Domain Profile

Step 1. Verify that all the settings including the fabric interconnect settings, by expanding the settings and
making sure that the configuration is correct.
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Step 2. Click Deploy.

Step 3. Acknowledge any warnings and click Deploy again.

Note: The system will take some time to validate and configure the settings on the fabric interconnects. Log
into the console servers to see when the Cisco UCS fabric interconnects have finished configuration and are
successfully rebooted.

Procedure 11. Verify Cisco UCS Domain Profile Deployment

When the Cisco UCS domain profile has been successfully deployed, the Cisco UCS chassis and the blades
should be successfully discovered.

Note: It takes a while to discover the blades for the first time. Watch the number of outstanding requests in
Cisco Intersight:

= due Intersight 3 Infrastructure Service Q search ®©@ € 0 an ® fo

Requests X
-
* Al Requests ©
[ g (> Export 53 items found 10 « per page 5 of8
Status Execution Type
© Success 53 Execute 53
Name Status Initiator Target Type Target Name Start Time Duration 1+ Execution Type
erver Dis @ Success system@intersi. Rack Server AA21-6536-2 Sep 25, 2023 0. 7m3g8s 651127169616, Execute
@ Success system@intersi. Rack Server AA21-6536-1 Sep 25, 2023 0. 7m29s 6511e26c69616, Execute
@ Success system@intersi.. Chassis AA21-6536-1 Sep 25, 2023 0... 1mi2s 6511025269616, Execute
hassis Inventory © Success system@intersi.. Chassis AA21-6536-1 Sep 25, 2023 0. 1mids 6511025969616 Execute
© Success system@intersi, Chassis AA21-6536-1 Sep 25, 2023 0. S5s 6511024469616, Execute
hassis Discove © Success system@intersi, Chassis AA21-6536-1 Sep 25, 20230 Ss 6511224169616, Execute
hassis Discove @ Success system@intersi... Chassis AA21-6536-1 Sep 25, 2023 0... 7s 6511e24169616... Execute
© Success system@intersi, Chassis AA21-6536-1 Sep 25, 20230 Ss 6511023169616 Execute
Deploy Domair @ Success rei@cisco.com Fabric Interconn. AA21-6536 FI-B Sep 25, 2023 0. 36s 6511e21069616... Execute
© Success rei@cisco.com Fabric interconn, AA21-6536 FI-A Sep 25, 2023 0. 36s 6511021069616 Execute
5 of6 .
< >
Step 1. Log in to Cisco Intersight. Go to Infrastructure Service > Configure > Profiles > UCS Domain

Profiles, verify that the domain profile has been successfully deployed.
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Step 2. Verify that the chassis (either UCSX-9508 or UCS 5108 chassis) has been discovered and is vis-
ible under Infrastructure Service > Operate > Chassis.
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Overs °  Chassis

©  Analyze
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L] Operate A Export 1 items found 10 per page 1 of1
Servers
Health
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Step 3. Verify that the servers have been successfully discovered and are visible under Infrastructure
Service > Operate > Servers.
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Procedure 12. Update Server Firmware

Step 1.

Infrastructure Service > Operate > Servers.

Step 2.

enter it within the filter box near the top.

dice  INtersight
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With the servers recognized, the servers can be upgraded from the most recent Servers view in

Optionally, specify the desired model to work with from the list (example UCSX-210C-M7) and
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Step 3.

manually select a specific set from the results.

Step 4.

s Intersight -

Infrastructure Sesvice

Select all servers from the resulting list by clicking the left side box of the column header, or

Click the ellipsis (...) near the top left for the drop-down list.
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Step 6. Click Start on the resulting page and click Next after confirming that the servers to be upgraded
have been selected.

sea’ Intersight 23 Infrastructure Service v

~ « Servers
Overview
©  Analyze pg
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=] Operate A o .
Ensure selected servers meet requirements for firmware upgrade.
Servers 2 Version
Confirm Servers Selection & Sedected
Dl 3 Summary
Fabric Interconnects 4 items found 10 v per page !
HyperFlex Clusters
Name User Label Model Firmware Version UCS Domain
Integrated Systems
UCSX-210C-M7 51(0.230122) AA21-6536
& cConfigure A
UCSX-210C-M7 51(0.230122) AA21-6536
Profiles UCSX-210C-M7 51(0.230122) AA21-6536
Templates UCSX-210C-M7 51(0.230122) AA21-6536
Policies Selected 4 of 4 Show Selected Unselect All 1
Pools

New Command Palette
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Step 7. Select the version to upgrade the servers to and click Next.
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Step 8. Click Upgrade, select the toggle to Reboot Immediately to Begin Upgrade, and click Upgrade
again.
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Firmware upgrade times will vary, but 30-45minutes is a safe estimate to completion.
Configure Cisco UCS Chassis Profile (Optional)

The Cisco UCS Chassis profile in Cisco Intersight allows you to configure various parameters for the chassis,
including:

¢ IMC Access Policy: IP configuration for the in-band chassis connectivity. This setting is independent of
Server IP connectivity and only applies to communication to and from the chassis.

+« SNMP Policy, and SNMP trap settings.

« Power Policy to enable power management and power supply redundancy mode.

« Thermal Policy to control the speed of FANs (only applicable to Cisco UCS 5108)

A chassis policy can be assigned to any number of chassis profiles to provide a configuration baseline for a
chassis. In this deployment, no chassis profile was created or attached to the chassis, but you can configure
policies to configure SNMP or Power parameters and attach them to the chassis.

Configure Server Profile Template

In the Cisco Intersight platform, a server profile enables resource management by simplifying policy alignment and
server configuration. The server profiles are derived from a server profile template. A server profile template and
its associated policies can be created using the server profile template wizard. After creating the server profile
template, you can derive multiple consistent server profiles from the template.

The server profile templates captured in this deployment guide support Cisco UCS X210c M7 compute nodes with

5% Generation VICs. Cisco UCS C-Series connections were shown during the creation of the port profile policies
used for the Fls to illustrate breakout ports but are otherwise not part of this validation. In deployments, Cisco UCS
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C-Series profile templates can be nearly identical to configurations used for Cisco UCS X-Series or B-Series but
might differ in aspects such as power policies.

VNIC and vHBA Placement for Server Profile Template

This section explains the vNIC and vHBA layout used in this deployment.

Four vNICs and four vHBAs are configured to support FC boot from SAN. The vNICs are split up into a pair up-
linking to the standard vSwitch supporting the management vmkernel, and the remaining two connecting into a
vSphere Distributed Switch (VDS) to carry vMotion and application traffic. Two vHBAs (FC-A and FC-B) are used

for boot from SAN connectivity and the remaining two vHBAs (FC-NVMe-A and FC-NVMe-B) are used to support
FC-NVMe. These devices are manually placed as listed in Table 13.

Table 13. vHBA and vNIC placement

00-vSwitch0-A MLOM A 0

01-vSwitch0-B MLOM B 1

02-VDSO0-A MLOM A 2

03-VDS0-B MLOM B 3

FC-A MLOM A 4

FC-B MLOM B 5

FC-NVMe-A MLOM A 6

FC-NVMe-B MLOM B 7

Step 1. Log in to Cisco Intersight.

Step 2. Go to Infrastructure Service > Configure > Templates and in the main window click Create UCS

Server Profile Template.

Procedure 2. General Configuration

Step 1. Select the organization from the drop-down list (for example, AA21).

Step 2. Provide a name for the server profile template. (for example, FC-Boot-FC-NVMe-Template)
Step 3. Select UCS Server (FI-Attached).

Step 4. Provide an optional description.
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Step 5. Click Next.

Compute Configuration

The following subcomponents of pools and policies will be addressed in the Compute Configuration:

A UUID Pool will be created to be used for the identities of Server Profiles derived from the Server Profile
Template

A BIOS Policy to set the available settings for the underlying hardware of the UCS Compute Nodes

« A Boot Order Policy to set the boot order of the Compute Nodes

A Virtual Media Policy to enable virtual media accessibility to the KVM

Procedure 1. Configure UUID Pool

Step 1. Click Select Pool under UUID Pool and then in the pane on the right, click Create New.
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Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the UUID Pool (for example, AA21-UUID-Pool).
Step 3. Provide an optional Description and click Next.
Step 4. Provide a hexadecimal UUID Prefix (for example, a prefix of AA210000-0000-0001 was used).
Step 5. Add a UUID block specifying a From starting value and a Size.
s  Intersight Je2 infrastructire Service
Create UUID
T g > © oenerni Pool Details
Servers o Pool Detais :
o Configuration
Integrated Systems UUID Blocks
Temsplates
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Step 6. Click Create.
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|
Procedure 2. Configure BIOS Policy

Step 1. Click Select Policy next to BIOS and in the pane on the right, click Create New.

Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-Intel-M7-VSI-BIOS).

Step 3. Click Next.

Step 4. On the Policy Details screen, select the appropriate values for the BIOS settings. In this deploy-
ment, the BIOS values were selected based on recommendations in the performance tuning guide for Cisco UCS
M7 BIOS:
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-b-series-blade-servers/ucs

-m7-platforms-wp.html. Set the parameters below and leave all other parameters set to platform-default.

"aetsr Intersight 2 Infrastructure Service

i Templates > Create UCS Server Profile Template
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& Analyze y

B Operats N © oeneral Policy Details

Add policy details
Servers o Palicy Details |
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Integrated Systems Boot Options
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Intel Directed 10
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Policies
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New Command Palette
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o Processor > Processor C6 Report: Enabled
o Processor > Workload configuration: Balanced

o Server Management > Consistent Device Naming: Enabled
Step 5. Click Create.

Procedure 3. Configure Boot Order Policy

Note: The FC boot order policy applies to all FC hosts including hosts that support FC-NVMe storage ac-
cess.

Step 1. Click Select Policy next to Boot Order and in the pane on the right, click Create New.

Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-FC-Boot-Order).

Step 3. Click Next.

Step 4. For Configured Boot Mode, select Unified Extensible Firmware Interface (UEFI).
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Step 5. Turn on Enable Secure Boot.
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Step 6. From the Add Boot Device drop-down list, select Virtual Media.

Step 7. Provide a Device Name (for example, KVM-Mapped-ISO) and for the Sub-Type, select KVM
Mapped DVD.
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Step 8. From the Add Boot Device drop-down list, select SAN Boot.
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Step 9. Provide the Device Name: vsp-ctl0-1a and the Logical Unit Number (LUN) value (for example, 0).
Step 10. Provide an interface name FC-A. This value is important and should match the vHBA name.
Step 11. Add the appropriate World Wide Port Name (WWPN) as the Target WWPN (referenced within

Hitachi Ops Center as World Wide Name (WWN)).

Note: To determine these, you need to reference the Port information from within Ops Center. All four Hi-
tachi VSP WWN will be added as boot options.

Step 12. Open Ops Center Administrator Dashboard > Storage Systems > [S/N of VSP listing]
« 2> C A Notiecwr | Wegs//oprvmadaptive-sohtionslocal /w0t ) m @ g - .E
HITACHI  Ops Conter Admunistrator Dashboard Jobs Mondonng 200

Storage Systems
W Summary
Capacny Aert

(D) 0% Subsoribed Capacity
(2 99 T8 Pryscal Capacny

@0GE ™ ed
0 GE D Frew

00 58 Adocared to Poos
(62,95 Tl Uralocaoed 5 Poots

1 tems 0 selected show v items n

Step 13. From the resulting view, click Ports.
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Step 14. Find and add the WWN for each port connected to the MDS.
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24 terma O selected

e vsp-ctl0-1a: VSP Controller 0, LIF for Fibre Channel SAN A - 50:06:0E:80:08:ED:4D:00
o vsp-ctl0-3a: VSP Controller O, LIF for Fibre Channel SAN B - 50:06:0E:80:08:ED:4D:20
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e vsp-ctl1-2a: VSP Controller 1, LIF for Fibre Channel SAN A - 50:06:0E:80:08:ED:4D:10
e vsp-ctl0-4a: VSP Controller 1, LIF for Fibre Channel SAN B - 50:06:0E:80:08:ED:4D:30
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Step 15. Repeat steps 8-14 for the remaining VSP ports.
Step 16. From the Add Boot Device drop-down list, select Virtual Media.
Step 17. Add the Device Name example (CIMC-Mapped-1SO) and select the subtype CIMC MAPPED DVD.
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Step 18. Verify that the order of the boot policies and adjust the boot order as necessary using arrows next
to the trashcan button.
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Step 19. Click Create.
Procedure 4. Configure Virtual Media Policy
Step 1. Click Select Policy next to Virtual Media and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-KVM-Mount-Media).
Step 3. Turn on Enable Virtual Media, Enable Virtual Media Encryption, and Enable Low Power USB.
Step 4. Do not select Add Virtual Media at this time, but the policy can be modified and used to map an

ISO for a CIMC Mapped DVD.
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Step 5. Click Create.
Step 6. Click Next to go to Management Configuration.

Management Configuration

The following policies will be added to the management configuration:

IMC Access to define the pool of IP addresses for compute node KVM access

IPMI Over LAN to allow Intersight to manage IPMI messages

Local User to provide local administrator to access KVM

Virtual KVM to allow the Tunneled KVM
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Procedure 5. Configure Cisco IMC Access Policy

Step 1. Click Select Policy next to IMC Access and in the pane on the right, click Create New.

Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-IMC-Access-Policy).

Step 3. Click Next.

Step 4. Click UCS Server (FI-Attached) if not selected.

Step 5. Select the toggle to enable Out-of-Band Configuration. Click Select IP Pool and in the pane on

the right, click Create New.
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Note: This example will use the Out-Of-Band configuration that will pass through the configured man-
agement interfaces of the fabric interconnect. The In-Band configuration option will use the fabric intercon-
nect uplinks for connectivity and must specify the VLAN for the connectivity.

Step 6. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-O0B-Mgmt-Pool). Click Next.

Step 7. Select Configure IPv4 Pool and provide the information to define a pool for KVM IP address as-
signment including an IP Block.
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Note: For tunneled KVM to work, the management IP pool subnet should be accessible from the Fabric
Interconnect management interfaces.

Step 8. Click Next.

Step 9. Deselect Configure IPv6 Pool.

Step 10. Click Create to finish configuring the IP address pool.

Step 11. Click Create to finish configuring the IMC access policy.

Step 1. Click Select Policy next to IPMI Over LAN and in the pane on the right, click Create New.

Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and

provide a name for the policy (for example, AA21-Enable-IPMIoLAN-Policy).

Step 3. Leave the default settings in place for this policy.
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Step 4. Click Create.
Procedure 7. Configure Local User Policy
Step 1. Click Select Policy next to Local User and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-LocalUser).
Step 3. Verify that UCS Server (FI-Attached) is selected.
Step 4. Verify that Enforce Strong Password is selected.
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Step 5. Click Add New User and then click + next to the New User.
Step 6. Provide the username (for example, vsiuser), choose a role (for example, admin), and provide a
password.

Create Local User Policy
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Note: The username and password combination defined here will be used as an alternate to log in to KVMs
and can be used for IPMI.

Step 7. Click Create to finish configuring the user.

Step 8. Click Create to finish configuring the Local User Policy.

Step 1. Click Select Policy next to Virtual KVM and in the pane on the right, click Create New.

Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-KVM-Policy).

Step 3. Verify that UCS Server (FI-Attached) is selected.

Step 4. Turn on Allow Tunneled vKVM.

.
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Step 5. Click Create.
Step 6. To fully enable Tunneled KVM, after the Server Profile Template has been created, go to System >

Settings > Security and Privacy and click Configure. Turn on Allow Tunneled vKVM Launch and Allow Tun-
neled vKVM Configuration.

Step 7. Click Next to continue to Storage Configuration.

Storage Configuration
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The Storage Configuration section of the Server Profile Template is not required for internal storage in the UCS
servers because all storage for this solution is provided by the VSP. Click Next on the Storage Configuration
screen.

Network Configuration

This section details how to create the LAN Connectivity and SAN Connectivity policies used by the derived Server
Profiles.

LAN Connectivity

Procedure 1. Create Network Configuration - LAN Connectivity Policy

The LAN connectivity policy defines the connections and network communication resources between the server
and the LAN. This policy uses pools to assign MAC addresses to servers and to identify the vNICs that the servers
use to communicate with the network.

For consistent vNIC placement, manual vNIC placement is used. The four vNICs configured are listed in Table 14.

Table 14. vNICs defined in LAN Connectivity

00-vSwitch0-A MLOM A 0 IB-MGMT

01-vSwitch0-B MLOM B 1 IB-MGMT

02-vDS0-A MLOM A 2 VM Traffic, VM Traffic-A, VM Traffic-B, vMotion
03-vDS0-B MLOM B 3 VM Traffic, VM Traffic-A, VM Traffic-B, vMotion

Step 1. Click Select Policy next to LAN Connectivity and in the pane on the right, click Create New from

the column that appears to the right.
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Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-FC-Boot-LanCon-Pol). Click Next.

Step 3. Click Add vNIC under the vNIC Configuration section.

Create LAN Connectivity Policy

P— Policy Details

vNIC Configuration

r . prac
—— Gmhend vt

Step 4. Referencing values from Table 14, specify the Name for the vNIC, and under MAC Pool, click
Select Pool.
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Conslstent Device Naming (CON)

Note: When creating the first vNIC, the MAC address pool has not been defined yet therefore a new MAC
address pool will need to be created. Two separate MAC address pools are configured for each fabric.
MAC-Pool-A will be reused for all Fabric-A vNICs, and MAC-Pool-B will be reused for all Fabric-B vNICs.

Table 15. MAC Address Pools

MAC-Pool-A 00:25:B5:21:0A:00 256 00-vSwitch0-A, 02-VDS0-A

MAC-Pool-B 00:25:B5:21:0B:00 256 01-vSwitch0-B, 03-VDS0-B

Note: Each server requires 3 MAC addresses from the pool. Adjust the size of the pool according to your
requirements.
Step 5. Select the MAC Pool appropriate fabric or click Create New if one has not been created yet.

Step 6. If creating a new pool, verify that the correct organization is selected from the drop-down list (for
example, AA21) and provide a Name for the pool from Table 15 depending on the vNIC being created (for ex-
ample, MAC-Pool-A for Fabric A).
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Step 7. Click Next.
Step 8. Provide the starting MAC address from Table 14 (for example, 00:25:B5:21:0A:00)
Step 9. Provide the size of the MAC address pool from Table 15 (for example, 256).
L EEEEE———C T e
s CreateMACPool
[ Pool Details
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Step 10. Click Create to finish creating the MAC address pool.
Step 11. Confirm the Switch ID and PCI Order values are correct for the vNIC being configured per Table
14.
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Conaistent Device Naming (CDN)

Step 12. Click Select Policy for Ethernet Group Policy.
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Note: Two Ethernet Network Group Policies will be created, one for vSwitchO and one for vDSO to detail the
Native VLAN and VLANSs that will be carried within the vNICs.

Step 13. When creating the vSwitch0 vNICs and the vSwitchO Ethernet Network Group Policy is not created,
select the Create New option. Select the appropriate policy if it is created and skip the next two steps.

Step 14. Provide a Name for the policy and click Next.
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Specify the Native VLAN to be used and any VLANSs allowed and click Create.

Step 15.

Create Ethernet Network Group
Policy Details
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S l VLAN Settings

— Gt Fasete

Step 16. When creating the vDSO0 vNICs and the vDSO0 Ethernet Network Group Policy is not created, select
the Create New option. Select the appropriate policy if it is created and skip the next two steps.
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Step 17. Provide a Name for the policy and click Next.

Create Ethernet Network Group

-_ © soes [ General

S— Corat Pymtie

Step 18. Specify the Native VLAN to be used and any VLANs allowed and click Create.

Create Ethernet Network Group
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Step 19. For either type of VNIC, click Select Policy under Ethernet Network Control Policy.
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Step 20. Click Create New from the right-hand column that appears or select the Ethernet Network Control
Policy if it has already been created and skip the next two steps.

Step 21. Provide a Name for the policy and click Next.

Create Ethernet Network Control

Sovn @ owe [ General
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Step 22. Select the Enable CDP toggle and the Enable Transmit and Enable Receive toggles under LLDP,
and then click Create.

Create Ethernet Network Control
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Step 23. For either type of vNIC, click Select Policy under Ethernet QoS.
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Step 24. Click Create New from the right-hand column that appears or select the Ethernet QoS Policy if it
has already been created and skip the next two steps.

Create Ethernet QoS

e | General
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Step 25. Change the MTU Bytes settings to 9000 and click Create.

Create Ethernet QoS
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QoS Settings
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Step 26. For either type of vNIC, click Select Policy under Ethernet Adapter.
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Step 27. Click Create New from the right-hand column that appears or select the Ethernet Adapter Policy if
it has already been created and skip the next two steps. One policy will be created for the vSwitchO vNICs, and a
different policy will be created for the vDSO vNICs.

Step 28. To create the vSwitchO policy, specify a Name for the policy, and click Select Default Configu-
ration.
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Step 29. Select the VMWare option from the column that appears to the right and click Next.
Step 30. Leave all options set to their default settings in the resulting screen and click Create.
Step 31. To create the vDSO policy, specify a Name for the higher traffic settings used in the policy, and

click Select Default Configuration.
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Step 32.
Step 33.

Create Ethernet Adapter

Ethernet Adepter Default Configuration

[

Transmit Ring Size to 4096, and the Completion Queue Count to 9. Click Create.
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Select the VMWare option from the column that appears to the right and click Next.

Interrupt Timer, us
lel 125
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Step 34. Click Add.
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Step 35. Repeat steps 3-34 for each additional vNIC, creating the appropriate pools and policies as re-

Step 36. Click Create to finish the LAN Connectivity Policy.
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SAN Connectivity

Procedure 1. Create Network Connectivity - SAN Connectivity

A SAN connectivity policy determines the network storage resources and the connections between the server and
the storage device on the network. This policy enables you to configure the vHBAs that the servers use to com-
municate with the SAN.

Table 16 lists the details of four vHBAs that are used to provide FC connectivity, FC boot from SAN functionality,
and FC-NVMe connectivity.

Table 16. SAN Connectivity vHBAs

FC-A MLOM A 4

FC -B MLOM B 5

FC-NVMe-A MLOM A 6

FC-NVMe-B MLOM B 7

Step 1. Click Select Policy next to SAN Connectivity and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a Name for the policy (for example, AA21-FC-NVMe-FC-SAN). Click Next.

Step 3. Select Manual vHBAs Placement.

Step 4. Click Select Pool under WWNN Address.
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Procedure 2. Create the WWNN Address Pool

The WWNN address pools have not been defined yet therefore a new WWNN Address Pool has to be defined. To
create the WWNN address pool, follow these steps:

Step 1. Click Select Pool under WWNN Address Pool and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-WWNN-Pool).

Step 3. Click Next.

Step 4. Provide the starting WWNN block address and the size of the pool.
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Note: As a best practice, some additional information can be coded into the WWNN address pool for ease
of troubleshooting. For example, the address 20:00:00:25:B5:21:00:00 contains a reference to the AA21 rack
ID.

Step 5. Click Create to finish creating the WWNN address pool.

Procedure 3. Create the vHBA-A for SAN A

Step 1. Click Add vHBA.

Step 2. Provide the Name (for example, FC-A) and vHBA Type and choose fc-initiator from the
drop-down list.

Procedure 4. Create the WWPN Pool for SAN A

The WWPN address pool has not been defined yet therefore a WWPN address pool for Fabric A will be defined.
This pool will also be used for the FC-NVMe vHBAs if the vHBAs are defined.

Step 1. Click Select Pool under WWPN Address Pool an in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-WWPN-Pool-A).

Step 3. Provide the starting WWPN block address for SAN A and the size.

Note: As with the WWNN, some additional information can be coded into the WWPN address pool for ease
of troubleshooting. For example, the address 20:00:00:25:B5:21:0A:00, 21 references Rack ID 21 and OA
signifies SAN A.
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Click Create to finish creating the WWPN pool.
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Step 5. Back in the Create vHBA window, using Advanced Placement, specify the Slot ID, Switch ID (for
example, A) and PCI Order from Table 16.

oves  Intersight &2 Wfrastructire Service

Oversionr Temglates Create UCS Server Profile Template
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Procedure 5. Create Fibre Channel Network Policy for SAN A

A Fibre Channel network policy governs the VSAN configuration for the virtual interfaces. In this deployment,
VSAN 101 will be used for vHBA-A.

Step 1. Scroll down within the Create SAN Connectivity Policy dialogue and click Select Policy under
Fibre Channel Network and in the pane on the right, click Create New.
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Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-FC-Network-SAN-A).
Step 3. Specify the VSAN ID for Fabric A, (for example, 101).
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Step 4. Click Create to finish creating the Fibre Channel network policy.

Procedure 6. Create Fibre Channel QoS Policy

The Fibre Channel QoS policy assigns a system class to the outgoing traffic for a vHBA. This system class de-
termines the quality of service for the outgoing traffic. The Fibre Channel QoS policy used in this deployment uses
default values and will be shared by all vHBAs.

Step 1. Click Select Policy under Fibre Channel QoS and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-FC-QoS-Policy).

Step 3. Do not change the default values on the Policy Details screen.

Step 4. Click Create to finish creating the Fibre Channel QoS policy.

Procedure 7. Create Fibre Channel Adapter Policy

A Fibre Channel adapter policy governs the host-side behavior of the adapter, including the way that the adapter
handles traffic. This validation uses the default values for the adapter policy, and the policy will be shared by all the
VvHBAs.

Step 1. Click Select Policy under Fibre Channel Adapter and in the pane on the right, click Create New.

Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-FC-Adapter).

Step 3. Under Fibre Channel Adapter Default Configuration, click Select Default Configuration.
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Step 4. Select VMWare and click Next.
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Step 5. Do not change the default values on the Policy Details screen.
Step 6. Click Create to finish creating the Fibre Channel adapter policy.
Step 7. Click Add to create vHBA FC-A.

Procedure 8. Create the vHBA for SAN B

Step 1. Click Add vHBA.
Step 2. For vHBA Type, choose fc-initiator from the drop-down list.

Procedure 9. Create the WWPN Pool for SAN B

The WWPN address pool has not been defined yet therefore a WWPN address pool for Fabric B will be defined.
This pool will also be used for the FC-NVMe vHBASs as well.

Step 1. Click Select Pool under WWPN Address Pool and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-WWPN-Pool-B).

Step 3. Provide the starting WWPN block address for SAN B and the size.

Note: As a best practice, some additional information is once again coded into the WWPN address pool for
ease of troubleshooting. For example, the address 20:00:00:25:B5:21:0B:00, 21 contains the rack ID and 0B
signifies SAN B.
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Step 4. Click Create to finish creating the WWPN pool.
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Step 5. Scroll down if needed to add the Slot ID, Switch ID (for example, A) and PCI Order from Table 15.

e Intersight o~ Infrastructure Service
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o UCS Server Profile Template

Placement

New Command Palette

Procedure 10. Create Fibre Channel Network Policy for SAN B

Note: In this deployment, VSAN 102 is used for vHBA FC-B.

Step 1. Scroll down within the Create SAN Connectivity Policy dialogue and click Select Policy under
Fibre Channel Network and in the pane on the right, click Create New.
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Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-FC-Network-SAN-B).
Step 3. Specify the VSAN ID for Fabric B (for example, 102).
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Step 4. Click Create.
Step 5. Select the Fibre Channel QoS Policy for SAN B. Click Select Policy under Fibre Channel QoS and

in the pane on the right, select the previously created QoS policy AA21-FC-QoS-Policy.

Step 6. Select the Fibre Channel Adapter Policy for SAN B. Click Select Policy under Fibre Channel
Adapter and in the pane on the right, select the previously created Adapter policy AA21-FC-Adapter-Policy.

Step 7. Click Add to add the vHBA FC-B.

Procedure 11. Create the FC-NVMe vHBASs

Note: To configure the FC-NVMe, two vHBAS, one for each fabric, must be added to the server profile
template. These vHBAs are in addition to the FC boot from SAN vHBAs, FC-A and FC-B.

Table 17. vHBA placement for NVMe-o-FC

FC-NVMe-A MLOM A 6

FC-NVMe-B MLOM B 7

Procedure 12. Configure vHBA FC-NVMe-A

Step 1. Click Add vHBA.

Step 2. Name the vHBA FC-NVMe-Fabric-A. For vHBA Type and choose fc-nvme-initiator from the
drop-down list.
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Step 3. Click Select Pool under WWPN Address Pool and in the pane on the right, select the previously
created pool AA21-WWPN-Pool-A.
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Step 4. With the Advanced option of Placement selected, scroll down if required to add the Slot ID,
Switch ID (for example, A), and PCI Order from Table 16.
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Step 5. Scroll down within the Create SAN Connectivity Policy dialogue and click Select Policy under

Fibre Channel Network and in the pane on the right, select the previously created policy for SAN A,
AA21-FC-Network-SAN-A.

Step 6. Click Select Policy under Fibre Channel QoS and in the pane on the right, select the previously
created QoS policy AA21-FC-QoS-Policy.

Procedure 13. Create FC-NVMe-lInitiator Fibre Channel Adapter Policy

A Fibre Channel adapter policy governs the host-side behavior of the adapter, including the way that the adapter
handles traffic. The FC-NVMe-Initiator Fibre Channel Adapter Policy is optimized for FC-NVMe.

Step 1. Click Select Policy under Fibre Channel Adapter and in the pane on the right, click Create New.
Step 2. Verify that the correct organization is selected from the drop-down list (for example, AA21) and
provide a name for the policy (for example, AA21-FC-NVMe-Initiator-Adapter-Policy).

Step 3. Under Fibre Channel Adapter Default Configuration, click Select Default Configuration.

Step 4. Select FCNVMelnitiator and click Next.
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Step 5. Do not change the default values on the Policy Details screen.
Step 6. Click Create to finish creating the Fibre Channel adapter policy.
Step 7. Click Add to create vHBA FC-NVMe-A.

Procedure 14. Configure vHBA FC-NVMe-Fabric-B

Step 1. Click Add vHBA.
Step 2. Name the vHBA FC-NVMe-B. For vHBA Type, select fc-nvme-initiator from the drop-down list.

Step 3. Click Select Pool under WWPN Address Pool and in the pane on the right, select the previously
created pool AA21-WWPN-Pool-B.
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Step 4. Under Advanced Placement, provide the slot ID, Switch ID (for example, B) and PCI Order from
Table 16.
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Step 5. Scroll down within the Create SAN Connectivity Policy dialogue and click Select Policy under

Fibre Channel Network and in the pane on the right, select the previously created policy for SAN B,
AA21-FC-Network-SAN-B.

Step 6. Click Select Policy under Fibre Channel Network and in the pane on the right, select the previously
created policy for SAN B, AA21-FC-Network-SAN-B.

Step 7. Click Select Policy under Fibre Channel QoS and in the pane on the right, select the previously
created QoS policy AA21-FC-QoS-Policy.

Step 8. Click Select Policy under Fibre Channel Adapter and in the pane on the right, select the previously
created Adapter policy AA21-FC-NVMe-Initiator-Adapter-Policy.

Step 9. Click Add to add the FC-NVMe vHBA.

Procedure 15. Verify and create all vHBAs

Step 1. Verify that all four vHBAs are added to the SAN connectivity policy.
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Step 2. Click Create to create the SAN connectivity policy with FC-NVMe support.

Procedure 16. Review Summary

Step 1. After the LAN connectivity policy and SAN connectivity policy have been created, click Next to
continue to the Summary screen.

Step 2. On the Summary screen, verify that the intended policies are mapped to the appropriate settings.
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Figure 4. Management Configuration
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Figure 5. Network Configuration
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Procedure 1. Derive Server Profiles

Step 1. From the Server profile template Summary screen, click Derive Profiles.

Note: This action can also be performed later by navigating to Templates, clicking “...” next to the template
name and selecting Derive Profiles.

Step 2. Under Server Assignment, select Assign Now and select Cisco UCS X210c M7 server(s). You can
select one or more servers depending on the number of profiles to be deployed. Optionally, provide a Model filter
in this screen to exclude additional connected servers as required.
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Click Next.
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Cisco Intersight will fill in the default information for the number of servers selected (4 in this case).

Adjust the fields as needed. It is recommended to use the server hostname for the Server Profile
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Step 5. Click Next.

Step 6. Verify the information and click Derive to create the Server Profile(s).

© 2024 Cisco and/or its affiliates. All rights reserved. Page 136 of 367



diea’ Intersight o*2 Infrastructure Service Q search

UCS Server Profile Templates > FC-Boot-FC-NVMe-Template

Overview
Derive
®  Analyze
~
3 o A © cenen Summary
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Servers @ Details
~ General
Chassis
© summary = x
emplate Name Organization
Fabric Interconnects FC-Boot-FC-NVMe-Template AA21
HyperFlex Clusters Target Platform
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©  Configure A
UCS Server Profiles
Profiles
Name Assigned Server Organization
Templates
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Pools aa21-esxi-3 AA21-6536-1-2
aa21-esxi-4 AA21-6536-1-3
New Command Palette Compute Management Storage Network
Configuration Configuration Configuration Configuration
Navigate Intersight with CtrieK or g _
10 Help > Command Paletto
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v
Loz [ oo
Step 7. In the Infrastructure Service > Configure > Profiles > UCS Server Profiles list, select the pro-

file(s) just created and click the ... at the top of the column and select Deploy. Click Deploy to confirm.

Step 8. Cisco Intersight will start deploying the server profile(s) and will take some time to apply all the
policies. Use the Requests tab at the top right-hand corner of the window to see the progress.

When the Server Profile(s) are deployed successfully, they will appear under the Server Profiles with the status of
OK.
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Tunneled KVM Setting within System

Additional settings within the System section of Intersight were mentioned during the Server Profile Template
creation process to fully enable Tunneled KVM.

If this is still needed, complete the following procedure.

Procedure 1. Tunneled KVM Setting

Step 1. Go to System > Settings > Security and Privacy and click Configure.
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Step 2. Turn on Allow Tunneled vKVM Launch and Allow Tunneled vKVM Configuration.

S Settings

Configure Security & Privacy Settings

- gt Faarte

Step 3. Click Save to apply the changes.
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Cisco MDS SAN Switch Configuration
This chapter contains the following:

Physical Connectivity

Base Configuration
Global Configuration on Both Switches

« Port and Port-Channel Configuration

o Configure Device Aliases and SAN Zoning

This section explains how to configure the Cisco MDS 9000s for use in the environment. The configuration de-
tailed in this section covers configuring Fibre Channel and FC-NVMe storage access.

Physical Connectivity

Follow the physical connectivity guidelines explained in the Physical Topology section.

Base Configuration

The following procedures describe how to configure the Cisco MDS switches for use in the Adaptive Solutions VSI
environment. This procedure assumes you are using the Cisco MDS 9124V with NX-0OS 9.3(2).

Procedure 1. Set up Cisco MDS 9124V A and 9124V B

Note: On initial boot and connection to the serial or console port of the switch, the NX-OS setup should
automatically start and attempt to enter Power on Auto Provisioning. Enter y to get to the System Admin
Account Setup.

Step 1. Configure the switch using the command line:

--—- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]: Enter

Enter the password for "admin": <password>
Confirm the password for "admin": <password>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter

Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name : <mds-A-hostname>

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]l: Enter
Mgmt0 IPv4 address : <mds-A-mgmtO-ip>

MgmtO IPv4 netmask : <mds-A-mgmtO-netmask>

Configure the default gateway? (yes/no) [y]: Enter
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IPv4 address of the default gateway : <mds-A-mgmtO-gw>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter

Number of rsa key bits <1024-2048> [1024]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Configure congestion/no credit drop for fc interfaces? (yes/no) [y]l: Enter
Enter the type of drop to configure congestion/no_credit drop? (con/no) [c]: Enter

Enter milliseconds in multiples of 10 for congestion-drop for logical-type edge
in range (<200-500>/default), where default is 500. [d]: Enter

Enable the http-server? (yes/no) [y]: Enter

Configure clock? (yes/no) [n]: Enter

Configure timezone? (yes/no) [n]: Enter

Configure summertime? (yes/no) [n]: Enter

Configure the ntp server? (yes/no) [n]: Enter

Configure default switchport interface state (shut/noshut) [shut]: Enter
Configure default switchport trunk mode (on/off/auto) [on]: auto
Configure default switchport port mode F (yes/no) [n]: y

Configure default zone policy (permit/deny) [deny]: Enter

Enable full zoneset distribution? (yes/no) [n]: y

Configure default zone mode (basic/enhanced) [basic]: Enter

Step 4. Review the configuration.

Would you like to edit the configuration? (yes/no) [n]: Enter
Use this configuration and save it? (yes/no) [y]: Enter

Step 5. To set up the initial configuration of the Cisco MDS B switch, repeat steps 1 and 2 with appropriate
host and IP address information.

Global Configuration on Both Switches

Procedure 1. Enable Features

Note: Run on both Cisco MDS 9124V A and Cisco MDS 9124V B Switches.

Step 1. Log in as admin.

Step 2. Run the following commands:

configure terminal
feature npiv
feature fport-channel-trunk

Procedure 2. Add NTP Servers and Local Time Configuration
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Note: Run on both Cisco MDS 9124V A and Cisco MDS 9124V B.

Step 1. From the global configuration mode, run the following command:

ntp server <ntp-server-ip>

clock timezone <timezone> <hour-offset> <minute-offset>

clock summer-time <timezone> <start-week> <start-day> <start-month> <start-time> <end-week> <end-day> <end-month>
<end-time> <offset-minutes>

Note: It is important to configure the network time so that logging time alignment, any backup schedules,
and SAN Analytics forwarding are correct. For more information on configuring the timezone and daylight

savings time or summer time, see Cisco MDS 9000 Series Fundamentals Configuration Guide, Release 9.x.
Sample clock commands for the United States Eastern timezone are:

clock timezone EST -5 0
clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60

Port and Port-Channel Configuration

Procedure 1. Configure Individual Ports on Cisco MDS 9124V A

Step 1. From the global configuration mode, run the following commands:

interface port-channellOl

channel mode active

switchport trunk allowed vsan <vsan-a-id for example, 101>
switchport description <ucs-domainname>-A
switchport speed 32000

no shutdown

|

interface fcl/1

switchport description <ucs-domainname>-A:1/35/1
channel-group 101 force

port-license acquire

no shutdown

|

interface fcl/2

switchport description <ucs-clustername>-A:1/35/2
channel-group 101 force

port-license acquire

no shutdown

|

interface fcl/3

switchport description <ucs-domainname>-A:1/35/3
channel-group 101 force

port-license acquire

no shutdown

|

interface fcl/4

switchport description <ucs-clustername>-A:1/35/4
channel-group 101 force

port-license acquire

no shutdown

|

interface fcl/5

switchport description <vsp-name>-0:la
switchport speed 32000

switchport trunk mode off

port-license acquire

no shutdown

|

interface fcl/6

switchport description <vsp-name>-0:1b
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switchport speed 32000

switchport trunk mode off

port-license acquire

no shutdown

|

interface fcl/7

switchport description <vsp-name>-1:2a
switchport speed 32000

switchport trunk mode off

port-license acquire

no shutdown

|

interface fcl/8

switchport description <vsp-name>-1:2b
switchport speed 32000

switchport trunk mode off

port-license acquire

no shutdown

Note: If VSAN trunking was not being configured for the port-channel connecting the Cisco UCS Fabric
Interconnects to the Cisco MDS switches, do not enter “switchport trunk allowed vsan <vsan-a-id>” for in-
terface port-channel101.

Procedure 2. Configure Individual Ports on Cisco MDS 9124V B

Step 1. From the global configuration mode, run the following commands:

interface port-channell02

channel mode active

switchport trunk allowed vsan <vsan-b-id for example, 102>
switchport description <ucs-domainname>-B
switchport speed 32000

no shutdown

|

interface fcl/1

switchport description <ucs-domainname>-B:1/35/1
channel-group 102 force

port-license acquire

no shutdown

|

interface fcl/2

switchport description <ucs-clustername>-B:1/35/2
channel-group 102 force

port-license acquire

no shutdown

|

interface fcl/3

switchport description <ucs—-domainname>-B:1/35/3
channel-group 102 force

port-license acquire

no shutdown

|

interface fcl/4

switchport description <ucs-clustername>-B:1/35/4
channel-group 102 force

port-license acquire

no shutdown

|

interface fcl/5

switchport description <vsp-name>-0:3a
switchport speed 32000

switchport trunk mode off

port-license acquire

no shutdown

|

interface fcl/6
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switchport description <vsp-name>-0:3b

switchport speed
switchport trunk

32000
mode off

port-license acquire

no shutdown
|

interface fcl/7

switchport description <vsp-name>-1:4a

switchport speed
switchport trunk

32000
mode off

port-license acquire

no shutdown
|

interface fcl/8

switchport description <vsp-name>-1:4b

switchport speed
switchport trunk

32000
mode off

port-license acquire

no shutdown

Note:

terface port-channel102.

Procedure 3. Create VSANs on Cisco MDS 9124V A

If the VSAN trunk was not being configured for the port-channel connecting the Cisco UCS Fabric
Interconnects to the Cisco MDS switches, do not enter “switchport trunk allowed vsan <vsan-b-id>” for in-

Step 1. From the global configuration mode, run the following commands:
vsan database

vsan <vsan-a-id>

vsan <vsan-a-id> name Fabric-A

exit

zone smart-zoning enable vsan <vsan-a-id>

vsan database

vsan <vsan-a-id> interface fcl/5

Traffic on fcl/5
vsan <vsan-a-id>
Traffic on fcl/6
vsan <vsan-a-id>
Traffic on fcl/7
vsan <vsan-a-id>
Traffic on fcl/8
vsan <vsan-a-id>
exit

may be impacted.

interface fcl/6

may be impacted.

interface fcl/7

may be impacted.

interface fcl/8

may be impacted.

Do you want
Do you want
Do you want

Do you want

interface port-channell0Ol

continue?

continue?

continue?

continue?

(y/n)
(y/n)
(y/n)

(y/n)

Procedure 4. Create VSANs on Cisco MDS 9124V B

Step 1. From the global configuration mode, run the following commands:
vsan database

vsan <vsan-b-id>

vsan <vsan-b-id> name Fabric-B

exit

zone smart-zoning enable vsan <vsan-b-id>

vsan database

vsan <vsan-b-id> interface fcl/5

Traffic on fcl/5
vsan <vsan-b-id>
Traffic on fcl/6
vsan <vsan-b-id>
Traffic on fcl/7
vsan <vsan-b-id>
Traffic on fcl/8
vsan <vsan-b-id>

may be impacted.

interface fcl/6

may be impacted.

interface fcl/7

may be impacted.

interface fcl/8

may be impacted.

Do you want
Do you want
Do you want

Do you want

interface port-channell02

continue?

continue?

continue?

continue?

(y/n)
(y/n)
(y/n)

(y/n)
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exit

Configure Device Aliases and SAN Zoning

Procedure 1. Gather Target and Initiator WWPNs

These procedures will gather the target and initiator WWPN information from the Hitachi VSP controllers and the
Server Profiles associated with the UCS X-Series servers.

Step 1. Go to Ops Center Administrator Dashboard > Storage Systems > [S/N of VSP listing]
&« =2 C A Notsecuro | mups//opsvm.adaptive-solutions.jocal 1/#/5torage-syste A m = & | . J_,/
HITACHI Ops Center Administrator Dashboard Jobs Monitoring 200
Dashboard torage
Storage Systems
W Summary
Capacity Alerts Data Protection Jobs Alerts Hardware Alerts
Alerts (0] 0% Subscribed Capacity Tier Breakdown Ters  Protecton  Savings
61,90 Tié Phyzcal Capacity © Diamond
0 ravnun (D
: @068 Thin Used Gold
9 3 0GE Thin Free Sehver
O sronze
(00 G8 Alocated to Pooks O Etaal B —
861,90 TiB Unailocated to Pocls O sos
+ @ & Actons.. =

O AA22-5600 192.168.168.20 VSP 5600 6190 T8 0.00GIB 0.00GIB 0% - 0
1 tems 0 selected show 200 v items )
Step 2. From the resulting view, click Ports.
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HITACHI Ops Center Administrator Dashboard Jobs Monitoring 200

Dashboard Storage Systems «

AA22-5600 | RO - 5

Data Protection Hardware Alerts
Alerts (0% Subscrives Cay

61 50 Ti8 Pryscal Capscy

Tier Breakdown Tiers | Procection  Savings
© Diamond

0 reom (D
@068 Thin Usea Soud
W0 GE MinFree Siver
O sronze

>
O externat ( )

DOoce

to Pools

cated to Pools

Last Refreshed: Oct §, 2023 4:41:35 PM

VSP 5600 1.66 TiB 192.168.168,20

90-09-21-00/00 0 AVAILABLE

0.00 G8

PARITY GROUPS PORTS HOST GROUPS/ISCSI TARGETS NVM SUBSYSTEMS

i s —y o M 4 fh 24 dh o

Step 3. Find and gather the WWN for each port connected to the MDS used for FC-SCSI or FC-NVMe
traffic.

< G Iy https/opsvm.adaptve-solutions.local #/storage-system 749/storage-port: m o= @ Q b
HITACHI Ops Center Administrator Dashboard Jobs Monitoring 200
Dashboard Storage Systems « 60749 F -

Ports & R

» summary
. scs
@ =

jo)

O cui-a 50:06:0E:80:08:ED0:40:00 Auto Fabric ON / Point-to-point No No Target
O s 50:06:0E:80:08:ED:4D:01 Auto Fabric ON / Point-to-point No No Target
O cau<c 50:06:0E:80:08:ED:4D:02 Auto Fabric ON / Point-to-point No No Target
O c2aA 50:06:0E:80:08:ED:40:10 Auto Fabric ON / Point-to-point No No Target
O s 50:06:0€:80:08:ED:4D:11 Auto Fabric ON / Point-to-point No No Target
O cac 50:06:0E:80:08:ED:4D:12 Auto Fabric ON / Point-to-point No No Target
O c3A 50:06:0E:80:08:ED:4D:20 Auto Fabric ON / Point-to-point No No Target
O ass 50:06:0E:80:08:ED:4D:21 Auto Fabric ON / Point-to-point No No Target
O a3c 50:06.0E:80:08:ED:4D:22 Auto Fabric ON / Point-to-point No No Target
O s 50:06:0€:80:08:ED:4D:30 Auto Fabric ON / Point-to-point No No Target
O ass 50:06:0E:80:08:ED:4D:31 Auto Fabric ON / Point-to-point No No Target
O asc 50:06:0E:80:08:ED:4D:32 Auto Fabric ON / Point-to-point No No Target
O casaA 50:06:0€:80:08:ED:4D:40 Auto Fabric ON / Point-to-point No No Target
O css 50:06:0E:80:08:ED:4D:41 Auto Fabric ON / Point-to-ooint No No Target
24 items 0 selected show 20 v Items n v

Step 4. Connect to Cisco Intersight to gather the initiator WWPN information for the servers.
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Step 5. Find the Server Profiles for each host by going to Infrastructure Service > Configure > Profiles >
UCS Server Profiles > <Desired Server Profile> > General > Configuration > Connectivity. The required
WWPNSs can be found under HBA Interfaces.

s Intersight

+ Server Profiles

o aa2l-esxi-1 ==

Cenarsl  Server Irventary

Chassia Details Configuration

Fabric interconnects ’
General  Identifiers
) o

Virtuakzaticn

aa2l-es-1

Integrated Systems Export  ditemsfound 10

- MAC Poos PEI Order SiotiD PCilink ~ SwichiD Fadover
et o MLOM 0 A o
R = UES Server (Fi-Attached) 1 MLOM o8 ot
©  Configurs B MLOM o A
— Fe-Boot-FE-HVMe-Templats . e o8 o
21 hours age
whEAs
Poos
Ewport  Afemsfond 10
Name WWPH ID WWPHN Pocls PCI Ordar SlotiD PCI Link Switch IO
FE-A EOD0:25BITOAD0 AZ1-WWPN 4 LM o A
Server Ausignment FCB F00D0:2585:210800 WPH B MLOM 0B
FC-HVMe-A  20:000 & MLOM o A

FO-HVMe-B  2000D0:2585:210801 v 7 MLOM 0B

Procedure 2. Create Device Aliases for Fabric A used to Create Zones

Step 1. From the global configuration mode of the Cisco MDS 9124V-A, run the following commands:

device-alias mode enhanced

device-alias database

device-alias name <vsp-name>-0-la pwwn <vsp-0:la-wwpn>
device-alias name <vsp-name>-1-2a pwwn <vsp-1l:2a-wwpn>
device-alias name <serverl-hostname> pwwn <serverl-wwpna>
device-alias name <server2-hostname> pwwn <server2-wwpna>
device-alias name <server3-hostname> pwwn <server3-wwpna>
device-alias name <server4-hostname> pwwn <server4-wwpna>
device-alias name <vsp-name>-0-lb-fc-nvme pwwn <vsp-0:lb-wwpn>
device-alias name <vsp-name>-1-2b-fc-nvme pwwn <vsp-0:2b-wwpn>
device-alias name <serverl>-fc-nvme pwwn <fc-nvme-serverl-wwpna>
device-alias name <server2>-fc-nvme pwwn <fc-nvme-server2-wwpna>
device-alias name <server3>-fc-nvme pwwn <fc-nvme-server3-wwpna>
device-alias name <server4>-fc-nvme pwwn <fc-nvme-server4-wwpna>

Step 2. Commit the device alias database changes:

device-alias commit

Procedure 3. Create Device Aliases for Fabric B used to Create Zones

Step 1. From the global configuration mode of the Cisco MDS 9124V-B, run the following commands:

device-alias mode enhanced
device-alias database
device-alias name <vsp-name>-0-3a pwwn <vsp-0:la-wwpn>
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device-alias name <vsp-name>-1-4a pwwn <vsp-1l:2a-wwpn>
device-alias name <serverl-hostname> pwwn <serverl-wwpnb>
device-alias name <server2-hostname> pwwn <server2-wwpnb>
device-alias name <server3-hostname> pwwn <server3-wwpnb>
device-alias name <server4-hostname> pwwn <server4d-wwpnb>
device-alias name <vsp-name>-0-3b-fc-nvme pwwn <vsp-0:1lb-wwpn>
device-alias name <vsp-name>-1l-4b-fc-nvme pwwn <vsp-0:2b-wwpn>
device-alias name <serverl>-fc-nvme pwwn <fc-nvme-serverl-wwpnb>
device-alias name <server2>-fc-nvme pwwn <fc-nvme-server2-wwpnb>
device-alias name <server3>-fc-nvme pwwn <fc-nvme-server3-wwpnb>
device-alias name <server4>-fc-nvme pwwn <fc-nvme-server4-wwpnb>

Step 2. Commit the device alias database changes:

device-alias commit

Procedure 4. Create Zones and Zonesets on Cisco MDS 9124V-A

Step 1. To create the required zones for FC on Fabric A, run the following commands:

configure terminal

zone name FC-<vsp-name> vsan <vsan-a-id>
member device-alias <serverl-hostname> init
member device-alias <server2-hostname> init
member device-alias <server3-hostname> init
member device-alias <server4-hostname> init
member device-alias <vsp-name>-0-la target
member device-alias <vsp-name>-1-2a target
exit

Step 2. To create the required zones for FC-NVMe on Fabric A, run the following commands:

zone name FC-NVMe-<vsp-name> vsan <vsan-a-id>
member device-alias <serverl>-fc-nvme init

member device-alias <server2>-fc-nvme init

member device-alias <server3>-fc-nvme init

member device-alias <server4>-fc-nvme init

member device-alias <vsp-name>-0-lb-fc-nvme target
member device-alias <vsp-name>-0-2b-fc-nvme target
exit

Step 3. To create the zoneset for the zone(s) defined earlier, run the following command:

zoneset name Fabric-A vsan <vsan-a-id>
member FCP-<vsp-name>

member FC-NVMe-<vsp-name>

exit

Step 4. Activate the zoneset:

zoneset activate name Fabric-A vsan <vsan-a-id>

Step 5. Save the configuration:

copy run start

Note: Because Smart Zoning is enabled, a single zone for each storage protocol (FCP and FC-NVMe) is
created with all host initiators and targets for the VSP ports instead of creating separate zones for each host.
If a new host is added, its initiator can simply be added to appropriate zone in each MDS switch and the
zoneset is reactivated.

Procedure 5. Create Zones and Zonesets on Cisco MDS 9124V-B

Step 1. To create the required zones and zoneset on Fabric B, run the following commands:
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configure terminal

zone name FC-<vsp-name> vsan <vsan-b-id>
member device-alias <serverl-hostname> init
member device-alias <server2-hostname> init
member device-alias <server3-hostname> init
member device-alias <server4-hostname> init
member device-alias <vsp-name>-0-3a target
member device-alias <vsp-name>-1-4a target
exit

Step 2. To create the required zones for FC-NVMe on Fabric B, run the following commands:

zone name FC-NVMe-<vsp-name> vsan <vsan-b-id>
member device-alias <serverl>-fc-nvme init

member device-alias <server2>-fc-nvme init

member device-alias <server3>-fc-nvme init

member device-alias <server4>-fc-nvme init

member device-alias <vsp-name>-0-3b-fc-nvme target
member device-alias <vsp-name>-0-4b-fc-nvme target
exit

Step 3. To create the zoneset for the zone(s) defined above, issue the following command:

zoneset name Fabric-B vsan <vsan-b-id>
member FC-<vsp-name>-B

member FC-NVMe-<vsp-name>-B

exit

Step 4. Activate the zoneset:

zoneset activate name Fabric-B vsan <vsan-b-id>

Step 5. Save the configuration:

‘copy run start
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Hitachi VSP Storage Configuration
This chapter contains the following:

« Hitachi Virtual Storage Platform Configuration for FC-SCSI

« Hitachi Storage Configuration for FC-NVMe

The following procedure explains the initial configuration for the Hitachi Virtual Storage Platform (VSP) storage.

Hitachi Virtual Storage Platform Configuration for FC-SCSI

Procedure 1. Initialize Parity Groups with Hitachi Ops Center Administrator

The configuration steps in this procedure assume that Parity Groups have already been created by Hitachi pro-
fessional services or from Hitachi Device Manager-Storage Navigator. To initialize Parity Groups from Hitachi Ops
Center Administrator, proceed with the following steps:

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, select Storage Sys-
tems.
HITACHI  Ops Contar Aommniswatod nrecs . “ : 10

Data Protection Alerts Hardware Alerts

/)

() 651% Subscribed Capacity Tier Breakdown Tlers  Protection  Savings
.m.w T8 Physical Capacity © Diamond |
© Platinum
(@ 358.97 GIB Thin Used 0 Gold
@ 40.89 I8 Thin Free Siiver
© Bronze
O external (
[0 41.24 T8 Aocated to Pools
8 20.65 TI& Unallocated to Pools O sos
Step 2. Select the respective Virtual Storage Platform S/N from the Storage Systems list.
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HITACHI Ops Center Administrator Dasnboard Jobs Monitoning
Dashboard Storage Systems «

Storage Systems

W summary

Data Protection Jobs Alerts Hardware Alerts
Alerts (0] 0% Sutscribed Capacity Tier Breakdown Tiees Promecton  Savings

85190 TiB Prysikal Capacty © Diamond

O #aonum (S
@0 68 Thin Used Gold
@ oGE Thin Free Silver

O sronze

O external { )
{30 G Aiocated o Poals

O sos : B

61,50 TiB Urallocated to Pooks

i

+ @ #2 Actions

NCOMPLETE HA ARRAY

| items 0 selected show 200 v ftems [ 1]

Step 3. Click the PARITY GROUPS icon under the selected storage system to view the Parity Groups.

100

HITACHI Ops Center Administrator Dashboard Jobs Monitoring

Dashboard Storage Systems « 60749
[/ RCAICR = 2

Data Protection Hardware Alerts

Alerts Tier Breakdown Tiers  Procecoon Sadngs

(Jon sussermea capsery

51 50 TiB Pryse

© Diamond

0 ranu (D

& @065 Thin Used it
N/ @0 GiE Thin Free Silver
O Bronze

O exemal

oG8 Allccated 1o Foals

(96150 TiB Unadocated to Poots

Last Refreshed: Oct 5, 2023 10:07:23 AM

192.168.168.20

AVAILABLE

o1
a PARITY GROUPS =] PoOLS i VOLUMES m PORTS I HOST GROUPS/ISCSI TARGETS I NVM SUBSYSTEMS

Step 4. Click any Parity Group ID that you want to initialize as parity for creating the boot volume pool.
From the Actions pane, click Initialize Parity Groups.
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HITACHI  Ops Center Administrator rshibaard Jabs Maniomg L840

Dashboard *  Storage Systems = GO743 Parity Groups =

Parity Groups &=

» summary

Arliom...

Initiahze Parity Groups

l HEK £ OTAL CAPACITY UNINITIALIZED
0 11 IN_USE RAIDG 60-2P S50 NVMe 1.90 TE T 3.00 MIB 0.00 GIB 1032 TIB - 1005
0 12 IN_USE RAIDS 6L1+2P 55D NVMe 1.90 TB 10.32TIB 3.00MIB 0.00 GIB 1032718 - 100%
13 UNINITIALIZED RAIDE 6[142P S50 NVME 1.90 TR 1032 TiR 10.32TIA £.00 GIR 0.00 GIB - o
O 1-4 UMNINITIALIZED RAIDE BD+2P 10.32 B mnazmna Q.00 GIBR 000 GIB - 04
(o] 13 UMIMITIALIZED RAIDD DD=2P 550 NVMe 1,90 TB 103218 m3zmns 0.00 GIB 0.00 GIs o
0 18 UNINITIALIZED RAIDG 60-2P S50 NvMe 190 T8 1032 TIB 103273 0.00 GIB 0.00 GIE o
Biterms 1 selected show 200~ ftems [ 1]

Step 5. Click OK.

Initialize Parity Groups Confirmation

1 parity grou srrent storage system will be

Note: Created Parity Groups initially have a status of UNINITIALIZED. Upon complete initialization, the status
should change into IN_USE.

Procedure 2. Create a Hitachi Dynamic Provisioning Pool for UCS Server Boot LDEVs from Hitachi Ops Center

Administrator

When creating a pool, select the basic option to leverage tiers of storage available on the VSP, following best
practices. By default, the basic option creates a Hitachi Dynamic Provisioning Pool.

For increased flexibility and if best practices are not essential, choose the advanced option. This enables you to
specify Parity Groups and define your pool types as either Tiered, Thin, or Snap.

Step 1. Log in to Hitachi Ops Center Administrator, and from the navigation pane, click Storage Sys-
tems to access the inventory of registered storage systems.
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HITAGHI Ot Chslar ADmn diat mbbaad

e Uentneg Lo
° -

[ &51% Subscribied Capacity Tier Breakdown Tiers  Protection  Savings
B &1.59 Tig Physkal Capacity © Dlamond
O Platinum
[ 358.97 GIB Thin Used O Gold
[ 408 TI Thin Free Siver
© Bronze
© External 3
O 41.24 T8 Allocated to Pools
.Jl’.l.l.'sﬁ Tig Unallocated to Pools o = n
Step 2. Click the S/N listing of the Storage System.
I HITACHI  Ops Center Agministrator Dasabrars Jevn WHnIng 200AM
l’—""'"' e Systerrs = ]
Storage Systems
W Summacy
”""‘:;::M“ D) 229 Sutucrites Capcty Tier Breakdown Tees  Proeaos  Seveg

B ¢1.90 10 Physca Capacky © dlamond

PREIEFI === ]
21435 G0 Thn Usee Gola
@041 TR TG Fres Sivws
O #rone
© ool
Divez 18 Ak
Wi 7100 O s2s

! Rems O selictes ;oW v v ftems 1]

Step 3. From the selected Storage Systems, click POOLS.
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280

Dashboare  Jobs  Menilaring

HITACHI  ©Ops Center Administrator

Dashboard ~  Storage Systems
AA22-5600 [ RZACR -5
Data Protection Hardware Alerts >
Alerts [ 325% subscribad Capasty Tier Breakdown Tiers | Prowscoon  Savigs
[l 61.50 N3 Physical Capacey © Diamond
O reinur (D
[ 212.29 Gi8 Thin Used Gold
2041 118 Thn Free Silver
O Bronze
O extenal  {_ )

[[J 20,62 T3 A%ocated 1o Fools
[ £1.27 T8 Unaliocat=d (o Poots

AA22.5600 Last Refreshed: Nov 16, 2023 2:02:51 AM
woDt oR
VSP 5600 192.168

AVAILABLE

0.00 GB

FORTS HOST GROUPS/ISCSI TARGETS NVM SUBSYSTENS

o= (mF] (B (MBI |

il s —

Step 4. Click the plus sign (+), to open the Create Pool window.

HITACHI Ops Center Administrator

Dashboard Storage Systems ~ 60749 Pools »

Pools

V¥ Summary

<+ W £ Actions..

Q_ | Create Storage Pool I

O D NAME TYPE ACTIVE FLASH
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Step 5. Enter the following details:

a. Enter POOL NAME as "UCS_Boot_Pool" (pool names can be any combination of alphanumeric
characters, hyphens, and underscores only. Initial hyphens are not allowed).

b. Click an available Tier to view the storage capacity and select the required capacity.

c. Review the high and low pool utilization thresholds. By default, the low utilization threshold is set
to 70%, and the high threshold is set to 80%. You can customize these thresholds to receive no-
tifications based on their specific environment requirements.

d. To specify over allocation, you can set the limit to Unlimited.
e. Click Submit.

HITACHI Ops Center Administrator Dashboard Jobs Monitoring

Dashboard Storage Systems - B0749 Pools - Create Pool

( E Create Pool

Advanced

Select capacity from Tiers to allocate to Pool
DIAMOND 0,00 GiB Available

0.00 GiB ~

PFLATINUM 10.32 TiB Awailable

10.32 TiE e

GOLD 0.00 GIB Availlable

0.00 GiB hd
SILVER 0.00 GIB Avallable

0.00 Gie v

TIB (100.00 %)

BRONZE 0,00 GiB Available

0.00 GIB hd

UTILIZATION THRESHOLD (LOW) % UTILIZATION THRESHOLD (HIGH) % SUBSCRIPTION LIMIT
70 20 & Unlimited

If this threshold is exceeded, snapshots
will be disabled to ensure there is
enough capacity for user data

Cancel m
Procedure 3. Create FC-SCSI Servers from Hitachi Ops Center Administrator

Hitachi Ops Center Administrator supports provisioning storage from logical containers known as servers. These
servers that host Cisco UCS server WWNs and the server IP. After Cisco UCS servers are onboarded in Ops
Center Administrator, BOOT LDEVs can be provisioned using servers. Proceed with the following steps to create
servers from Ops Center Administrator.

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, click Servers.
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HITACHI Ops Center Administrator Dashboard Jabs Maonitoring L oo

Data Protection Alerts Jobs Alerts Hardware Alerts

[j 0% Subscribed Capacity
@ 61.50 TIE Physical Capacity

Tier Breakdown Tlers | Protection  Savings

At

© Dpiamond {

© PFlatinum
@oais Thin Used Gold
o GiE Thin Free Silver
© Bronze . )]
© External ( j
o cip Allocated to Pocls .
5150 TiB Unallocated to Poals O sos \ I
Step 2. Click the plus sign (+) to open the Add Server window.
HITACHI Ops Center Administrator Dashboard Jobs Monitoring
Dashboard Servers -
Servers
P summary

ﬁ &  Actions...
Q

SERVER MAME IF ADDRESS L WWNSISCS] INITIATO...  HOST NQN 05 TYP VOLUME COUNT REFLICATION TYPE

Step 3. Click the plus sign (+) under the Fibre Servers and enter the following server information.
a. SERVER NAME
b. DESCRIPTION
c. IP ADDRESS
d. WWN LIST: Fabric A and Fabric B WWNs of the Cisco UCS Servers

e. OS TYPE: Select the OS TYPE as VMWARE EX.
Step 4. Click Submit to add the server.
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HITACHI| ©Ops Center Administrator Dashbeard Jobs Manitoring

Dashboard Servers - Add Servers

< E Add Servers

SERVER NAME DESCRIPTION IP ADDRESS OS TYPE
UCS_ESXi_2 Jescription 10.1.168.112 VMWARE EX ~
WWN x
20:00:00:25:05:21:0a:02, 20:00:00:25:b5:21:00:02
WWN USER-DEFINED NAMES
Hba_A, Hba_B
FC-NWMe Servers
Step 5. Repeat Step 1 through Step 4 for any additional Cisco UCS servers. Upon completion, you can
expect the following representation of Cisco UCS servers.
HITACHI | Ops Center Administrator Dashboard Jubs Ionitaring 1400
Dashbaare SCrvers -
Servers Lo
P summary
W & Actions. =

VOLUME EBUNT REPLICATION TYPE ATORAGE SYSTEM ID

UCS_ESXi_1 10.1.168.111 Fibre VNWARE EX

UCS_ESKi_2 10.1.168.112 Fibre VNWARE EX

WNWARE EX

UCS_ESXi_3 10.1.168.113 Fibre

C 000

— UCS_ESKi_4 10.1.168.114 Fibre 20:00:00:25:B5:21:0A06{Hba_... - WNWARE EX

Aitemns 0 selected show 200 ~ items n

Procedure 4. Create FC-SCSI Server Groups from Ops Center Administrator

The Server Groups are created to manage multiple servers and attach volumes using a single workflow.

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, click Servers.
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Hardware Alerts

Data Protection Alerts Jobs Alerts

o \ @

&

[J 0% subscribed Capacity Tier Breakdown Tlers | Protection Savings
@ 61.90 TIE Physical Capacity O Diamond ( A
O Platinum
@0 Gik Thin Used EalE
0GB Thin Free Silver
0 Bronze . J
o External ( j
o Gi Allocated to Pools .
B 51.50 Tik Unallocated to Pools O sbs \ :
Step 2. Select Server Groups. Click the plus sign (+) icon to open the Add Server Group wizard.
Servers Lo
P summary
||| &  Actions... =

Q,

Step 3. In the Add Server Group wizard, enter the SERVER GROUP NAME (for exam-
ple,VSI_UCS_Cluster_1) and select the Cisco UCS servers that are going to be added to the server group. Click
Add to move the selected servers from AVAILABLE SERVERS to ASSIGNED SERVERS.
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HITACHI 0Ops Center Administrator Dashboard Jobs Moniterng

Dasnboard Server G'CJF’. Add Server Group
2
< k8 Add Server Group

SERVER GROUP NAME
WSI_UCS_Cluster_1

DESCRIPTION [OPTIONAL)

AVAILABLE SERVERS ASSIGNED SERVERS

UCs_EsX_1 10.1.168.111 Fiore VMWARE EX

10.1.168.112 Finre WRWARE EX

LICS_FSXi_3 10.1.168.113 Fiore VMWARE EX

@ UCS_ESYi4 10.1.168.114 Fibre VIMWARE EX
4items 4 selected show 200w items

< Remaove
Cancel SHBMIn i,
Step 4. Click Submit.
HITACHI ©Ops Center Administrator Dashboard Jobs Menitering
Dashboard © Server Groups © Add Server Group
-
&2 Add Server Group
SERVER GROUP NAME
VSI_UC5_Cluster_1
DESCRIPTION (OPTIONAL)
ript
AVAILABLE SERVERS ASSIGNED SERVERS
SERVER NAME IF ADDRESS PROTOCOL
QO  UCs_ESKH_T 10.1.168.111 Fibre VMWARE EX
Oiterns 0 selected W v Items n O ucs_EsX2 10.1,168,112 Fibre VMWARE EX
Q  UCsEsX_3 10.1,168.113 Fibre VMWARE EX
0O UCSESK 4 10.1.168.114 Fibre VMWARE EX
Add >
< Remove

L) -.

The Server Group (VSI_UCS_Cluster_1) was created and you can find it along with the Server Group ID.
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HITACHI | Cps Center Administrator Dashboard Jobs Momniloring

Dashboard Servers -

Servers

P summary

Servers

4+ @ & acions.

SERVER COUNT

2 2 VSI_LICS_Cluster_1 4

After your server group is created, you can expect the following representation:

HITACHI | ops Canter Administratar Dashbeard Jobe sonitoring - o)
Dashboard Server Groups © 2
| VSI_UCS_Cluster_1 | e
P Surnimary

REPLICATION TYR:

== 10.1.158,111 3 60749
o] — UEs_Es_2 AESRECREFS 3 — [SPE]
[s] — UCs_ESKi 3 10.1.168.113 3 — E0749
(o] UICS_ESKI_4 101,168,114 3 60749

41ems 0 selected

RS [

Procedure 5. Allocate Boot LUNs to UCS Servers from Hitachi Ops Center Administrator with Multiple LDEV

paths

When allocating Boot LUNSs to the Cisco UCS servers, the allocation will be executed on a per-server basis using
the Servers logical container.

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, click Servers.
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Data Protection Alerts Jobs Alerts

Hardware Alerts

\ 4

[J o subscribed Capacity Tier Breakdown Tlers  Protection Savings
@ 51.90 TIB Physical Capacity © Diamond ( N
© Platinum
[0 siB Thin Used (St
o Gle Thin Free Silver
o Bronze . )
O External (. )
o GiB Allocated to Pools .
5190 TiB Unallocated to Pools O sos \ :
Step 2. Select the Server ID.
Step 3. From the Actions tab, click Attach Volumes and select Create, Attach, and Protect Volumes
with Local Replication.
HITACHI Ops Center Agministratar Crasnboan Jobs Monftoning i@
Servers Lo
P summary
Serer Groups

+ W & mcvons

Siterns 1 selected show 00 w [tems 1]

Step 4. Configure volumes for the specified Storage System. To add the volumes to UCS ESXi servers
complete the following steps:

a. Verify that the required STORAGE SYSTEM is selected.
b. Select the NUMBER OF VOLUMES as 1.

c. Enter the VOLUME LABEL (for example, ESXi1_Boot_Vol).
d. Enter the volume SIZE (for example, 32 GiB).
e. Select the volume unit as GiB.

f. Select the POOL TYPE as Thin.
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TIERING POLICY

Step 5. Click Next to continue.
HITACHI Ops Center Administrator Dashboard Jobs Manitoring
Dashboard Servers = Create, Attach and Protect Volumes with Local Replication
< Create, Attach and Protect Volumes
VOLUME LABEL LABEL SUFFIX NUMBER OF VOLUMES SIZE
ES¥Xi1_Boot Vol e 1 ES
(60745} i I I I
VOLUME ID/RANGE VIRTUAL ID/RANGE
Aulo = From - | Te Aulo -
651 17 TIB /
POOL TYFE FOOL TIER POOL
[Thh -] [Platinum -] [UCS Boot_Pooi(1030TIE/. A

CAPACITY SAVING

Mo VsM Selected (Default Meta Resiv Ne -

the virtual LDEV 1Ds with the physical LDEV |

VOLUME LABEL LABEL SUFFIX
ESxi1_Boot_Vol

VOLUME ID/RANGE

Autg -
POOL TYPE POOL TIER
Thin = Platinum =

CAPACITY SAVING
Mo -

Step 6. Select the following parameters:

a. Setthe HOST MODE to VMWARE EX.

@ set "Auto" for the Virtual ID/Range field ifgou want Ops Center Administrator to attempt to match
s.

NUMSER OF VOLUMES
1
VIRTUAL ID/RANGE

Auta -
FOOL

UCS_Boot_Pocl(10.20 TiB/0.x

SIZE b4
32 GiE -

TIERING POLICY

Canes) -

b. Select HOST MODE OPTION 63 (VAAI) Support option for vStorage APls based on T10 stand-

ards.

c. Specify the HOST GROUP NAME; for VSI deployments in the context of this document, the no-
menclature VSI_x210_M7_xx is used, where xx is the ESXi server ID.

d. Set MANDATE LUN ALIGNMENT as Yes; this option determines whether to assign the same LUN
number to multiple servers for a volume. If Yes is specified, the same LUN number is always as-

signed.
e. Set AUTO CREATE ZONE as No.
f. Click Next.
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HITACHI Ops Center Administrator

Dashboard Jobs Monitoring
Dashboard Servers v Create, Attach and Protect Volumes with Local Replicatio
< Create, Attach and Protect Volumes

View Proposed Volume ID Selection
(60749)

NUMBER OF VOL LABEL LABEL SUFFIX

POOL TYPE

VMWARE EX v

1 ESXi1_Boot Vol — 32.00 GiB Thin Platinum UCS_Boot_Po...
63 - (VAAI) Support option for vStor

VSI_x210_M7_01

Cancel

Step 7. In the Path Settings step, you can view servers and their WWNSs, along with ports on the storage

system and map based on initial zoning configurations. To create a path, click the Cisco UCS server WWNs and
click the respective VSP Ports to which it is zoned.

Step 8. You can expect the following representation of the mapping after Path Settings are completed for
a single ESXi host. Upon confirming the paths, click Next to view options for protecting volumes.
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<« O A Notsecure | https:;//opsvm.adaptive-solutions.local:20961/#/hosts/create-and-attach-volumes Q A o M &= @
HITACHI Ops Center Administrator Jobs N
Dashhoard Servers « Create, Attach and Protect Volumes with Local Replication
< Create, Attach and Protect Volumes
-
Existing
swhvew -
ervers 4 Target Storage Port

UCS ESXi 1 (VMWARE EX)

20:00:0025:85:21:0:00(Hba_Ay O LA @

20:00:00:25:85:21:08:00(Hba_g) O [EREEY

Step 9. Select None and click Next.
HITACHI Ops Center Administrator Dashboard Jobs Monitoring L0
Dashboard SEervers = Create, Attach and Protect Volumes with Local Replication

< Create, Attach and Protect Volumes

1. Create Volumes 2. Attach Settings 3. Path Settings 4, Protect Volumes

REPLICATION TYPE

VOLUMES
NUMBER OF VOLUMES LABEL LABEL SUFFIX SIZE POOL TYPE TIER POOL
1 ESXi1_Boot_Vol — 32.00 GiB Thin Platinum UCs _Boot_Pool(1...
e e [ e | s -
Step 10. View the displayed Operation Plan, confirm the settings. For boot LUNs confirm that LUN ID O is

assigned, if LUN ID 0 is not automatically selected, click LUN Settings. If LUN ID 0 is already assigned, go to step
12.
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< Create, Attach and Protect Volumes

1. Create Volumes 2. Attach Settings 3. Path Settings 4. Protect Volumes 5. Operation Plan
Host Group Name VSI_x210_M7_01
Mandate LUN Alignment Yes
Auto Create Zone No
Mandate Using Displayed Volume IDs No

Create Paths

Planned Path Configuration

Step 11. From the LUN settings window, using the FROM the drop-down list, select 0, and click OK.
LUN Settings
LUN Range Assignment
NUMBER OF VOLUMES LABEL LABEL SUFFIX FROM TO
1 ESXi1_Boot_Vol — 0 v Auto w
Cancel -
Step 12. Review the Operation plan. Click Submit.
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HITACHI | Ops Center Administraton Dashbaard Jobs MonEaning
Dashioard Sarvers - Create, Artach and Protect Volumes with Local Replication
< Create, Attach and Protect Volumes

elecled Server

sERvER 1D SERVER NAME SERVER IF ADDRESS s TeRE VOLUME COUNT REPLICATION TYPE

UCS ESX_1

Storage System {60743

Virtual Storage Machine —

st Mode Options
Hemst Group Hame
LUN Alignment
Auto Create Zone

landate Using Displayed Volume IDs

Step 13. Repeat Steps 1 through 12 for any additional Cisco UCS servers.

Procedure 6. Edit Host Groups from Ops Center Administrator for Fabric A and Fabric B Representation

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane select Servers.
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HITACHI Ops Center Administrator Dashboard Jabs Monitoring

Data Protection Alerts Jobs Alerts Hardware Alerts

[J 0% subscribed Capacity Tier Breakdown Tlers  Protection Savings
B 51.90 TIB Physical Capacity O Diamond .\ ~
© Platinum
[0 GiB Thin Used Gold
o GiE Thin Free Silver
O Bronze

o External ( j
O sbs

o Gie Allocated to Pools

B 51.90 TiE Unallocated to Pools

Step 2. Click the Server ID for UCS_ESXi_1 as shown in the following figure:

HITACHI | Ops Cemer Administrator Dashhnard Jobs Winitoring
Dashboad

Servers

W Summary

_ BRI

+ @ &£ Ao

Q

0

O

O —_ Me_E5xi —_ N, 2014-08.com.vmwear. 2 — BOTAS

O = u Mele 25312 - 141-0B. 0, YT z = BOTAS

o - - FC-MVME G, 2014-08, COm, VT, 2 — 0749

o — = FCHWME NOALINTA-0R. M uTIAET...  VMWARS EX z — 60749

& mems 1 selected show 20 v ftems

Step 3. Expand the Volume ID of the Boot volume created. Click the Edit pencil icon to edit CL1-A.
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HITACHI | Ops Canter Adminsinator Dashocard Jobz Montaring -

Dashbeerd Servers -

Server 2 o2 B

W Summary

il Protectivn Alerls SERVER NAME IP ADDRESS CAPACITY (THIN USED / TOTALI W
B | s ES0 LCEREETIN 261,50 GiE 1002 TE OO0 E 21 DA
FROTOCOL BESERIPTION : 20 Ha_B)
Fibre = THIN EREE
LS TB
Fiter -
S BB CRE LD =

4selected Loaded all 4 items.

-4 20002505 21 DA 8 WE_a2 10 M7, Preferred 4
d-a 200070025 B 210400 63 WEL_210_M7_0 Preferred &
(=7 2002 B 210800 B3 WEL_K210_MZ_0T Freferred &
=) 2000:00:25 E5 2120800 63 WEI_x210_M7_01 Fraferred Fd
@ R [DCE00E0E) EOTES BOT4S Compressicn, M. Mermal - Ho Deduplicatan an..  S00TIE 347.51 GR 18%
B {00005 60749 BOT4D Compressicn, M. Normal = He Deguplicaton an.. 3 i 10.50 Gib %
@ 24 ELE 24 [DEUCETE) Bl [ = VoL Hormal = o He 26,88 b Ab.88 B 100

Step 4. In the HOST GROUP NAME text box, update the host group name to include Fabric A. In the spe-
cific context outlined in this document, CL1-A for UCS_ESXi_1 is assigned VSI_x210_M7_01_Fab_A as the host
group name. Click Submit.

HITACHI Ops Center Administrator Dashboard Jobs Monitoring

Dashboard Storage Systems = 60749 Haost Groups = CL1-A-1 Edit Host Group
< ¢h Edit Host Group

HOST GROUP NAME
| vsix210.7_01_Fab_a |

HOST MODE
VIMWARE EX hd

HOST MODE OPTIONS

63 - (VAAl) Support optlon for vStorage APIs based on T10 standards

PREFERRED PATH

Non Preferred

cancel m

Step 5. Repeat Step 2 through Step 4 for the remaining ports where CL2-A is Fabric A, CL3-A is Fabric B,
and CL4- A is Fabric B. When completed, you can expect to see the following:

Famn wan [ HGET Wank HONT WOSY GETIENL HORT MG HAME

Ot-4 20002505 210400 a WHIWERE EX 61 W2 10N _01_Fab_A
A S000:00:25: B5 2120800 a NMWSREE X LE Wo_x210_M7_01_Fab_ A
C3-A SO0 5 BA 2 10800 a WRIMARE EX B3 W52 10_MF_01_Fak_B
Can 200020025 E3Z 120800 a VMWMARE EX 63 WEI_KZ10_M7_01_Fak E

Procedure 7. Create a Hitachi Dynamic Provisioning Pool for FC-SCSI VMFS LDEVs for UCS Servers
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When creating a pool, use the basic option to leverage tiers of storage available on the VSP, following best
practices. By default, the basic option creates a Hitachi Dynamic Provisioning Pool.

For increased flexibility and if best practices are not essential, choose advanced option. This enables you to select
specific Parity Groups and define your pool types as either Tiered, Thin, or Snap.

Step 1. Log in to Hitachi Ops Center Administrator. In the Dashboard, click Storage Systems to access
the inventory of registered storage systems.

HITACHI  Ops Conter Aomniswato hoos ¢ “ : 10

Data Protection Alerts Hardware Alerts

(D) 651% Subscribed Capacity Tier Breakdown Tlers  Protection  Savings
.61.‘3(1 T8 Physical Capacity © Diamond |
© Platinum
B 358.97 GIB Thin Used " Gold
8 40.89 I8 Thin Free Siiver
© Bronze
O external | )
[0 41.24 T8 Allocated to Pools
O sos
8 20.65 TI& Unallocated to Pools
.
Step 2. Click the S/N listing of the Storage System.
I HITACHI  Ops Center Administrator Dasaboars Jevn MOBRING 2004
[oerees=s e syt ]

Storage Systems

W surnmacy

Data Protection
Nerts () 229 Sutrscr s Capecty

61070 Physcal Capacky

Tier Breakdown Ters | Precaros Svngr
O diamond

0 rieoum (D

21435 G0 Thn Usee
@041 TR TR Free

! Rems O selicted ;oW 0 v ftems 1]

Step 3. From the Storage Systems, click Pools.
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Step 4. Click the plus sign (+) to open the Create Pool window.

HITACHI Ops Center Administrator

Dashboard Storage Systems ~

Pools

¥ Summary

60749

il & Actions..

+
Q_ | Create Storage Pool l

O NAME
(@) UCS_Boot_Pool
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Step 5. Enter the following details:

a. For the POOL NAME enter UCS_Application_Pool (Pool names can be any combination of al-
phanumeric characters, hyphens, and underscores only. Initial hyphens are not allowed).

b. Click an available Tier to view the storage capacity and select the required capacity.

c. Review the high and low pool utilization thresholds. By default, the low utilization capacity is set
to 70%, and high threshold is set to 80%. You can customize thresholds to receive notifications
based on their specific environment requirements.

d. To specify over allocation, you can set the limit to Unlimited.
e. Click Submit.

HITACHI 0Cps Center Administrator Dashboard Jobs Manitaring
Dashboard Storage Systems - 60749 Paols - Create Pool
-
< = Create Pool
Advanced
Select capacity from Tiers to allocate  Poo
UCS_ Application_Pool DIAMOND 0.00 GIE Available
0.00 GiB -
PLATINUM 10.32 TiB Available
1032 TiB hd
GOLD 0.00 GIB Avallable
0.00 GIB hd
SILVER 0.00 GIB Avallable
TIB {100.00 %)
0.0D GiB b4
BROMZE 0.00 GIE Available
0.00 GIB hd
UTILIZATION THRESHOLD (LOW) % UTILIZATION THRESHOLD (HIGH) % SUBSCRIPTION LIMIT
70 80 Unlimited

If this thresheld is exceeded, snapshots
will be disabled to ensure there is
enough capacity for user data.

cancel m

Procedure 8. Allocate FC-SCSI Shared VMFS LDEV and Adding LDEV Paths from Server Groups

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, select Servers.
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Data Protection Alerts

Hardware Alerts
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Do subscribed capacity Tier Breakdown Tlers  Protection  Savings
@ 61.90 TIE Physical Capacity © Diamond ( v
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@0 Gi6 Thin Used Gold
o Gie Thin Free Silver
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O external )
D 0 GIB Allocated to Poois , N
8 51.90 TiB Unallocated to Pools O sbs “
Step 2. From the Servers tab, select Server Groups, and then select a SERVER GROUP ID. Under the

Actions, pane select, Attach Volumes, and then click Create, Attach and Protect Volumes with Local Replica-
tion.

HITACHI | Ops Center Administrator Dashboard Jobs Man#oring
Dashboard
Servers
P summary
.
+ @ 2| Aciore.

Attach volumes »

Step 3. Configure volumes for the specified Storage System. You can switch to another Storage System
using the Storage System drop-down list. To allocate LDEVs for use as VMFS datastores:

a. For the VOLUME LABEL enter VSI-VMFS-DS.
b. Select the NUMBER OF VOLUMES.

c. Enter the Volume SIZE and select the volume unit: GiB, TiB, or Blocks.
d. Select the POOL TYPE as Thin.
e. For a Thin pool, select the POOL TIER: Diamond, Platinum, Gold, Silver, or Bronze.

f. By default, the POOL is auto selected. Verify that the chosen POOL is the
“UCS_Application_Pool’ for provisioning VMFS datastores.

Click the plus sign (+) to verify volume settings.
Click Next.
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< Create, Attach and Protect Volumes

VOLUME LABEL LABEL SUFFIX NUMBER OF VOLUMES N

AA22-5600 (60749) v

VOLUME ID/RANGE VIRTUAL ID/RANGE
16% (10.13 TiB / 61.90 TiB) ool g Ao;y
: X | 2 |
POOL TYPE POOL TIER TIERING POLICY
— [ ]- [Fiatinum 4| ucs_Appiication_Pooi1031x. |

CAPACITY SAVING
No VSM Selected (Default Meta Resot v [C‘?dupllw:c!\ and Compresa. |

@ Set "Auto” for the Virtual ID/Range field if you want Ops Center Administrator to attempt to match the
For servers or server groups that have virtual LDEV IDs with the physical LDEV IDs.

mis-matched Host Modes or Host Mode
Options, please use the "Attach Like

VOLUME LABEL LABEL SUFFIX NUMBER OF VOLUMES size X
ns” fi prver's ~ ~ ~ -

Volume 1ction from the server VSI-VMES-DS 2 - N8 -
volume inventory, in order to
prepopulate paths properly. VOLUME ID/RANGE VIRTUAL ID/RANGE

Auto ~ & Auto ~

POOL TYPE POOL TIER POOL TIERING POLICY

Thin - Platinum *  UCS_Application_PooX10.31 Ti.x

CAPACITY SAVING

Deduplication and Compression v

Cancel

Step 4. The HOST MODE and HOST MODE OPTIONS should be selected as follows:
a. HOST MODE: VMWARE EX.
b. HOST MODE OPTIONS: 63 (VAAI) Support option for vStorage APIs based on T10 standards.

c. Select MANDATE LUN ALIGNMENT as Yes; this option determines whether to assign the same
LUN number to multiple servers for a volume. If Yes is specified, the same LUN number is always

assigned.
d. Set AUTO CREATE ZONE as No.
Step 5. Click Next to explore options for creating and editing LUN paths.
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Dashboard Servers - Create, Attach and Protect Volumes with Local Replicatior

( Create, Attach and Protect Volumes

View Proposed Volume ID Selection
(60749)

LABFL SUFFIX 217! POOL TYPE

VIMWARE EX hd

WVSI-VMES-DS — 5.00TIB Thin Platinum UCS_Application...

Step 6. On the Path Settings pane, you need to click the respective server WWNs and map them to the
VSP storage ports as based on MDS zoning. When completed, you can expect to see the following:

HITAGHI  Ops Contar Admirisirstor Dashboard  Jobs  Monoring

Dashboard © Servers -

Create, Attach and Protect Volumes

UCS_ESXI_T [VIIWARE EX]

UCS_ESXI 2 [VIIWARE EX] cLu-cl

UICS_ESXI 3 (VIIWARE EX) Ll

LICS_ESXI_4 (VMWARE EX) [{E8d )

Step 7. For the REPLICATION TYPE select None and click Next.
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< Create, Attach and Protect Volumes

REPLICATION TYPE
el _

VOLUMES

NUMBER OF VOLUMES LABEL SUFFIX

2 VSI-VMFS-DS 5.00 TIiB Thin Platinurm ucs_Application_P

L ﬂ

Step 8. If required to modify the LUN ID, click LUN settings. If LUN ID is correct skip to Step 10.
< Create, Attach and Protect Volumes

Host Group Name VS|_x210_M7_01

Mandate LUN Alignment Yes

Auto Create Zone No

Mandate Using Displayed Volume IDs No

Create Paths

Planned Path Configuration

Step 9. From the LUN settings window, choose the appropriate LUN ID using the FROM drop-down list,
click OK.
Step 10. Verify the operation plan and click Submit.
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< Create, Attach and Protect Volumes

Hitachi Storage Configuration for FC-NVMe

Procedure 1. Configure Fibre Channel Ports on Hitachi Virtual Storage Platform from Ops Center Administrator

for FC-NVMe

Note: This procedure must be completed before provisioning the FC-NVMe VMFS datastore.

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, select Storage Sys-
tems.
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[0 651% Subscribed Capacity Tier Breakdown Tiers  Protection  Savings
@ 61.90 118 Physkal Capacity © Diamond
© Platinum
358.97 GIB Thin Used Gold
@ 10.89 Ti8 Thin Free Sitver
© Bronze
O external (_ )
[0 41.2a 118 Allocated to Pools
- O sos
0 20.65 T8 Unatiocated to Pools |

Step 2. Click the S/N listing for the Storage System.

HITACHI | Ops Center Administrator Dasnboard Jobs Monitoring 2504

I Dashbeard torage Systems = I

Storage Systems

W Summary

Data Frotection
Alerts

laby Aderts

[[)225% Subscrited Capaciy Tier Breakdewn Ters.  Procoction  Sawings

85150 TiB Physkal Capacity © Diamond
O rizerum (D
321239 ©B Thin Useo o
041 TR Thin Free Sitver
O sronze
O external
2052 18 Allccated Lo Pools
O sos

4127 TB Unaloated 10 Prols

THIN US INCOMPLETE HA ARRAY MICRATION TASK COUNT

168.20 VSP 5600 €1.50TIB 2041718 21433 GIB 0% - 0

fel O

t Items O selected show 20 v ftems 1]

Step 3. Select Fibre Channel Port (for example, CL1-B). Click the Edit sign icon.

HITACHI | Ops Center Administrator Diashhoard Johs Manitoring L4a0

Dashboard Storage Systems - 60749 Ports -
Ports i &
P summary
iSCsl

NvMe

i

,U||

wwn SPEED ABRIC, € SECURITY vEM poRT ATTRIBUTE

50:06:0E:80:08:E0:A0:01 Auto Fabre OM / Point-to-point No Mo Target
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Step 4. Select NVMe Mode and Disable Security and verify that the port attribute is Target. Click OK.

Note: For the VSP E1090 systems, you are not required to modify port attributes.

<« O A Notsecure | heps//opsvm adaptive-solutions.local:20961/#/storage- systems/60749/storage-ports a A iy m = & % @

Edit Fibre Port

Modify port settings for the 1 selected ports to:

SCSI Mode

4

I Targst

Step 5. Repeat Step 1 through Step 4 for the remaining Fibre ports CL2-B, CL3-B, and CL4-B.

After all the ports are configured, you can expect the following representation:

HITACHI Ops Center Administratar Dashbzard Jobs Monitaring F AN - i)

Dashboard Storsge Systams = 0745 Ports -

P summary

el _

FABRIC. CONNECTION TYPE ATTRIBUTE

S0:06:0E:R0:08:ED:4D:01 Auto Fabric ON / Point-te-paoint No Mo Target

1BOEEDD:] 1 Auto Fabric OM / Point-to-point Mo No Target

S0:06; OEEDAD2Y Auto Fabnic ON / Poantto-point No Mo Target
S0:06:0F:80:08:E0:40:31 Auln Fatiric QN / Poant-to-point Nor Mo Target
4items 0 selected show 200w items n

Procedure 2. Initialize Parity Groups from Ops Center Administrator for FC-NVMe

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, select Storage Sys-
tems.
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() 651% Subscribed Capacity Tier Breakdown Tiers  Protection  Savings
@ 61.50 118 Physial Capacity © Diamond
© Platinum
8 358.97 GIB Thin Used "4 Gold
8 40.89 T8 Thin Free Sitver
© Bronze
O external )
[0 41.24 T8 Aliocated to Pools
i 20.65 I8 Unaliocated to Pools O sos <
Step 2. Click the S/N listing of the Storage System.
I HITACHI  Ops Center Agministrator Casabsars Jeva ManIINng 2004
l’—""'"' e Systerrs = ]

Storage Systems

W surnmacy

Data Protection

Alorts Tier Breakdown Tees  Precwroe  Sevegr
O dismond
PREIEFI === ]
821435 0B Thin Usee Goia
@041 TR TG Fres Sitve

! Rems O selictes ;oW v v ftems 1]

Step 3. Click the PARITY GROUPS icon, under the selected storage system, to view parity groups.
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e = o M 2 ¢h 24

Step 4. Select any Parity Group ID you want to initialize as parity for creating the FC-NVMe pool. From the
Actions pane, click Initialize Parity Groups.

HITACHI  Ops Center Administrator rshibaard Jabs Maniomg L840

Dashboard Stora; 5 v 60749

P summary

Arliom...

Initiahze Parity Groups

Q1 IN_USE RAIDG 6D+2P S50 NVME 1.90 TB 0.32TIB 300MEB 103278 - 100%
a 12 IM_USE RAIDE 60+2P S50 NVME 1.90 TB 103278 100 MIB 1032 TIB - 100%

® 12 UNINITIALIZED RAIDE 60)42P S50 NVME 1.90 T8 1022 TIR 1032 TIA a.0c o o

O 1-4 LIMIMNITIALIZED RAIDE BD+2P S50 NVMe 1.90 TB 1032 TiB mnazna L} 000 GIB - (0%

(o] =] UNINITIALIZED RAIDD BD=2P 550 NVMe 1,90 TB mm3zne m3zmns C 0.00 GIs o

o 16 UNINITIALIZED RAIDE GD+2P S50 NVMe 1.90 TB 1032 TI8 103275 1 0.00 GIE o

Biterms 1 selected show 200~ ftems a

Step 5. Click OK.
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Initialize Parity Groups Confirmation

Note: Created Parity Groups initially have a status of UNINITIALIZED. Upon complete initialization, the status
should change into IN_USE.

Procedure 3. Create FC-NVMe Servers from Ops Center Administrator

Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, click Servers.
C A Not secure | hitps//opsvm.adaptive-solutions.local:20961/#/ aQa A &% m = @ % 0 Ll;
HITACHI Ops Center Administrator Dashboard Jobs Manitoring L0

Data Protection Alerts Jobs Alerts Hardware Alerts

&

[ o3 subscribed Capacity Tier Breakdown Tlers  Protection  Savings
@ 51.90 TIE Physical Capacity © Diamond L 4
© Platinum
@0 GiB Thin Used Sold
@oGie Thin Free Silver
O Bronze [
[Jo GIB Allocated to Pools O Brial g S
B 61.90 TiB Unallocated to Pools O sps \
Step 2. Click the plus sign (+) under FC-NVMe Servers section.
Step 3. Enter the SERVER NAME, IP ADDRESS, OS TYPE as VMWARE EX and HOST NQN, and click
Submit.
Step 4. Repeat Step 1 through Step 3 to add the remaining Cisco UCS servers that use the FC-NVMe
protocol.
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Dashoard » Servers

< B 1dd servers

SERVER NAME DESCRIPTION P ADDRESS 05 TYPE
UCS_ NVMe ESK1 Descript 10116811 VIWARE EX ~
WWN HOST NOW x
1gn 2014-08 comuimare:mene esi-1

WWHN USER-DEFINED NAMES

Procedure 4. Create FC-NVMe Server Groups from Ops Center Administrator

Step 1. In the Ops Center Administrator Dashboard, from the navigation pane, click Servers.

C A Notsecure | hitps//opsvm.adaptive-solutions.local:20961/#/ Q A & h s e LL
HITACHI Ops Center Administrator Dashboard Jobs Manitoring 20

Data Protection Alerts Jobs Alerts Hardware Alerts

/)

GO% Subscribed Capacity Tier Breakdown Tlers | Protection Savings
@ 61.90 TIE Physical Capacity © Diamond (
© Platinum
@0 GiB Thin Used Gold
@oGie Thin Free Silver
O Bronze ([
O external )
[Jo GiB Allocated to Pools > S
B 61.90 TiB Unallocated to Pools O sos \ 2
Step 2. Select the Server Groups tab. Click the plus sign (+).
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EX-)
P summary
------- — —
I & Actons. -
Q,

SERVER GROUP NAME

Step 3. In the add Server Group wizard, enter the SERVER GROUP NAME.

Step 4. Select the FC-NVMe Servers from AVAILABLE SERVERS and click Add.

HITACHE O Cove Adssrsanutsd [—— ie
( ’..a Add Server Group

BTN TN
- a

Step 5. The FC-NVMe Servers are moved from the AVAILABLE SERVERS to the ASSIGNED SERVERS list.
Click Submit.

°<’“““ 5“‘”"':?; :‘wtiti‘ifr\:lr Group

SERVER GEDUP NAME
VSLUCS_NYMe_Clusoer

DESCRIPTION {OPTIONAL)

AVAILABLE SERVERS

ASSIGNED SERVERS

Procedure 5. Create a Hitachi Dynamic Provisioning Pool for UCS Servers for FC-NVMe VMFS Volume LDEVs

When creating a pool, use the basic option to take advantage of tiers of storage available on the VSP, following
best practices. By default, the basic option will create a Hitachi Dynamic Provisioning Pool. For increased flexibility

and if best practices are not essential, choose the advanced option. This enables you to specify Parity Groups and
define your pool types as either Tiered, Thin, or Snap.
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Step 1. Log in to Hitachi Ops Center Administrator and from the navigation pane, click Storage Systems
to access the inventory of registered storage systems.

HITACHI  Ops Contar Anmnmsinatos PPN " ™ 10

Data Protection Alerts Hardware A

([0 651% Subscrived Capacity Tier Breakdown Tlers  Protection  Savings
.m.w T8 Physkcal Capacity © Diamond
© Platinum
(8 358.97 GIB Thin Used ") Gold
8 10.29 TI& Thin Free Siver
© Bronze
© External J
(0 41.24 T8 Allocated to Pools
{8 20.65 118 Unallocated to Pools O sos <
Step 2. Click the S/N listing of the Storage System.
I HITACHI  Ops Center Agministrator Dasobsard Jobs AonRONNg 100A
lfv-n,.,- ape Systerrs = |

Storage Systems

W Surnmacy

Data Protection

Alerts 2 Wt el Capoc y Tier Breakdown Tors | Precatos Svngr
| . Capacky O Dismend
0 rrenm )
821435 08 Thin Usee Gola
@021 TR TN Pree Sitver
O #ronee
O saemal
O sos

1 kems O sebectes ;oW v v ftems ]

Step 3. From the Storage System, click Pools.
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Step 4. Click the plus sign (+) to open the Create Pool window.

HITACHI Ops Center Administrator

Dashboard Storage Systems ~ 60749 Pools »

Pools

V¥ Summary

ACTIVE FLASH

O UCS_Boot_Pool Thin No
(@) UCS_Application_Pool Thin No
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Step 5. Enter the following details:

a. For the POOL NAME enter UCS_Application_NVMe_pool (Pool names can be any combination of
alphanumeric characters, hyphens, and underscores only. Initial hyphens are not allowed.)

b. Click an available Tier to view the available storage capacity and select the available capacity.

c. Review the high and low pool utilization thresholds. By default, the low utilization threshold set to
70% and the high threshold is set to 80%. You can customize thresholds to receive notifications
based on their specific environment requirements.

d. To specify over allocation, you can set the limit to Unlimited.
e. Click Submit.

HITACHI Ops Center Administrator Dashboard Jobs Moniloring
Dashboard Storage Systems = 60749 Pools = Create Pool
-
< = Create Pool
Select capacity from Tiers to allocate to Poo
UCS_Application_NvMe_pool pramann 0.00 GiB Available
0.00 GiB ~
60743 PLATINUM 10.32 TiB Available
10.32TIB e
GOLD 0.00 GIB Available
0.00 GiB e
SILVER 0.00 GiB Available
TiB (100.00 %)
0.00 GiB -

BRONZE 0.00 GiB Available

0.00 GiB

-

UTILIZATION THRESHOLD (LOW) % UTILIZATION THRESHOLD (HIGH) % SUBSCRIPTION LIMIT
70 20 & Unlimited

If this threshold is exceeded, snapshots
will be disabled to ensure there Is
enough capacity for user data.

IS m

Procedure 6. Allocate FC-NVMe Shared VMFS LDEV and Adding LDEV Paths from Server Groups

Step 1. Log in to Hitachi Ops Center Administrator console and click the Servers tab.
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Step 2. Select the Server Groups under the Servers tab, and then select Server Group ID.
Step 3. Under Actions, click Attach Volumes, select Create, Attach and Protect Volumes with Local
Replication.
HITACHI | Opa Conter Adssnistinlon Dashboard Joos Wonioning F -

Step 4. Configure volumes for the specified storage System. Proceed with the following steps to add the
volumes to UCS ESXi servers that use the FC-NVMe protocol.

a. For the VOLUME LABEL enter VSI-VMFS-DS-NVMe.
b. Select the NUMBER OF VOLUMES.

c. Enter the Volume SIZE. And select the volume unit: GiB, TiB, or Blocks.
d. For the POOL TYPE select Thin.
e. For a Thin pool, select the POOL TIER: Diamond, Platinum, Gold, Silver, or Bronze

f. By default, the POOL is auto selected. Verify that the chosen POOL is the
“UCS_Application_NVMe_Pool” for provisioning VMFS datastores.
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g. Click the plus sign (+) to verify the volume settings.

h. Click Next.

HITACHI  Ops Center Admwnistrator

< Create, Attach and Protect Volumes

Step 5. For the HOST MODE select VMWARE EX.
Step 6. Validate the Volume values and click Next.
H ri
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Step 7. Under Path Settings, select the VSP ports that are in NVMe mode, and click Next.
< . . Create, Attach and Protect Volumes

Step 8. Select None for Replication Type and click Next.
HITACHI | Ops Center Administrator Dashbos Joba Manilating
< Create, Attach and Protect Volumes
l tone |

Local Replicanon for namespace is not yet supported.
VOLUMES

Step 9. Validate Selected Servers, Volume Specification, and Create Paths. Click Submit.
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Management Tools

This chapter contains the following:

« Cisco Intersight Hardware Compatibility List (HCL) Status

o Deploy Cisco Intersight Assist Appliance

» Claim VMware vCenter using Cisco Intersight Assist Appliance

o Claim Cisco Nexus Switches using Cisco Intersight Assist Appliance
« Claim Cisco MDS Switches using Cisco Intersight Assist Appliance
» Claim Hitachi VSP using Cisco Intersight Assist Appliance

« Cisco Nexus Dashboard Fabric Controller

Cisco Intersight Hardware Compatibility List (HCL) Status

Cisco Intersight evaluates the compatibility your UCS system to check if the hardware and software have been
tested and validated by Cisco or Cisco partners. Cisco Intersight reports validation issues after checking the
compatibility of the server model, processor, firmware, adapters, operating system, and drivers, and displays the
compliance status with the Hardware Compatibility List (HCL).

To determine HCL compatibility for VMware ESXi, Cisco Intersight uses Cisco UCS Tools as an installed VIB
(vSphere Installation Bundle). The Cisco UCS Tools is part of VMware ESXi Cisco custom ISO, but the version for
will be updated later during the vSphere Cluster image update.

For more information about Cisco UCS Tools manual deployment and troubleshooting, go to:
https://intersight.com/help/saas/resources/cisco _ucs tools

Procedure 1. View Compute Node Hardware Compatibility

Step 1. To find detailed information about the hardware compatibility of a compute node, in Cisco Inter-
sight go to Infrastructure Service > Operate > Servers in the left menu bar, click a server and select HCL.
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Deploy Cisco Intersight Assist Appliance

Cisco Intersight works with Hitachi VSP and VMware vCenter using third-party device connectors and Cisco
Nexus and MDS switches using Cisco device connectors. Since third-party infrastructure and Cisco switches do
not contain any usable built-in Intersight device connector, Cisco Intersight Assist virtual appliance enables Cisco
Intersight to communicate with these devices.

Note: A single Cisco Intersight Assist virtual appliance can support both the Hitachi VSP storage, VMware
vCenter, and Cisco Nexus and MDS switches.

To install Cisco Intersight Assist from an Open Virtual Appliance (OVA), download the latest release of the Cisco
Intersight Virtual Appliance for vSphere from
https://software.cisco.com/download/home/286319499/type/286323047/release/1.0.9-5887catid=268439477

Procedure 1. Set up Intersight Assist DNS entries

Setting up Cisco Intersight Virtual Appliance requires an IP address and 2 hostnames for that IP address. The
hostnames must be in the following formats:

« myhost.mydomain.com: A hostname in this format is used to access the GUI. This must be defined as an A
record and PTR record in DNS. The PTR record is required for reverse lookup of the IP address. If an IP
address resolves to multiple hostnames, the first one in the list is used.

¢ dc-myhost.mydomain.com: The “dc-“ must be prepended to your hostname. This hostname must be
defined as the CNAME of myhost.mydomain.com. Hostnames in this format are used internally by the ap-
pliance to manage device connections.

In this lab deployment the following example information was used to deploy a Cisco Intersight Assist VM:
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« Hostname: as-assist.adaptive-solutions.local
o IP address: 10.1.168.99

+ DNS Entries (Windows AD/DNS):
o A Record: as-assist.adaptive-solutions.local
o CNAME: dc-as-assist.adaptive-solutions.local

For more detalls go to

arted Gwde b Clsco Intersight _Appliance Install and _Updrade Guide chapter 00.html.

Procedure 2. Deploy Cisco Intersight OVA

Note: Ensure that the appropriate entries of type A, CNAME, and PTR records exist in the DNS, as explained
in the previous section. Log into the vSphere Client and select Hosts and Clusters.

Step 1. From Hosts and Clusters, right-click the cluster and click Deploy OVF Template.

Step 2. Select Local file and click UPLOAD FILES. Browse to and select the inter-
sight-appliance-installer-vsphere-1.0.9-588.0va or the latest release file and click Open. Click NEXT.

Step 3. Name the Intersight Assist VM and select the location. Click NEXT.

Step 4. Select the cluster and click NEXT.

Step 5. Review details, click Ignore, and click NEXT.

Step 6. Select a deployment configuration. If only the Intersight Assist functionality is needed, the default
configuration of 16 CPU and 32GB of RAM can be used. Click NEXT.

Step 7. Select the appropriate datastore (for example, VSI-DS-01) for storage and select the Thin Provi-
sion virtual disk format. Click NEXT.

Step 8. Select the appropriate management network (for example, IB-MGMT Network) for the OVA. Click
NEXT.

Note: The Cisco Intersight Assist VM must be able to access both the IB-MGMT network if holding the
vCenter, OOB for connecting to the switches and the SVP of the 5600, and intersight.com. Select and con-
figure the management network appropriately. If selecting IB-MGMT network on, make sure the routing and
firewall is set up correctly to access the Internet and OOB as needed.

Step 9. Fill in all values to customize the template. Click NEXT.

Step 10. Review the deployment information and click FINISH to deploy the appliance.

Step 11. When the OVA deployment is complete, right-click the Intersight Assist VM and click Edit Set-
tings.

Step 12. Expand CPU and verify the socket configuration. For example, in the following deployment, on a

2-socket system, the VM was configured for 16 sockets:
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Edit Settings = as-assist

Step 13. Adjust the Cores per Socket so that the number of Sockets matches the server CPU configuration
(2 sockets in this deployment):

Edit Settings  as-assist

Har Oware vituakzation

Performance Counters

Step 14. Click OK.
Step 15. Right-click the Intersight Assist VM and select Power > Power On.
Step 16. When the VM powers on and the login prompt is visible (use remote console), connect to

https://intersight-assist-fagdn.
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Note: It may take a few minutes for https://intersight-assist-fqdn to respond.

Step 17. Navigate the security prompts and select Intersight Assist. Click Start.

Note: If a screen appears prior to the certificate security prompt, the assist may not be ready, and a page
refresh may be needed.

b Intersight

Intersight Appliance Installer

Intersight Installer Options

Add Node to Appliance

Install Assist

Cisco Intersight Install Assist enables Intersight to communicate with targets that do not
have a direct path to Intersight and do not have an embedded Intersight Device
Connector. Intersight Assist communicates with the target's native APIs and serves as
the communication bridge to and from Intersight

Help Center Terms Privacy Cookles

Step 18. Cisco Intersight Assist VM needs to be claimed in Cisco Intersight using the Device ID and Claim
Code information visible in the GUI.
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el Intersight

Intersight Appliance Installer

SIS LSS SIS SIS

193FAB156783

Help Conter  Terma Privacy Cookies

Step 19. Log into Cisco Intersight and connect to the appropriate account.
Step 20. From Cisco Intersight, at the top select System, then click Administration > Targets.
Step 21. Click Claim a New Target. Select Cisco Intersight Assist and click Start.

o Intersight @ System -

Targets

o ; v
. Claim a New Target
Targets
twar Select Target Type
B Avadabie for Claiming
Platform Services
conaing Categories
New  Command Palette -
- Cloug
: v
Hypervisor
Step 22. Copy and paste the Device ID and Claim Code shown in the Intersight Assist web interface to the

Cisco Intersight Device Claim window.
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Step 23. Select the Resource Group and click Claim.

e Intersight

O  Settings  Targets
O i Claim a New Target
Targets ‘

Claim Cisco Intersight Assist Target

Software Repository

Tech Support Bundies

Audit Logs General
777777777]

Buscurce Groups

New  Command Palette

Carfok © Select the Rosource Groups # 1equIBA. However, THE SMCTION 15 NOT MANIBIONY 36 0N of MOre RESOUCe GIoUp 1ype i AT The damed
PP VONRENe TS 126gat will Do part of afl Organizations with the Rescwrce Geoup type ‘AX
1 oo !
Name Usage Description

Intersight Assist now appears as a claimed device.

Step 24. In the Intersight Assist web interface, verify that Intersight Assist is Connected Successfully, and
click Continue.

Step 25. Step through the additional network requirement checks and internal network configuration before
starting the installation update.
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Intersight Appliance Installer

© connect Installation Result

@ Check Network Requirements
Version 1.0.9-815

@ Configure Internal Network
s [Installation is in progress ... To download logs, click here

o Installation Result
« Downloading installation packages 26125

Help Conter Terms Privacy Cookles

Note: The Cisco Intersight Assist software will now be downloaded and installed into the Intersight Assist
VM. This can take up to an hour to complete and the Assist VM will be rebooted during this process. It may be
necessary to refresh the web browser after the Assist VM has rebooted.

When the software download is complete, an Intersight Assist login screen appears.

¢ (¢} A Notsecure | hitps)//as-assist.adaptive-solutions.local L w o s

alrale 1ntar $ English
cisco

Intersight Assist

HelpCenter Terms Privacy Cookies
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Claim VMware vCenter using Cisco Intersight Assist Appliance

Procedure 1. Claim the vCenter from Cisco Intersight

Step 1. Log into Cisco Intersight and connect to the account registered to the Intersight Assist.

Step 2. Go to System > Administration > Targets and click Claim a New Target.

Step 3. Under Select Target Type, select VMware vCenter under Hypervisor and click Start.

Step 4. In the VMware vCenter window, verify the correct Intersight Assist is selected.

Step 5. Fill in the vCenter information. Enable Hardware Support Manager (HSM) to be able to upgrade the

IMM server firmware from VMware Lifecycle Manager. If Intersight Workflow Optimizer (IWO) will be used, turn on
Datastore Browsing Enabled and Guest Metrics Enabled. Click Claim.

A Drathng IV Wil gow snsmeted privioges i e vCasmer larget 1o 0oriomm Semmars Somamont o UCT seevrs

=3
Step 6. After a few minutes, the VMware vCenter will show Connected in the Targets list and will also
appear under Infrastructure Service > Operate > Virtualization.
Step 7. Detailed information obtained from the vCenter can now be viewed by clicking Infrastructure

Service > Operate > Virtualization and selecting the Datacenters tab. Other VMware vCenter information can be
obtained by navigating through the Virtualization tabs.
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Procedure 2. Interact with Virtual Machines

VMware vCenter integration with Cisco Intersight allows you to directly interact with the virtual machines (VMs)

from

the Cisco Intersight dashboard. In addition to obtaining in-depth information about a VM, including the op-

erating system, CPU, memory, host name, and IP addresses assigned to the virtual machines, you can use Cisco
Intersight to perform the following actions on the virtual machines:

Start/Resume
Stop

Soft Stop
Suspend
Reset

Launch VM Console

Step 1. Log into Cisco Intersight.

Step 2. Go to Infrastructure Service > Operate > Virtualization.

Step 3. Click the Virtual Machines tab.

Step 4. Click “...” to the right of a VM and interact with various VM options.
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Claim Cisco Nexus Switches using Cisco Intersight Assist Appliance

Procedure 1. Claim Cisco Nexus Switches (Optional)

Cisco Intersight can give direct visibility to Nexus switches independent of Cisco Nexus Dashboard Fabric Con-
troller.
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Step 1. Log into Cisco Intersight.

Step 2. Go to System > Administration > Targets.

Step 3. Click Claim a New Target. In the Select Target Type window, select Cisco Nexus Switch under
Network and click Start.

Step 4. In the Claim Cisco Nexus Switch Target window, verify the correct Intersight Assist is selected.
Step 5. Fill in the Cisco Nexus Switch information and click Claim.

dice Intersight § System -

argets

Claim a New Target

Targats -
Claim Cisco Nexus Switch Target

Software Reposstory

Tech Support Bundies

Audit Logs

a3-assist adaptive solutions Jocel

Sessans

Licensing

New  Command Palette

Command Paette

Cortficate

Step 6. Repeat Step 1 through Step 5 to add the second Cisco Nexus Switch.
Step 7. After a few minutes, the two switches will appear under Infrastructure Service > Operate > Net-

working > Ethernet Switches.
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Step 8. Click one of the switch names to get detailed General and Inventory information on the switch.

Claim Cisco MDS Switches using Cisco Intersight Assist Appliance

Procedure 1. Claim Cisco MDS Switches (Optional)

Cisco Intersight can also give direct visibility to the MDS switches independent of Cisco Nexus Dashboard Fabric
Controller. At the time of the writing of this document, adding the MDS as targets was still in Tech Preview, so care
should be used in relying on received data for this feature in a production setting. To add the MDS switches, follow
this procedure:

Step 1. Log in to Cisco Intersight.

Step 2. Go to System > Administration > Targets.

Step 3. Click Claim a New Target. In the Select Target Type window, select Cisco MDS Switch under
Network and click Start.

Step 4. In the Claim Cisco MDS Switch Target window, verify the correct Intersight Assist is selected.
Step 5. Fill in the Cisco MDS Switch information, including use of Port 8443 and click Claim.

Note: You can use the admin user login account on the switch.
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Step 6. Repeat Step 1 through Step 5 to add the second Cisco MDS Switch.

Step 7. After a few minutes, the two switches will appear under Infrastructure Service > Operate > Net-
working > SAN Switches.
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Step 8. Click one of the switch names to get detailed General and Inventory information on the switch.
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Claim Hitachi VSP with Cisco Intersight Appliance

Before onboarding the Hitachi VSP to Cisco Intersight, the prerequisites outlined in the following document need

to be completed. Refer to the Integrating Hitachi Virtual Storage Platform with Cisco Intersight Quick Start Guide.

Begin State

« Hitachi virtual storage platform should be online and operational, but not claimed by Cisco Intersight.
« Intersight assist VM should be deployed using the Cisco provided OVA template.

« Hitachi Ops Center API Configuration Manager Rest should also be deployed as a VM or server, from a
template or with manual installation, so that we can communicate between Cisco Intersight and Hitachi VSP
storage. Hitachi Ops Center APl Configuration Manager provides the Web API for getting information or
changing the configuration of storage systems. Hitachi Ops Center APl Configuration Manager is required to
use Hitachi Virtual Storage Platform storage systems with Cisco Intersight.

« Communication between Hitachi Ops Center APl Configuration Manager and the REST API client.

End State

¢ Cisco Intersight is communicating with Intersight assist.
« Hitachi VSP is onboarded via Hitachi Ops Center API configuration manager Rest.

o Hitachi VSP is claimed as a device with Cisco Intersight.

Procedure 1. Register Hitachi Virtual Storage Platform to Ops Center Configuration Manager Server

Step 1. Open your respective API client.

Step 2. Enter the base URL for the deployed Hitachi Ops Center API Configuration Manager IP address.
For example, https://[Ops_Center_IP]:23450/ConfigurationManager/v1/objects/storages.

Step 3. Click the Authorization tab.
a. Select Basic from the Select authorization drop-down list.

b. Enter the Username and Password for the VSP storage system.
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Step 4. Click the Body tab. Enter the VSP storage SVP IP, Serial Number, and Model as indicated in the

following examples in JSON format.

Note: If a midrange VSP storage, it will be CTL1 and CTL2 IP instead of SVP IP.

The following example uses a VSP 5600:

{

“svpIp”: “192.168.1.107,
“serialNumber”: 60749,
“model”: “WVSP 5600”

}

The following example uses a VSP E1090:

{ “ctllIp”: “192.168.1.10",
“ctl2Ip”: “192.168.1.117,
“model”: “WSP E1090”,
“serialNumber”: 451139 }

Step 5. Under the HEADERS tab verify the following:

a. Accept: application/json
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Step 6. Verify that the REST call is set to POST. Click Submit.
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Step 7. After successful registration, a response header is displayed as 200 OK.
Step 8. To confirm onboarding, the API parameter can be updated to the GET method to retrieve storage

system information and can be verified with 200 OK status.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 207 of 367



History

Environment: Default +

agerivliobjects/storages X ageriviicbjectsistorages X +
a
ittp:10.1. 168 105: 23450
= 2 minules ago at 01:58:04 hiip 10 1 168 10523450/ ContguratonManager’vichjects/siorages ra —
Fittp /10,1 168 105 23450, .
() 35 minutes. ago at 01:23.0: i o °
. B Text editor
=}

Filp 1.1 168,105 23450 Add a header 10 the HTTP request

3 days ago at 05:16:49 P

@A
@

i Risponsa x

Time: 25ms Size: 148 Bytes

Procedure 2. Onboarding VSP storage to Cisco Intersight via Hitachi Ops Center API Configuration Manager
Step 1. Log in to Cisco Intersight.

alialn
cisco

INTERSIGHT

Cisco ID single Sign-On (SS0)

M you do not hawve a Cisco 10,
create one

Sign I with Clsces DM

Do have an Infersight Account?

[ N
N

v

Step 2. From the Navigation tree, select the Targets and click to Claim a new Target.
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Step 3. Select categories list, select Storage as Target Type, and select Hitachi Virtual Storage Plat-
form
Step 4. Click Start.

Select Target Type

Fitters

Catngeries

Step 5. To claim Hitachi Virtual Storage Platform Target, Enter the following:

a. From the Intersight Assist list, select the deployed Intersight Assist Virtual Appliance host-
name/IP address.

b. In the Port field, enter 23451.

c. Inthe Username field enter the VSP storage system username.
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d. In the Password field enter the VSP storage system password.
e. Enable the Secure option.

f. In the Hitachi Ops Center API Configuration Manager Address field, enter the APl Configuration
Manager IP address that has the registered VSP storage system.

Step 6. Click Claim.

Claim a New Target

Claim Hitachi Virtual Storage Platform Target

Back  Cance

Step 7. Under Systems click Targets and All Targets to view newly connected Hitachi VSP storage with
device type as Hitachi Virtual Storage Platform.

Claim Target
[remr

WLIEMLI0 s g

© 2024 Cisco and/or its affiliates. All rights reserved. Page 210 of 367



Step 8. The properties of added VSP storage systems can be found under Infrastructure Service >
Storage.
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Cisco Nexus Dashboard Fabric Controller

Cisco Nexus Dashboard Fabric Controller, (NDFC formerly DCNM-SAN) can be used to monitor, configure, and
analyze Cisco Fibre Channel fabrics using NDFC SAN. Cisco NDFC is deployed as an application from within the
Cisco Nexus Dashboard that is installed as a virtual appliance from an OVA and is managed through a web
browser. Nexus Dashboard Insights can be added to provide extended visibility into your fabric by allowing you to
monitor, analyze, identify, and troubleshoot performance issues.

The installation and configuration of Nexus Dashboard can be accomplished by following the instructions within
this deployment guide:

https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/deployment/cisco-nexus-dashboard-deployment-guide-23
1.html

A single node is sufficient for NDFC, but a multi-node placement of Nexus Dashboard will be required to use
Nexus Dashboard Insights. With the Nexus Dashboard installed, fabric connectivity for managed switches will
need to be established as covered in this guide:
https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/user-quide-23/cisco-nexus-dashboard-user-quide-231.ht

ml

Prerequisites

The following prerequisites need to be configured:

1. Licensing. Cisco NDFC includes a 60-day server-based trial license that can be used to monitor and configure
Cisco MDS Fibre Channel switches and monitor Cisco Nexus switches. NDFC and Nexus Dashboard Insights
can be enabled with any tier level of switch based licensing of DCN as covered in this document:
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/nexus-dashboard/quide-c07-74
4361.html?ccid=cc001903&0id=giddnc023703
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2. If SAN Analytics will be implemented, the deployment of the Nexus Dashboard should select the Data option
as opposed the App option during the OVF deployment.

3. Passwords. Cisco NDFC passwords should adhere to the following password requirements:

« |t must be at least eight characters long and contain at least one alphabet and one numeral.
« It can contain a combination of alphabets, numerals, and special characters.

« Do not use any of these special characters in the NDFC password for all platforms: <SPACE>" & S$% '~ = <
>; 00\ |/, .*
4. NDFC SNMPv3 user on switches. Each switch (both Cisco MDS and Nexus) needs an SNMPv3 user added for

NDFC to use to query and configure the switch. On each switch, enter the following command in configure
terminal mode (in the example, the userid is snmpadmin):

snmp-server user snmpadmin network-admin auth sha <password> priv aes-128 <privacy-password>

5. On Cisco MDS switches, type show run. If snmpadmin passphrase lifetime 0 is present, enter username
snmpadmin passphrase lifetime 99999 warntime 14 gracetime 3.

Note: Nexus Dashboard is not supported within vSphere 8 at this time and was deployed for the validation
as part of the independent supporting infrastructure hosted within a vSphere 7.0U3 cluster.

Procedure 1. Install Nexus Dashboard Fabric Controller

With the Nexus Dashboard installed, the initial login screen will present the option to Configure the Basics, this can
be skipped for now.

Step 1. Click Done.
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Setup - Overview

Let's Configure the Basics

Proxy Configuration /
Enable the App Store, feedback, and telametry collection by configurng your proxy settings v
Add Sites

| Network Scale

Step 2. Service IPs will need to be added to the Nexus Dashboard before an App Service can be installed,
click through the starting screen, and click Go To Dashboard.

Setup M — X

What's Next?

You might also want to...
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Step 3. From the drop-down list to the left of the Nexus Dashboard, choose Admin Console.
ét"ét Nexus Dashboard 0 One View
One View R
Step 4. From the System Overview go to Infrastructure > Cluster Configuration.
‘é‘l"'y‘;' Nexus Dashboard o Admin Console
Pomed @ ek onB
System Overview Refresh
Overview

Infrastructure

» Administrative

Sites and Services

Inventory

P Node Role
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Step 5. Scroll down in the Cluster Configuration to the External Service Pools section and click the edit
icon.

él."('g Nexus Dashboard o Admin Console

¥ Overview
Sites MITP hitp /192 168 168 251 5080 DNS y;
v Services HTTPS M S192.166.168 2518060 ar 4
as-nd case local 0136801
* System Resources
+ Operations
k. Infrastructure
Routes / Syslog v
o Admiristrative Manag X Rout Premote
Network Scale Va
External Service Pools
0 0
Step 6. Click Add IP Address under the Management Service IP’s.
él"“':"‘, Nexus Dashboard 4o Admin Console Feedback 8 @
© s @ (A J 5]
External Service Pools b4 7/
!
ek
0 F Managemont Sorvi
Oparation : P Usage Assignment
Infra: © Add IP Address
q y
Ad “ Data r
3 P Usage Assignment
'1 © Add IP Address
/

L
Cancel [EEEY
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Step 7. Add IP addresses in the IB-Mgmt network on which the Nexus Dashboard was deployed. Click
Save.

External Service Pools

Management Service IP's
P

101168.93
101168.94
101.168.95
101168.96

© Add IP Address

Data Service IP's
P Usage

© Add IP Address

Step 8. Repeat these additions for the Data Service IP’s associated with the OOB network that the mgmt
interfaces of the MDS and potentially the Nexus switches. Click Save.
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External Service Pools

101168.94
10.1168.95
10.1.168.96

© Add IP Address

Data Service IP's
P

192.168.168.93
192.168.168.94
192.168.168.95

192.168.168.96

© Add IP Address

Note: The allocation of IPs in our example is four IPs for each service pool but will vary depending on the
needs of services being deployed.

Step 9. Click the edit icon in the Routes section.
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"tuth:  Nexus Dashboard © Admin Console

¥ Overvew

e v

-
Sihes N c . s
ASNO 172170018 100.80.0.0/76
' Services
" System Resources
Proxy Configuration 7 NTP p
+ Operations
101168 254
& Infrastroctues Soma
Y .
« Aaministrative — RS AEIEISEI0N0
DNS o
HTTPS NP2 168968 251:8080 ————
as-nd.case Jocal 10136810)

Routes Syslog /

Network Scale 7/

External Service Pools /

Step 10. Click Add Management Network Routes.

aluile Nexus Dashboard

cisee

° 5 '.[n..A - o O B

Ree X WoRLLONG
Proxy Configuratig I° AJS Maragement Network Routes I 7’
ok
r
© Aoa Dota Network Rowtes
ol 7
e
Routes ’
K
/’

External Service P

‘ ( |
Q¥ |
\‘_\;:» 7 3

Step 11. Repeat the addition for the appropriate Data Network gateway and click Save.
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Wl Nexus Dashboard rosctox R @

CHico

0 s oQd

Routes % o
Wos0 00N

Proxy Configuratig Y0168 254/24 /7 o z
K © A9 Management Notwork Roales

9 2 Network Roule >
. 1 I°A:v{.»'|!.~n-v\l--.<r\ l

Routes /

4
7

External Service M

‘/ : ‘\“ \
4 BB
¥ I i N
Step 12. Click Services, then click Install Services.
él"‘éio' Nexus Dashboard © Admin Conscle
" Oversbm o hes oQB
= Service Catalog Revesh
I ' Services
Services App Storo

* System flesources
* Operations
b Intrastructure

« Admunistrative

There are no services

You have not installed or deployed any sefvices

Instal Services I

Step 13. Click CISCO DC App Center to access available apps.
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il Nexus Dashboard e Admin Consoie

© = (o MAlD
Service Catalog

Instafod Sarvices

‘ Upload Service X
o coi e 800 Gouniond mone 8pps. FOr splobding MIDSr 8R0S, We KCOMMend ising the remots wploed ol

Location

(e ——

=

URL «

pe
|

Step 14. Within the window that is open for the App Center, choose the ND option from the All Platforms
drop-down list.

#eilv Gisco DC App Center ACI DCNM Developers

cisco

Featured apps

Citrix ADC Manager Base Package NAE Policy Explorer

Citrix ADC Manager enables admin. The base package contains the re Cisco Network Assurance Engine P

All apps
Cisco + Cisco ‘
= Nexus Dashboard Orchestrator Nexus Dashboard Insights
4 11472 dow 4 21930 download
Cisco + Cisco X Cisco i
Q Nexus Insights Cloud Connector / )7 o\ Nexus Dashboard Fabric Controlle... S Ta ELAM Assistant
- ; .

Step 15. Choose the 2.3.2 option From the All Platform Versions drop-down list.
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bl Cisco DC ADD Center ACI DCNM Developers

cisco

Base Package MNAE Policy Explorer

The base package contains the re Cisco Network Assurance Enging P. AppiQ app can link together

All apps

Cisco * Cisco + Cisco

Nexus Dashboard Orchestrator Nexus Dashboard Insights Nexus Dashboard Fabric C

301
Cisco A Cisco ¥ Cisco 2o
" Nexus Dashboard Connector for Ha... Network Assurance Engine e Nexus Dashboard Connec! .
Step 16. Click the Download icon within the Nexus Dashboard Fabric Controller box.

ases’ Cisco DC App Center

Qalgose

ConnectivityCompliance F5 ACI ServiceCenter
ormt and Comphance o

All apps

T
Nexus Dashboard Orchestrator Nexus Doshboard insights .r Nexus Dashboard Connector for Ha.
Tenaform
i i i
Nexus Dashboard Fabric Controlie. CJ Network Assurance Engine Noxiss Dashboard Connector for Se.
i i i
Step 17. Log in to id.cisco.com with CCO credentials and click Agree and Download within the License

Agreement pop-up window.
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License Agreement
CISCO APP CENTER AGREEMENT

The 1erims and condtions set 1orth n this Cisco App Canter Agreement
Inciuding all exhbits (collectvely ths "Agreement™) will Qovern your use
of. and access 10, the App Center. Piease carefully read ths Agreement
before downloading any Apps, 35 dowrioading and using Apps, and
checking & bax or chcking on an *| agree” or simdar bution displayed at
the end of this Agreement maans you dccept the lerms and conatons of
thes Agreement on behalt of your crganization

1. DEFINITIONS. Caprakzed terms that are not defined within the body
of this Agreement are defined in Exhibt A

2 GENERAL TERMS AND CONDITIONS OF USE

2) Acceptance of this Agreement, Changes 1o Terms and Conditions. You
~

Step 18. Return to the Nexus Dashboard window, click Local in the Upload Service dialogue window, and
click Browse... to select the downloaded .nap application file for NDFC.
il NexusDashboard 2o Atmin Comiose fesctack 8 @

0 w5 o QAR

Service Catalog

Sarvices

Installed Sorvices App Stare

Upload Service X

l 0 G010 the CISCO DC App Cantar 10 view and GOwnIoad more apes. FOr UpIoading 1aTger BROS, Wit NeCommend LSIng Iho femote Upioad option

Location

Step 19. Click Upload.
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bl NexusDashboard  dg Admin Comecee Froctocx 8 @
@ i onn

Service Catalog

: Instalied Sorvices 4
Upload Service X
@ Gotothe d0r 10 view and download moea apps. For uploading larger apps, we recommend using the remote upload option
Location
rowsn_ | Osco-nak -
Step 20. After the upload and installation has completed, click Enable.
é'“"o Nexus Dashboard
- o oQB
Service Catalog Retresh
+ Services

Installed Services App Store

! Systeen Resources

» Operations

Infrastructurs

* Aaministrative

Procedure 2. Configure Nexus Dashboard Fabric Controller

Step 1. Click Open or choose the option Fabric Controller.
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aloihe
;m"; Nexus Dashboard

4 ono

*  One View

tes
Refresh
o Admin Console
e
A Fabic Contrter =
A strative

= Fabric Controlier 0

Settings

Feature Management [ resoe ¥ O
£ Operations

Step 3. Confirm Cisco as the OEM vendor.
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ctsco. NVexus Dashboard e at(e Bolae Feedback 8 @

@ e
Settings Fsatire Marasamonl Choose OEM Vendor

Operations

= Fabric Cont

Please select your OEM vendor (if applicable) Rz =
to continue f SAN Controller ®

Cisco

-

Feature Name UesCIpTon Status

Padoemance Monitorir Monitor

https://10.1.168.90/ appeenter/cisco/ndfc/ui/settings/feature-manager®

Step 4. Select the Performance Monitoring and VMM Visualizer features and click Apply.

""'élo" Nexus Dashboard

3
= Fabric Controller o
Settings
Feature Management ®
L Operations
Fabric Discovery Fabric Controller SAN Controfier ®
Dmcovery, inverdory and Topology for LAN deployments Full LAN functonalty in addition 10 Fabre Decovery SAN Management for MDS and Nexus swiches
Feature Name Description Status
-l Performance Monitonng Morstor Environmant and Intecface Statistcs
SAN Insgits SAN Anaiyhics visuadzatbon

VWM Visuatzer Network visuakzation of Virtual Machenes

=

Step 5. The status will display Started when complete and the page will need to be reloaded to continue.
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-éllls-élé- Nexus Dashboard Fabric Controller Feedback 8 @
(® Some features have been updated. Reload the page to see latest changes
= Fabric Controller ©
& Settings )
Feature Management [ restore X))
£ Operations
Fabric Discovery Fabric Controller SAN Controller ®
Discovery, Inventory and Topology for LAN deployments Full LAN functionaiity in addition to Fabric Discovery SAN Management for MDS and Nexus switches
@ Started
Feature Name Description Status
Performance Monitoring Monitor Environment and Interface Statistics ® Started
SAN Insights SAN Analytics visualization
VMM Visualizer Network visualzation of Virtual Machines @ Started
Step 6. Expand Virtual Management and click Virtual Infrastructure Manager.

et Nexys Dashboard

cisco

= SAN Controller 00

A Dashbosed
Dashboards @
Topology
Overview Host  Storage
= SAN
L DSl e Fabrics Event Anatytics Uieks

Vrtual inbrastructum Manager I

Settings " O

£ Operations

Switches

Step 7. Select Actions > Add Instance.
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Wil Nexiie Das
i8¢0 Nexus Dashboard

= SAN Controller

A Dashboard
Virtual Infrastructure Manager ®

Topology
= s
S Iniesis Seeey =

Server Type Version Managed Status User Last Updated Time
Virtusd Infrastructure Manager
Settings

£ Operstions

Rows Puge 1 a1 & ¢ vou0

Step 8. From the Add Instance pop-up window, choose vCenter

"l""" Nexus Dashtcars

Add Instance

= 00
®
= D

Step 9.

Provide the vCenter IP address or FQDN, and the appropriate Username and Password for access.
Click Add.
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s
;",;‘ Nexus Dashboard

Add Instance x

I admenestrator@vsphere local l

Step 10. Select SAN and click the Fabrics option from the expanded menu.

bl Nexus Dashboard
CI5¢0 Nexus Dashboard

SAN Controller O °

A  DOashboard
: Virtual Infrastructure Manager ®

Fabncs I
Server Type Version Managed Status User Last Updated Time

Switches

Links 10.1 188 100 vCenter 8010 managed ox acmrestraon@viphers local Fri, 12 Jany 2024 184507 UTC
ntertaces

End Devices

Host Pagh Recundancy

Port Monsionng

Loy

Actve Zones

Storage

& Virtusi Mansgement

Virtual bérastructuse Manager
) Settings
£ Operations
Rows Page a1 € < 10y > D
St 0 ) M 00 appcenter (o n whC ua v - Tubencs

Step 11. Click Actions and choose Add Fabric from the drop-down list.
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ale
cise

= SAN Controller O 0

#A Deshboard

I Nexus Dashboard

Topology

SNMP. User/ Auth/ Ucensed Health

Fabric Name Seed Swach State ssH Commeunity Priva. Collection

»

Virtus! Managemart
Virtual Fdrastructien Manager
Settings

£ Operations < >

Step 12. Specify the Fabric Name for the A side Fabric, enter the IP address of the A side MDS, set the
Authentication/Privacy to SHA_AES, provide the snmp user created on the switches, and click Add.

Add Fabric ?2 — X

Step 13. Click OK upon completion and repeat steps 31-32 for Fabric-B.
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‘il Nexus Dashboard = Fabric Controlier a2 S
= SAN Controller @ o 9 |
board . Success
Topology v A fabric is added @
Ok
Fabric Name Seed Switch  State e mmmw 3::“"" Licensed Health Updated Time !J”:‘

With NDFC SAN in place, the SAN resources can be seen from the Dashboard view:

-éllns-élon Nexus Dashboard Fabric Controller Feedback 8 @
= SAN Controller 00
# Dashboard =
Dashboards ®
Topology
Overview Host Storage
E SAN
7 Vitesi Meprowmert Fabrics Event Analytics Links
£+ Settings
£ Operations Name . ~ O . (o)
o Major (0)
Fabric-A  Managed Continuously © Healthy Minor (0)
Fabnc-B  Managed Continuously © Healthy ¢ @ O O

. (29)

Switches

Switch Health Switch Status Switch Release Versions Switch Models

(0
(o) e ok (2) . 21(2) . )

The management and operation functions available include SAN zoning, image management of the MDS switches,
Device Manager, and Backup/Restore functions.
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VMware vSphere 8.0U1 Setup

This chapter contains the following:

« VMware ESXi Installation

« VMware ESXi Configuration
o vSphere Cluster Image Update

« Add Remaining Hosts to vCenter

+ Add VSP Storage to Hosts

« Hitachi Storage Provider for VMware vCenter Initial Configuration
« vVols Storage Configuration

« Storage Policy Based Management (SPBM) for VMFS LDEVs

» Host Image and vSphere Configuration Profiles

o vSphere Additional Finishing Steps

This chapter provides detailed instructions for installing VMware ESXi 8.0U1 within Adaptive Solutions. On suc-
cessful completion of these steps, multiple ESXi hosts will be provisioned and ready to be added to VMware
vCenter.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use the
built-in keyboard, video, mouse (KVM) console and virtual media features in Cisco Intersight to map remote in-
stallation media to individual servers.

VMware ESXi Installation

Procedure 1. Download VMware ESXi ISO
Step 1. Click the following link: Cisco Custom Image for ESXi 8.0 U1 Install CD.

Note: You will need a VMware user id and password on vmware.com to download this software.

Step 2. Download the .iso file.

Procedure 2. Log into Cisco Intersight and Access KVM

The Cisco Intersight KVM enables the administrators to begin the installation of the operating system (OS) through
remote media. It is necessary to log into the Cisco Intersight to access the UCS Server KVM connections.

Step 1. Log into Cisco Intersight.

Step 2. From the main menu, go to Infrastructure Service > Servers.

Step 3. Find the Server with the desired Server Profile assigned and click “...” to see more options
Step 4. Click Launch vKVM.
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https://customerconnect.vmware.com/downloads/details?downloadGroup=OEM-ESXI80U1-CISCO&productId=1345

‘ouis’ Intersight %= infrastructure Service

Overview Servers
@ Analyze
* Al Servers ©
el Operate ~ Model UCSX-2100-MT , : Export 4 items found 10 « per page 1 of1
Servers .
Health Power HCL Status Models Contract Status Profile Status R
Chassis

Uond Incomplete 4 0 Not Covered 4
Fabric Interconnects O « Gitios! 4 @ # UCSH 210C-M7 4 @ wOK & M

HyperFlex Clusters

Witagrated Systams Name Health Model M e Server Profile Firmware Version
O AA21-8538-11 0 Critical UCSX-210C-M7 1280 5120 ¥ aa2l-esxi-1 @ 5301.230052)
& configure ~
0 Critical UCSX-210C-M7 1280 5120 AA aa2l-esxi-2 2 5101.230052) Power
Profiles
) AA21-8536-1-3 ' Critical UCSX-210C-M7 1280 5120 AAZ aa2l-esxi-3 2 5101.230052) System
Templates ) \
a AAZ1-6536-1-4 O Criticsl  UCSX-210C-M7 1280 5120 AAS saZl-esxi-4 @ 5101230052 Profile
Polici
. Install Operating System
Paols Upgrade Firmware

Launch vEVM

New Command Palette s
Open TAC Case
bt with CtrisK
ta Help > Command Palette Set License Tier

Collect Tech Support Bundie

Step 5. Follow the prompts and ignore certificate workings (if any) and launch the HTML5 KVM console.
Step 6. Repeat steps 1 - 5 to launch the vKVM console for all the ESXi servers.

Procedure 3. Prepare the Server for the OS Installation

Note: Follow these steps on each ESXi host.

Step 1. In the KVM window, click Virtual Media > vKVM-Mapped vDVD.

Step 2. Browse and select the ESXi installer ISO image file downloaded in Procedure 1 Download VMware
ESXi ISO (VMware-ESXi-8.0.U1a-21813344-Custom-Cisco-4.3.1-a).

Step 3. Click Map Drive.

Step 4. Go to Power > Reset System and Confirm to reboot the server if the server is showing a shell

prompt. If the server is shut down, click Power > Power On System.

Step 5. Monitor the server boot process in the KVM. The server should find the boot LUNs and begin to
load the ESXi installer.

Note: If the ESXiinstaller fails to load because the software certificates cannot be validated, reset the server,
and when prompted, press F2 to go into BIOS and set the system time and date to current. The ESXi installer
should load properly.

Procedure 4. Install VMware ESXi onto the bootable LUN of the UCS Servers

Note: Follow these steps on each host.
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Step 1. After the ESXi installer is finished loading (from the last step), press Enter to continue with the
installation.
Step 2. Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.

Note: It may be necessary to map function keys as User Defined Macros under the Macros menu in the KVM
console.

Step 3. Select the Hitachi VSP boot LUN that was previously set up as the installation disk for ESXi and
press Enter to continue with the installation.

Step 4. Select the appropriate keyboard layout and press Enter.

Step 5. Enter and confirm the root password and press Enter.

Step 6. The installer issues a warning that the selected disk will be repartitioned. Press F11 to continue

with the installation.

Step 7. After the installation is complete, press Enter to reboot the server. The ISO will be unmapped
automatically.

Procedure 5. Add the Management Network for each VMware Host

Note: This is required for managing the host. To configure the ESXi host with access to the management
network, follow these steps on each ESXi host.

Step 1. After the server has finished rebooting, in the UCS KVM console, press F2 to customize VMware
ESXi.

Step 2. Log in as root, enter the password set during installation, and press Enter to log in.

Step 3. Use the down arrow key to choose Troubleshooting Options and press Enter.

Step 4. Select Enable ESXi Shell and press Enter.

Step 5. Select Enable SSH and press Enter.

Step 6. Press Esc to exit the Troubleshooting Options menu.

Step 7. Select the Configure Management Network option and press Enter.

Step 8. Select Network Adapters and press Enter. Ensure the vmnic numbers align with the numbers

under the Hardware Label (for example, vmnicO and 00-vSwitchO-A). If these numbers do not align, note which
vmnics are assigned to which vNICs (indicated under Hardware Label).
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Intersight AA21-6536-1-1 (aa21-esx:1) | KVM Console  UCSX-210CM7  FCH270177CM

Netuwork Adapters

B1-vSuitchB-B (...:21:6b:00)
...5:b5:21:8a:01)
...5:b5:21:6b:01)

<D> Vieu Details <Space> Toggle Selected <Enter> 0K <Esc> Cancel

Step 9. Arrow down to select vmnic1 and press the spacebar to select it.

Step 10. Press Enter.

Note: Inthe UCS Configuration portion of this document, the IB-MGMT VLAN was set as the native VLAN on
the 00-vSwitchO-A and 01-vSwitch0-B vNICs. Because of this, the IB-MGMT VLAN should not be set here
and should remain Not set.

Step 11. Select IPv4 Configuration and press Enter.

Note: When using DHCP to set the ESXi host networking configuration, setting up a manual IP address is not
required.

Step 12. Select the Set static IPv4 address and network configuration option by using the arrow keys
and space bar.

Step 13. Under IPv4 Address, enter the IP address for managing the ESXi host.

Step 14. Under Subnet Mask, enter the subnet mask.

Step 15. Under Default Gateway, enter the default gateway.

Step 16. Press Enter to accept the changes to the IP configuration.

Step 17. Select the IPv6 Configuration option and press Enter.

Step 18. Using the spacebar, choose Disable IPv6 (restart required) and press Enter.

Step 19. Select the DNS Configuration option and press Enter.

Note: If the IP address is configured manually, the DNS information must be provided.
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Step 20. Using the spacebar, select the following DNS server addresses and hostname:
¢ Under Primary DNS Server, enter the IP address of the primary DNS server.
¢ Optional: Under Alternate DNS Server, enter the IP address of the secondary DNS server.
« Under Hostname, enter the fully qualified domain name (FQDN) for the ESXi host.
« Press Enter to accept the changes to the DNS configuration.
¢ Press Esc to exit the Configure Management Network submenu.

¢ Press Y to confirm the changes and reboot the ESXi host.

Procedure 6. (Optional) Reset VMware ESXi Host VMkernel Port MAC Address

Note: By default, the MAC address of the management VMkernel port vmkO is the same as the MAC ad-
dress of the Ethernet port it is placed on. If the ESXi host’s boot LUN is remapped to a different server with
different MAC addresses, a MAC address conflict will exist because vmk0 will retain the assigned MAC ad-
dress unless the ESXi System Configuration is reset.

Step 1. From the ESXi console menu main screen, select Macros > Static Macros > Ctrl + Alt + F’s > Ctrl
+ Alt + F1 to access the VMware console command line interface.

Step 2. Log in as root.

Step 3. Type “esxcfg-vmknic —1” to get a detailed listing of interface vmkO0. vmkO should be a part of

the “Management Network” port group. Note the IP address and netmask of vmkO.

Step 4. To remove vmkO, type esxcfg-vmknic —-d “Management Network”.

Step 5. To re-add vmkO with a random MAC address, type esxcfg-vmknic —-a -i <vmkO-ip> -n

<vmkO-netmask> “Management Network”.

Step 6. Verify vmkO has been re-added with a random MAC address by typing esxcfg-vmknic -1.

Step 7. Tag vmkO as the management interface by typing esxcli network ip interface tag add -i

vmkO -t Management.

Step 8. When vmkO was re-added, if a message pops up saying vmk1 was marked as the management

interface, type esxcli network ip interface tag remove -i vmkl -t Management.

Step 9. Press Ctrl-D to log out of the ESXi console.

Step 10. Select Macros > Static Macros > Ctrl + Alt + F’s > Ctrl + Alt + F2 to return to the VMware ESXi

menu.

VMware ESXi Configuration
With the UCS servers finished with their ESXi installation and basic configuration, they can now be added to the
vCenter.

Note: In the validated environment, the vCenter is deployed within an existing management cluster inde-
pendent of the Adaptive Solutions VSI environment. The vCenter Appliance could be deployed within the VSI
itself with a first host that is configured through the vSphere web client and had the VSP VMFS datastores
associated to it, but that is not covered in our deployment example.

Procedure 1. Add deployed ESXi instance to the vCenter
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Step 1. Open a web browser and navigate to the vCenter server.

Step 2. Select the top left tribar symbol to open the menu options and select the Inventory option.

Memory Storage
se 0B free 0B free
1z total 0B used | 0B total 0B used | 08 total
Developer Conter 0 1 Hosts 0
0 ) 0 0 0
Powered Off Suspended Connected Disconnected Maintenance
" Cloud Provider Services 0 y Installed Plugins 4
@ NSX
£ VMware A tigurat A Wa ) VMware vSphere Lifecycle Manager o
) Skyline Healt 3 VMware vSphere Lifecycle Manager Client
) VMware Cloud Provider Services Plugin
[ VMware vCenter Server Lifecycle Manager
>
Step 3. If there is not an established Datacenter object within the vCenter, right-click the vCenter on the

left and select New Datacenter... provide the Datacenter with an appropriate name.

vc.adaptive-solutions.local | : acriows
om B 8 € ‘ sy  Monitor  Configure

motails Capacity and Usage : Tags
1 New Datacenter Last updated at Y005 AM

Hosts & Clusters VMs Datastores Networks

% New Folder <Py
Export Systom Logs Updates Available odates Avatable O MMz used
Buila: 22 381 Memory
£ Assign License Last Updated Aug 2 202 TP O o ®
Yags & Custom Attributes ;‘(‘_'_‘: Based Not fuled o No tags assigned
Add Permission Chusters. 0 O o
Al Hosts
Virtual Machines:
Custom Attributes i vCenter Health
Overall Health
C Good
No custom attributes assigned
A Recent Task Alarms ”
Step 4. Right-click the Datacenter object and select the New Cluster... option.
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Datacenter Details Capacity and Usage : Tags
1) Actions - AS-VSI Last updated at 1059 AM
" Add Host cPU

O oz useo

5 New Cluster
tual Machines:

New Folder usters Memory

Distributed Switch Q
C it *
O sisia
5 New Virtual Machine atastores o tegs sesioneg
Storage

O susea

& Deploy OVF Template

Storage

Ed Default VM Compatibiity

=3

, Migrate VMs to Another Network

Move To
tes

Rename.

Tags & Custom Attributes

Add Pormission

Alarms

Detats nator

Delete

Step 5. Provide a name for the Cluster, enable vSphere DRS and vSphere HA, select Import image from
a new host, check the box for Manage configuration at a cluster level, and click NEXT.

New Cluster

Manage all hosts in the cluster with a single image @
Choose how to set up the cluster’s image
Compose a new image

Import image from an existing host in the vCenter inventory

© import image from a new r»os-.l

° Manage configuration at a cluster level (D l

Step 6. Enter the IP or FQDN of the first host, enter root for the username, and provide the password
specified during initial setup. Click FIND HOST.
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Step 7.

Step 8.
Next.

Step 9.

New Cluster Image

Enter the host detads

Click Yes past the Security Alert if prompted.

Confirm the host is found correctly. Leave Also move select host to cluster selected and click

New Cluster Image
Enter the host details

| 1 Basics Selected Host

10.1168 M

Image on selected host

ESXI 8.0 Uta - 21813344

Cisco Cisco-UCS-Addon-ESXi 4.3.1-a

0 additional components

Also move selected host to cluster

Click NEXT past the Configuration screen dialogue summary. Confirm the cluster options and

image setup within Review and click FINISH.
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New Cluster Review

Review the details before the cluster is created

Name
Location
vSphere DRS
vSphere HA
vSAN

VSAM ESA

Selected image for

on
management

Image setup

@ ESXI 8.0 Ula - 21813344
Imported from 10.1.168.11

Cisco Cisco-UCS-Addon-ESXi 4.3.1-2

0 additional components

CANCEL I BACK l FINISH

Note: The added ESXi host will have Warnings that the ESXi Shell and SSH have been enabled. These
warnings can be suppressed. The host will also have a TPM Encryption Key Recovery alert that can be
acknowledged and reset to green.

VMware ESXi Configuration for the first ESXi Host

Procedure 1. Set Up VMkernel Ports and Virtual Switch

Step 1. Select the added host from within the new cluster, go to Configure > Networking > Virtual
Switches.
Step 2. Click EDIT.
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< #10.11681M

o B 8 @ Summary  Monac o Pemasors  VMi  Dalastores  Networks pclates
< tove-solubons kocal - "
st Stocage v Virtual switches
I ASVS
Encoonts 2 Management Network .- v Phys

Step 3. Set the MTU to 9000.

vSwitchO - Edit Settings  10.1.168m

Numder of ports Elastc

Rl D

Step 4. Select Teaming and failover and confirm that both vmnicO and vmnic1 are shown as Active

wal Adapters

adapters for vSwitchO, adjust adapters with MOVE UP and MOVE DOWN options if needed. Click OK.
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vSwitchO - Edit Settings 1011681

Load balancieny
Network faure Cetection
Notaty switches

Fatback

Fadover order @

Step 5. Click the ... next to the VM Network port group and select Edit Settings.
¢ $10196811  acrom ‘
m B 8 € Sucniniey M e B e Dea e o
TR e storage v £ Virtual switches A00 werwomems. | werne ‘
‘ fSVSI v Standard Switch: vSwitchO ADD METWORNIN Lot MANAGE PHYSICAL ADAPTERS |
soun |
[ & 101168 1m (Marenance Mo |
@ Management Network v Phyuical Adapters

@ VM Network
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VM Network - Edit Settings ~ 10.1168m

Step 7. Select the Override checkbox, select the vmnic1 adapter and click the MOVE DOWN option. Click

VM Network - Edit Settings  101168m
Load balarc g

Network fallure Getection

Step 8. Click the ... next to the Management Network port group and select Edit Settings.
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¢ = -
# 1011681M
] Seeee v 2 Virtual switches
M asve
soun

e Adur v Sarcard Swch w0 ADD w6 TWORN

@ By Mstwork v Phrpuca Adupters

T YT e——

Management Network - Edit Settings = 101168

Properties Load batancing B8 Overrice

Security

Network fallure detection @ Overrice

Tratfic shaping

== i

Fallback B overrice

Failover order ©®
B Overre

Properties
MOVE U -_—

v Properties

Adapter

v Status

Status

Step 10. Select vmnic1 and move it to the Standby adapters category within Failover order and click OK.
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Management Network - Edit Setings

Lo batancng

NEtwork fakure Getection

Notsty ymtches

The properties for vSwitchO appear as shown below:

€ B 10116811 | :acnions

h B @ Summary  Monitor  Configure  Permissions  VMs  Datastores  Networks  Updates
v ] ive-solutions.local - .
ve.adaptive-solutions. local Storage v Virtual switches ADD NETWORKING. REFRESH
« [ As-vsl
0 sown Storage Adapters w Standard Switch: vSwitchO ADD NETWORKING EDIT MAMAGE PHYSICAL ADAPTERS

Storage Devices

Host Cache Configuration

Protocol Endpaints & 1B-Mgmt Network “ Physical Adapters
VO Filters VLAN ID: - 1C v Fi
Wirtual Machines (0} =
Networking -
| s ocres | © Management Network
WMKermel 2 ] \ .

Physical adap

TCRAP configuration
Virtual Machines W

VM Startup/Shutdown

Agent VM Settings
Default VM Compatibility
Swap File Location

System w
Licensing
Host Profile
Time Configuration
Authentication Services

Fartificats b

~ Rece: nt Tasks Alarms

Procedure 2. Create VMware vDS for vMotion and Application Traffic

The VMware vDS setup will create a single vDS for vMotion and Application traffic.

To configure the first VMware vDS, follow these steps:
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Step 1. Right-click the AS-VSI datacenter and select Distributed Switch > New Distributed Switch...
¢ mAS-VSI |
;F], @ »;E G y Mana Configure P S0 Hosts & Clustees WMy ALASTOC @S Poatworks Updates
g p— Datacenter Details Capacity and Usage Tags @
D 80 1 actions - As-vE At pduied ot D PN
- * Add Host i Pu
o 7[R -
New Folder Clusters Memory
EECTETE SE s S >
'A: N wtual Machrw s i NO tags assgned
o o -
Move Y¢ \ttributes
®
NO custom attributes assgned
Step 2. Provide a name for the distributed switch and click NEXT.
Step 3. Leave 8.0.0 selected for the distributed switch version and click NEXT.
Step 4. Lower the Number of uplinks from 4 to 2 and provide Port group name for the default port group

to align with the Application traffic. Click NEXT.

New Distributed Switch Configure settings

Specly network offioads COMPAtlty, number of upink POrLS, resource
atocation and defaut port group.

Network Officaas
coerpativaty

Number of upanks D

Network O Control

Default port group Croate o Sefaut DOrt groud

o m— E
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Step 5. Review the settings for the distributed switch and click FINISH.

Step 6. Click the Networking icon of the left-side menu and right-click the newly created distributed
switch. Under Actions select Settings > Edit Settings... .

¢ @vDSo ;
o 5 8 @ nary  Monmor onfigure  Permmsions  Ports VMs  Networks
vC adaptyve-solutons local
I AS-VS Switch Details Features @
& B-Mgmt Network =
2 Apo-100 o -
2 VD50-DVUplnk - -
Lot -
_ e ]
Tags & Custom v o —
A Custom Attributes
@ > ©)
No notes assgned No tags assgned NO custom attnbutes assigned
Step 7. Select the Advanced tab and change the MTU from 1500 to 9000. Click OK.

Distributed Switch - Edit
Settings

Jpheds

MTU (Bytes) I I

Musticast itereng emode

Discovery protocol
Type

Opetatson

Aaministrator contact

Name

Procedure 3. Create vMotion distributed port group
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Step 1. Right-click the newly created distributed switch. Within Actions, select Distributed Port Group >
New Distributed Port Group... .

‘ @avwso
i} @ : (}! - Mo Actons - vDS0 Ports Mosts VMg Networs
I ASVS Switch Det; 13 Add and Manage Hosts I j‘r: J:“TM[: - w - l @
@ B.Mgmt Network £ Notes S 3 2 ‘
2 App-100 Tk e |
VDSO-DVUplinks-1021 e 4
24 C L+ el bt
Add Pecrn . AQ -
K i +
Notes Tags Custom Attributes
@ > @
NO notes assgned No tags assgned NO Custom attrbutes assigned
Step 2. Provide a name for the vMotion distributed port group and click NEXT.
Step 3. Choose VLAN from the VLAN type drop-down list and specify the appropriate VLAN for vMotion.

Select the Customize default policies configuration checkbox and click NEXT.

New Distributed Port Configure settings

GfOUp St gersral properties of the rew DOt Group.
Port binaing
Port aocation
Number of ports
Network tesonrce pool

VLAN

VLAN type
VLAN 10

Advanced

Step 4. Click NEXT through the Security and Traffic shaping dialogue screens.
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Step 5. Within Teaming and failover, select Uplink 1 and click MOVE DOWN twice to have it set as a
standby link. Click NEXT.

New Distributed Port Teaming and failover
Group

Controls 100d balancing. network falure Getection, switches notiication, falback, and uplink fallover crder

Load batancing

Network fadure detection

Notity switches

Fatback

Falover order ©

Step 6. Click NEXT through the Monitoring and Miscellaneous dialogue screens, review the settings pre-
sented within Ready to complete, and click FINISH to create the distributed port group.

New Distributed Port Ready to complete
Review the changes before proceeding.

Distributed port group
name

Part binding
Mumber of ports
Port allocation

Network resourc
poo

VLAN ID

CANCEL BACK | m

Step 7. Repeat steps 1-6 for each VM application network taking note of desired teaming and failover,
making both uplinks active if there is no path priority.
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1
Procedure 4. Add ESXi host to the vDS

Step 1.

Select the distributed switch, right-click it and select the Add and Manage Hosts... option.

¢ @ VDSO | :acrions

[g ® Summary Monitor Configure Permissions Ports Hosts

[

ve.adaptive-solutions.local
v [ AS-vSI Switch Details
& IB-Mgmt Network

3 App-NpE (= Actions - vDSO Manufacturer VMware, Inc
= vDS0-DM Distributed Port Group Wersion
@ vMotion  [[# Add and Manage Hosts Networks.

Hosts

Edit Notes..

Virtual machines
Upgrade

Ports
Settings

Move To...

Rename.

Tags & Custom Attributes B -

Add Permission
Tags
Alarms

i Delete

@ >

No notes assigned No tags assigned

~ Recent Tasks Alarms

Step 2.
Step 3.

Leave Add hosts selected and click NEXT.

vDSO - Add and Manage Select hosts

Hosts Select hosts to add to this distributed switch.

All hosts Selected (1)

SELECT ALL  CLEAR SELECTION

Host T | Hoststate

Step 4.

© 2024 Cisco and/or its affiliates. All rights reserved.

MNetworks
Features i ©

Network Officads

Hetwork VO Control Supported
Network I/O Control version
NetFlow

Link Layer Discovery Protocol
Link Aggregation Control Protocol
Link Aggregation Timeout

Port mirroring

IGMP/MLD snooping

Health check

Custom Attributes

®

Mo custom attributes assigned

Select the first ESXi host that was previously added to vCenter and click NEXT.

Cluster

CANCEL BACK NEXT

Specify vmnic2 to be Uplink 1 and vmnic3 to be Uplink 2, and then click NEXT.
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vDSO - Add and Manage Manage physical adapters

Hosts AGd 0F remove physical NEtwork a0apters 1o this Gatributed switch

sptors per host

TO AUISCHNE 3 DRYIACH ROTWO SAIOIEY with o woins, i *ALLON Gpink®. THg SMEPWment SO DI 200504 16 #F (N0 OIS that hyve e
LI PAPVCHM TOTmore BOMIEY avaiatae

 rtans sdmtery

Step 5. Click NEXT past the Manage VMkernel adapters and Migrate VM networking dialogue screens.
Review the summary within the Ready to compete screen and then click FINISH.

vDSO - Add and Manage Ready to complete

Hosts Review your settings selections before finishing the wizard,

v Number of managed hosts

Hosts to add 1

v Number of network adapters for update
Physical adapters 2
3 Manage physical adapters

4 Manage VMkernel adapters

5 Migrate VM networking

CANCEL BACK l FINISH

Procedure 5. Add vMotion vmkernel to the first ESXi host

Step 1. Select the vMotion distributed port group, right-click it and select the Add VMkernel Adapters...
option.
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<
% vMotion ACTONS

m B 8 @ vy Moss oefgure  Permissons  Ports  Mosts  VMs

vC adaptive-sohtions loca @
I ASvE Distributed Port Group Details : Ports Usage Notes
& 1B8-Mgmt Network
VoS0
L App-100 o
Port a80cation 3 Viea Capacity
vOS0-OVUpenks-1021 ! \

r ViAN
£ Actions - vNOBON uted switch v lpI

4 £t Settngs No notes assigned

3ru peotoces

Ports

Port binding

"~ resource

I Aod VMkecnel Adaoters Ivu. rnes

%, Mg ate VMS 10 Ancthar Network

Qecurme -
Custom Attributes
A A
ASY Perere "
to

> ®

No tags assgned No custom attributes assigned

Step 2. Select the first ESXi host and click NEXT.

Add VMkernel Adapters Select hosts

= oL Sesasln)

CLEAR SELECTION

Y | Hoststate Y VDS Status

CANCEL NEXT

Step 3. Select vMotion from the TCP/IP stack drop-down list. Click NEXT.
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Add VMkernel Adapters Configure VMkernel adapter

VMkernel port settings
Network Labed vMoton (vOS0)
Lt

TCPAP stace

Availlable services
Enabiled services vMotion VSohere Repication
vaphere Reohc aton NF G

viphere Backup NFC

Step 4. Select Use static IPV4 settings and provide an IP and netmask for the VMkernel. Click NEXT.

Add VMkernel Adapters IPv4 settings

Network settings
0116811
Gateway

Configuration type

Step 5. Review the summary within Ready to complete and click FINISH.
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Add VMkernel Adapters Ready to complete

Network labs
MTU

TCRAIP stack

Procedure 6. Configure settings on the ESXi host

Step 1. Select the Hosts and Clusters icon, expand the datacenter and cluster to find the first ESXi host.
Select Configure > System > Time Configuration.

¢ #1011681M

o B 2 e

e Sy e storage v 2 Time Configuration
N ASVS

e S A Configure the date and tme of the host

= 80Ul

CO o e 23349

NANUAL SET AP
Networking o Teme synchronzation services (1)

Syitem

Step 2. Select MANUAL SET-UP if the time is not correct and adjust it. From the ADD SERVICE
drop-down list and select the Network Time Protocol option.
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<
# 10.1.368.11 ACTIONS
ith @ C’? C_-f Summary Moraor Contig Sormasons VM3 Datastores Networks »
bR A Storage v & Time Configuration
1 AS:
AT torage Adapters Configure the date and tme of the host
J o
= I W o S A
Networng v Time synchecrazation services (1)
VMaarnet sdaotens
SOees Aihar Brecison Tene Protocol e Y Sweng e Y Last teme wyre v
Pgip aton Network Time Protocol
Deta V™
System v

Step 3. Specify the appropriate IP/FQDN(s) for NTP server(s). Click OK.

Network Time Protocol

Use Network Time Protocol (NTP) to synchronize the system time

B Enatse montonng events (D

P

Procedure 7. Configure Host Power Policy

Note: Implementing this policy is recommended in the Performance Tuning Guide for Cisco UCS M7 Serv-
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https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-b-series-blade-servers/ucs-m7-platforms-wp.html#AdditionalBIOSrecommendationsforenterpriseworkloads

s/ucs-m7-platforms-wp.html#AdditionalBIOSrecommendationsforenterpriseworkloads for maximum
VMware ESXi performance. This policy can be adjusted based on your requirements.

Step 1. Within the first ESXi host, select Configure > Hardware > Overview and find Power Management
at the bottom of the Overview section. Click EDIT POWER POLICY.

Step 2. Select Balanced from the options and click OK.

Edit Power Policy Settings = 10116811

Recuce energy ConsUmption at the risk of lower perlommance
) Custom

User-gefined power management policy

canen

vSphere Cluster Image Update

Procedure 1. UCS Tools Update

The UCS Tools VIB for ESXi allows IPMI communication over the CISCO IMC of the underlying Cisco UCS server to
communicate vSphere relevant host information to Intersight and UCSM managed placements.

Step 1. Download the UCS Tools VIB for ESXi 8.0 from
https://software.cisco.com/download/home/286305108/type/286323573/release/1.3.3

Step 2. Go to Lifecycle Manager from the main vCenter left-hand menu, click ACTIONS and choose the
Import Updates option.
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Lifecycle Manager ACTIONS

mage Depot
Step 3. Click Browse within the pop-up window and navigate to the downloaded location of the UCS

Tools VIB package.

The uploaded VIB is now available from Edit Image for the cluster within the ADD COMPONENTS within the In-
dependent components and Vendor Addon Components selection.

Add Components

Search for components by filtering on the

Out-of-band host inventory and network configuration
using Cisco CIMC. v 1.3.3-10EM

1060~

Version 7.0 GA ~

Version 7.0 Update 3 -

‘ CANCEL SELECT

Procedure 2. Hardware Support Manager Configuration
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Step 1. Select the cluster for the VSI servers and click the Updates tab, then click EDIT within the Image
section.

Y 10168 M e A Ny ESXI Version

Image Compliance

Y 1000681 | actions v
ow :
| ® v
Step 2. Select the ESXi Version from the drop-down list and select the 8.0 U1c version that will reflect the

addition of the vSphere 8.0U1c patch.

= 8.0

VE Adaptve-sohtions Jocs Mosts « Eotimage
| ASVE .

Step 3. Click SELECT from Firmware and Drivers Addon. From the Select the hardware support manager
drop-down list, select the Cisco Intersight HSM @[the deployed Intersight Assist name].
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Select Firmware and Drivers Addon

v L0t managens

Step 4. Find the desired firmware to set for the servers and click SELECT.

Select Firmware and Drivers Addon

Se0ct e NMDWa OO MANIGer

Setect & Srmmware and drfver addon
A rane  y  ASden vrses

&

Supported ESXi Versions

No included driver components

Step 5. Click Show Details from Components.
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B2 @

VC ada0trve-SoMBONS JocH

Yoty v EOtimage
N ASvVS balact e
E5X0 Vervon
Femaare ang Drivery Addon
) v
Step 6. From the Show drop-down list, select All components.
Eaa e e  E e o A
¢ msown acron
m B (2] ey Morer " "
o VC 3ROV SOOI JOCH

oty v Edit mage

N Asve

A3080NY COTOLNEnt

Step 7. Find the Cisco Native Ethernet Driver, the Cisco UCS VIC Native fNIC Driver, and the
Out-of-band host inventory and network configuration using Cisco CIMC (UCS Tools for ESXi) selections and
from the drop-down list for each to select the recommended drivers (nenic 2.0.11.0, nfnic 5.0.0.41, 1.3.3-10EM).
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Step 8. With the appropriate drivers selected, click VALIDATE and then click SAVE.

S

VC AR ACRLIIN SN

B
Step 9. Select the added host and go to Updates > Hosts > Image and then click View Image.
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v Maroenance Moo R @ 1 host Wit e sebooted easter
@ Ouen Box
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=
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~

Step 10. With the host selected in the Image Compliance section, click RUN PRE-CHECK.

8.0
VE BRI AOA IO O Hosty
B 20108 11 (Martenance Mode) =g @ o 4 £30 Verson
1 ndcr A0Son
mage Complance
oete v o .

V168 M A N v
@ Semece ! T A Soters A .0 Lndate |

SOMware Compiance
aye e Ve e oge vwuee - 5

Step 11. With the RUN PRE-CHECK, cleared, click REMEDIATE ALL.
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o2 a e Suwesry  Monkis sore Pemmsors Moy VM Detastores  Metwos
VC 00TV TORSmONs oCa bosts - ~
ASVE I(" % Ctter ree - Loy crecy
101168 1M (Martenance Mode) ; anes . " Pt <o o
1011681 acnions v
@ .
Do |
@ S 9 - D - .\
Softmare compmance
gt [T v— -yt ver s -
v
Companemts ou Versan —ope Verman
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v
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Step 12. Review the Impact summary and click START REMEDIATION.

Review Remediation Impact

Impact summary

o 1host(

¥ * The clustes
Impact to specific hosts
Notes
VM states honor remadiation settings

wam

VMs may be powered off, suspended or migrated to other hosts based or
Pre-check will be run again as a part of the remediation

1 of the remediation proce
2 he tast pre-check (if ar
Hosts are remediated one at a time
Hosts wil be remediated one at a time. 50 hosts will not reboot/go Nto maintenance mode smultaneously
Order of host remediation ks determined at runtime

mediated n an order Getermined at runtime Hence that crder may not correspond to the order

[ox]

The host will be patched to 8.0 U1c and the VIBs will be installed, after which the host will automatically reboot
after remediation.
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M 8.0 :acmiows
M B B e Summary  Montor  Configure  Permissions  Hosts  WMs  Datastores  Metworks
v adaptive-soluticns local Hosts o mage —
W as-vsi T
Hosts in this cluster are managed collectively. This image bDelow will De applied to all hosts in this cluster
# 10.1168.1M (Maintenance Made) ESXi Version
: Vendor Addon
WM Hardw
Firmware and Drivers Addon (L
Components
; Image hardware compatibilty is not verified in non-vSAN clusters. See details
Image Compliance CHECK COMPLIANCE
v | RecentTasks  Adarms
Task Name r arget T Status. ¥ Dretas T nitistor v Cuewed ¥ $aart Time T Compieton Time v Server
4 ms four +]
1 W K

Add Remaining Hosts to vCenter

This procedure details the steps to add and configure an ESXi host in vCenter.

Procedure 1. Add the ESXi Hosts to vCenter

Step 1. From the Home screen in the VMware vCenter HTMLS5 Interface, select Hosts and Clusters.

Step 2. Right-click the cluster and click Add Hosts.

<

o 8.0U1
%) <) " "
o Ve 2080t Acnors - 8 O  —
asv] B Asronts Jssves
BER oo Vo Mascoe - - P ——r——r o v o i i Vi e O S Y

= @
of Detads Capacity and Usage vSphere HA @
00 paunns 3 1123 AN
New wApD A
oy Protected
- -
~ o P '
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W
Oceme CPU reservend for ladower
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Ot .
Aot M vy
Secng:
VM Mrtoreey
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Step 3. In the IP address or FQDN field, enter either the IP address or the FQDN name of the configured
VMware ESXi host. Enter the user id (root) and associated password. If more than one host is being added, add
the corresponding host information, optionally selecting “Use the same credentials for all hosts.” Click NEXT.

Add new and existing hosts to your cluster

Step 4. Select all hosts being added and click OK to accept the thumbprint(s) when prompted with the
Security Alert pop-up.

Step 5. Review the host details and click NEXT to continue.

Step 6. Leave Don’t import an image selected and click NEXT.

Step 7. Review the configuration parameters and click FINISH to add the host(s).

Note: The added ESXi host(s) will be placed in Maintenance Mode and will have Warnings that the ESXi
Shell and SSH have been enabled. These warnings can be suppressed. The TPM Encryption Recovery Key
Backup Alarm can also be Reset to Green.

Procedure 2. Add additional hosts to vDS

The additional host will need to join the vDS for vMotion and application traffic.

Step 1. Select the Network icon from the left side menu, right-click the created vDS and select the Add
and Manage Hosts... option.
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Step 2. With Add hosts selected click NEXT.

vDSO - Add and Manage Select task
Hosts Sotect & ok 1O Dertorm On 1 AStTALE JWaCh

Step 3. Select all additional hosts and click NEXT.
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vDSO - Add and Manage Select hosts

fosts Setect NOSES 10 230 10 Hes SSUIDURED Swich

Step 4. Assign Uplink 1 to vmnic2 and Uplink 2 to vmnic3 and then click NEXT.

vDSO - Add and Manage Manage physical adapters

Hosts AGK of remave physical Detwork S3A0ters 10 ths SStrituted switch

Step 5. Click NEXT through Manage VMkernel adapters and Migrate VM networking.
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vDSO - Add and Manage Ready to complete
Hosts

Review your settings selections before finishing the wizard
~ Number of managed hosts
Hosts to add
~ Humber of network adapters for update

Physical adaplers

Step 6. Confirm the host addition numbers match and click FINISH.
Step 7. Right-click the vMotion vDS port group and click the Add VMkernel Adapters... option.

<
vMotion .
B oa e Sy o R At Ve T
VARSI Settngy v Properties .

P AV
@ eaigme BT

QO ©-Mge Network

WM Network Poet
Asarm Dabrote
Nt
Atiacea
Cortnp ™
x5 Prrs 1
Best o Overrioe pent b .
B oot
l AS WM erres Adagters I
Tuame 9
5 Mgrne VS 10 Another Network
g
ne mAttrovles > 2 wARTeEw
£0d Permeauor -t o
Dewte -

Step 8. Select the added hosts and click NEXT.
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Add VMkernel Adapters Select hosts

Step 9. From the drop-down list for TCP/IP stack, choose vMotion and click NEXT.

Add VMkerel Adapters Configure VMkernel adapter
VMerned port sottings
Netwoe abel

LY

Step 10. Select the Use static IPv4 settings option and provide vMotion IP and netmask information for
each host. Click NEXT.
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Add VMkernel Adapters IPv4 settings

Network settings

0LNR D

WA

0AI6E 1M

Gateway

Contigutation type

Ctomay

Step 11. Click FINISH.

Add VMkernel Adapters Ready to complete

Network label vMotion (vDSC
MTU

TCRAP stack

Enabled services

Host Name

4 Ready to complete
a2

Gateway

CANCEL BACK | FINISH

Procedure 3. Image Reconciliation

Step 1. Click Updates > Hosts > Image for the VSI cluster and select RUN PRE-CHECK.
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§ %168 12 (Morterance Mode) Venso Asaoe
£ 101168 113 (Mairtenance Mode) v Fummware and Orivers Aa3on
# 0 1168 14 (Mantenance Mooe) Components

Image Complance
101%8N3 &
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§ 10168 11 (Manterarce Mode) y . d Pre-check compeeted
£ 20168 12 (Mairtenence Mooe)
70108 1) (Martenancs Mode)
00008 1M (Martenance Mode)
. - :
016813
=
L 4 w - -
Software Complance
!

Step 3. Click START REMEDIATION.
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Review Remediation Impact

Impact summary

re General Tenms

Impact to specific hosts

Notes

VM states honor remediation settings

VMs may De powered off, suspended O migrated 10 other Nosts bas
Pre-check will be run again as a part of the remediation

remedis

Hosts are remediated one at a time
5 wil be remediated one at a time. so hosts will Not reboot/go INto
Order of host remediation is determined at runtime

wil be d In an order determined at runtime

| coose | TR

Step 4. Confirm the remediation has completed successfully.

m B 8 @ Summary  Monitor  Configure  Permissio
Ve adaptive-solutions local £\ Image haraware compatibitty is not verified in n
B As-vs
# 101168 111 (Maintenance Mode) Image Compliance
101168112 (Maintenance Mode)
# 10116813 (Maintenance Mode)
# 10168114 (Maintenance Mode)
bermectation campieted s

Bouchech compieted

Detats ritiator

Add VSP Storage to Hosts

Procedure 1. Add FC-SCSI Datastores

Step 1. Select the first ESXi host, right-click and select Storage > New Datastore... .
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I AS-VS: o
: VM3
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Capacity and Usage @
;;:Jw‘-vcu:sf.w
Mieuues ocses
ocessor Type: I ook . . Memory
st Procomors ' (50 POSOPU k-
| staroge
S Aatlgciticerss P Mo O nres
Step 2. Leave VMFS selected for the type and click NEXT.
Step 3. Select the allocated LUN and provide an appropriate name and click NEXT.

New Datastore Name and device selection

Specity datastore name and a Ssh/LUN for provisoning the datastore

Step 4. Leave VMFS 6 selected and click NEXT.
Step 5. Leave the default options to use all storage within the Partition configuration screen and click
NEXT.
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Step 6. Review the summary within the Ready to complete dialogue and click FINISH.

New Datastore Ready to complete

Review your selections before finishing the wizard

v Name and device selection
Datastore name

Disk/LUN

VMFS version

Version

Partition configuration
S Ready to complete ~ L
Datastore size 50078

Partition format
Block size

Space reclamation
granularity

Space reclamation
priority

Step 7. Repeat steps 1-6 for any additional datastores.
Procedure 2. Configure FC-NVMe Datastores
Step 1. Select the first host added within the cluster and click Configure > Storage > Storage Devices.

M B 8 @ Summary  Moniter figre  Permissions  VMs  Datastores  Networks  Updates
VC adaptive-solutions jocal
AS-VS

aout 2 REFRESH

101168112
o 1016813
7 06814
& Test-Harmess

Step 2. Confirm that the NVMe Fibre Channel Disk devices are listed.
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s Ve Ty

Step 3. Select the first NVMe Fibre Channel Disk, then select Paths. Verify that all paths have a status of
Active (1/0O).

whemrung
Vtam Macrores

Yrvrem

Step 4. Repeat Step 3 for any additional NVMe Fibre Channel Disks that have been provisioned.
Step 5. Click ACTIONS for the host and choose Storage > New Datastore... from the drop-down list.
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Step 6. Leave VMFS selected and click NEXT.

Step 7. Provide a name for the new datastore and select the LUN to use and click NEXT.

New Datastore Name and device selecton

| SOty GIINre R W 8 DU NH GrOwoneng e Satatre

e R w—

Step 8. Leave VMFS 6 selected and click NEXT.
Step 9. Leave the Partition configuration with the default values and click NEXT.
Step 10. Review the summary from Ready to complete and click FINISH.
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Step 11. Repeat steps 5-10 for any additional LUNs provisioned.

Hitachi Storage Provider for VMware vCenter Initial Configuration

To prepare the VSP storage system for vVols, the storage administrator must configure a custom resource group.
Within the resource group, admins must map the appropriate LDEVs that support the vVol pool, as well as a range
of LDEVs IDs which are reserved for vVols creation. Additionally, you must map a single protocol endpoint (PE) to
each ESXi server within the cluster.

Procedure 1. Access Hitachi Storage Navigator

You can access the storage system using the Hitachi Storage Navigator web user interface, which runs on the SVP.
To connect to the SVP, ensure that Adobe AIR from HARMAN needs to be installed and configured on your ma-
chine, For more information, see the section Installing Storage Device Launcher on the management client here:

https://knowledge.hitachivantara.com/Documents/Storage/VSP 5000 Series/90-07-0x/System Configuration/

01 Accessing the storage system

After Adobe AIR from HARMAN is installed, you can proceed with the following steps to access Hitachi Storage
Navigator.

Note: VSP E1090 will require an SVP to access Storage Navigator.

Step 1. Using a web browser, navigate to https://[SVP-IP-ADDRESS]/sanproject/emergency.do.
Step 2. Use the following credentials for the first-time login.
a. Username: maintenance

b. Password: raid-maintenance

& O bt fupitsiseiss o

] SR o= B o® - D

1EE TR

HITACHI

Hitachi Device Manager

Storage Mavigator

Procedure 2. Create vVols user from Hitachi Storage Navigator

Step 1. From the Hitachi Storage Navigator web user interface, select Administration.
Step 2. Expand Administrator User Group under the Users tab, and then click Create User under the
Users tab.
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B Device Manager - Storage Navigator - IP-102. 168 168 20 - SNSOTLS - D/NAA22-5600 - 0

Hitachi Device Manager swomge Navigs HITACH

“ . Reports etting . Y - oa " TR Operator Uriocknd S0ed ™ a1 mastens Logast

[xplores Administrator User Group ' dr2oivnase O 9

Number of Roles
Number of Resource Troups
Number of Users
User Group Troe

Al Resourte Groups Assignesd

| & mestenance tradled

Step 3. Provide the following information:

Enter the Username.

o o

Select the Enable option to activate the Account Status.

o

Select Authentication as the Local option.

o

Enter the Password and Re-enter Password.
Step 4. Click Finish.
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Create User

1.Create User

User Name:

Account Status:

Authentication:

E-mail Address:

Set values for the new user account and click Finish to confirm.

vVols-user

(Max 256 Characters)

(*) Enable | Disable

R

s) Local ) External

Password:

L L L L L]

Re-enter Password:

(8 - 256 Characters)

Require Password Change on First Login:

o) Yes

o

Mo

Step 5. Click Apply to create the Administrator User Account.
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Note: If multiple Storage Providers for VMware vCenters are connecting to the storage, create a separate
user account for each instance.

Procedure 3. Configure a Protocol Endpoint (PE) from Hitachi Device Manager - Storage Navigator

Step 1. Log in to Hitachi Storage Navigator.
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Hitachi Device Manager

Storage Navigator

o W

Step 2. From the Navigation pane, select the General Tasks panel. Click Create LDEVs.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 280 of 367



Hitachi Device Manager Storage Navigator

File ior Reports Settings

Explorer VSP5500_NVMe ASE-47.112 G10(S/N:30595)
Storage Systems VSPSS00_NVMe ASE-47.112 G10(S/N:30595)

1" VSP5500_NVMe ASE-47.112 Edit Storage System

g Tasks

Storage System Name VSP5500_NVMe ASE-47.112 G10
Wi Reports Storage System Type VSP 5500H
*fifs Components Serial Number 30595
* [/ Parity Groups IP Address 172.25.47.112
fi# Logical Devices Contact

* i Pools Location
*[&h Ports/Host Groups/iSCE | -

@ External Storage Allocation Summary

* ¥ Replication 1 Internzl/Externzl :I‘Tohl |+| Open/Mainframe: @ Total [~

Physical Summary

n Allocated

' Reserved Used DP Pool
Unused DP Pool

Other

Available Space Unallocated

[ 1)imf 3] d) =

Free Space
Physical Total
Analytics Virtual Summary
Administration DP Allocatad
v DP Unallocated
General Tasks Other
Virtual Total
(’"‘ Create Host Groups
M Create iSCSI Targets
Software

§' Create LDEVS

Step 3. Provide the following details:
a. Select ALU from the Provisioning Type drop-down list.

b. Enter the value 1 in the Number of LDEVs field.
Note: You only need one ALU.

c. Enter the LDEV name in the LDEV Name Prefix field.
d. Click Add.
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Create LDEVS

Create LDEVS

This wizard lets you create and provision LDEVs enter the information for LDEVS you want to create, and then click Add. Click Options to expand the LDEV settings.
Click Finizh to confirm the sreation. or dlick Next if you vant to add LUN paths for the LDEVs.

Provisioning Type! I ALY v ]
Number of LDEVs: 1 l ] toevio L ied ssID CLPR MP Unit 1p | Resourss Groy
Name Namae (ID)
7
LDEV Name! Prafix Initial Number

VWOL-ALU

{Max. 32 characters total including max. 9-digit number,
or blank)

«
E
B

< >
L Edit SSIDs J[ C;ungn LDEV Settings || icmavorj Selected: 0 of O

Naxt Task Option | Continue to Add LUN Paths

Step 4. The Selected LDEVs pane shows the PE created. Click Next to continue.
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Create LDEVS

1.Craate LDEVS

This wizard lets you create and provision LDEVs anter the information for LDEVE you want to create,

nd then dick Add. Click Options to expand the LDEV settings.
Click Finish to confirm the creation, or click Next if you want to add LUN paths for the LDEVS.

Provisioning Type!

Number of LDEVs:

LoEV Resource Grol
DEV I PR MP U

— v, LDEVID o SSID cu nit 1D me (1D)
- ’

LDEV Name: Prefix Initinl Number

(Max. 32 characters total including max. 3-digit number,
or blank)

¥ Ogtions

e

Edit SS10= Change LDEV Settings Remove Selected: 1 of 1
L N \ J

Step 5. Select the checkboxes for the available VSI Host Groups created from the Ops Center Adminis-
trator for the cluster.

Step 6. Click Add to move host groups to Selected Host Groups.

Create LDEVS

oups / iSCST Targets

Saelect host groups from the Available Most Groups list, and then click Add. If you want to add ISCSI targets, select ISCSI from Selaction Object. select ISCSI targets from the Avallable ISCSI Targets list,
and then click Add. Click Next to map the host groups or ISCS! Targets to LUN paths.

Selection Object: &) Fibre

Host Groups!

ilable Host Groups

Priority order for
provisioning

Port 10 Host Group Name  Host Mode pors oo umbe
Attribute Security Mosts

JIEE

Step 7. Click Next.
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Create LDEVS

Select host groups from the Available Host Groups list, and then dlick Add. If you want to add iSCSI targets. select iSCSI from Selection Object. select ISCSI targets from the Available iSCST Targets list.

and then dick Add, Click Next to masp the host groups or iISCSI Targets to LUN paths.

Selection Object: o) Fibee scst

Host Groups:

Available Host Groups
| A |
Port 10 Setoeht ata far Host Group Name Host Mode v Port 1D Host Group Name  Host Mode
provisioning 4

u 4
o
u
Y]
o
a +
n 4
V]
V]
=
o
u +
u +
u 4
1]
4

< 2 > < >

Detail Selected: 0 of O Datal Selected: 16 of 16

Step 8. (Optional) Ensure you use the scrollbar at the bottom of the dialog to double-check that all Host
LUN IDs are set consistently across all paths. To do this, select the checkbox for all ports/paths listed, select
the checkbox for the LDEV ID, and then click Change LUN IDs to make changes.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 284 of 367



Create LDEVS

1.Create

The LUN 1Ds are automatically set. but you can change a LUN by dlicking Change LUN [Ds. You must first select the check box for the host group (in the table subheading) you want to change,
and select LDEVS you want to change and then click Change LUN IDs. Click Finish to confirm the LUN paths,

LUNs:
Added LUNs

[ arieer | on [FT  |Select Al ¢ | optionsw i€l 1 41 (330

LUN ID(16 Sets of Paths)

LDEV Parity Pool Name Emulation Provisioning

Attribute Ti0 Pl CL1- cu CL1-

Capacity o
M avst_x210m V] arvst x210.m (V] A/VST_x214
g - 2 . 2 -

Name Group 10 (10) Type Type

OPEN-V CVB

< >
| Change LDEV Settings l Change LUN IDs a Selected: 1 of 1

Step 9. Click OK.

Change LUN IDs
Set the initial LUN ID.

Initial LUN ID:
(0-4085, Decimal input)

OK Cancel ?

Step 10. Click Finish.
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Create LDEVs

1.Create LDEVS

The LUN IDs =re automatically set, but you can change @ LUN by dicking Change LUN IDs. You must first select the check box for the host group (in the table subheading) you went to change,
2nd select LDEVS you want to change and then click Change LUN I1Ds. Click Finish to confirm the LUN paths.

Selact All Pages Option (1] J1 (]

LUN ID(16 Sets of Paths)

LDEV Pool Name Ermulation Provisioning

|¥] LoEVID Parity Capacity Attribute | T10 BI cL1- CLi- cL1-
WETuld GroupiD (10) I¥pe Type ] arvs1_xziom | [¥] asvsi 1o M | [¥] A/VSI_x21C
7_01_Fab_A 7_02_Fah_A 7_0%_Fah_t

) K S S 7= S T 7 S S E R E

Change LDEV Settings “ Changs LUN IDs Selected: 1 of 1

Step 11. Click Apply to create the LDEV and add paths to the UCS servers.

Create LDEVS

5.Confirm

Enter 3 nama for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.
Task Name: [231221°Createroevs |
(Max. 32 Characters)
Selacted LDEVS
LDEV 10 Ly PravERing ss1D Mp Unit 1p | Resource Group Virtusl Storage Machine CLPR
Name Type Name (ID)
I 00100122 WOL-ALU | ALU 0004 Auto meta_resource(0)  VSP 5200, 5600 / 60749 0:1CLPRO l
Total: 1
Added LUNS
Port 1D LUK 10 LDEV 1D LDEV Most Group Panty Pool Name Emulation Capacity Pravisioning Attribute ALUA Mode Asymmets
Name Name Group 10 (1D) Type Type Access Stz
CL1-A A 00:00:22 WOL-ALU  VSI_x210._... - - OPEN-V CVS ALY ALY Disabled -
CL1-A 4 00100122 VVOL-ALU  VSI_x210_... - - OPEN-V CVS ALY AL Disabled -
CL1-A 4 00:00:22 VVOL-ALWU  VSI_x210_.. . - OPEN-V CVS ALY ALY Disabled -
CL1-A 2 00:00:22 WOL-ALU  VSI_x210_... - - OPEN-V CVS ALY ALU Disabled =
CL3-A 4 00:00:22 WOL-AW  VSI_x210_.. - - OPEN-V CVS ALY ALy Disabled -
CL3-A 4 00:00:122 WOL-AW  VSI_%210_.. - - OPEN-V CVS ALY ALy Disabled -
CL3-A 4 00:00:22 VWOL-ALU  VSI_x210_.. - - OPEN-V CVS ALY ALY Disabled -
CL3-A 4 00:00:122 WOL-ALU  VSI_x210_... - - OPEN-V CVS ALY ALU Disabled -
cinia - sn.onan ARSAL ALY AR DAL Vs e avat et
<G >
Total: 16
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|
Procedure 4. Verify that the PE is Available and Visible

Verify that the protocol endpoint (PE) is visible in vSphere. On the storage system, the PE is the administrative
logical unit (ALU) that the storage administrator presented to vSphere Cluster/ESXi hosts in the prior procedure.

Step 1. Log in to the vSphere Client, select Inventory from Home tab, and then select an ESXi host.

Step 2. Select Protocol Endpoints under the Configure tab.

vSphere Client O,

£ 0ne8m

HITACH Fibre Channet Disk (naa 600608800860400000500d4d0000001

Step 3. (Optional), Using the ESXi host root console, you can view the protocol endpoints (PEs) by running
the following command from the esxcli command line.

#esxcli storage core device list -p

This will display the devices that are recognized as PEs. Note the Is VVOL PE=True value.

&P PUTTY (inactive)

Procedure 5. |Initialize Parity Groups with Hitachi Ops Center Administrator

Configuration steps in this section assume that Parity Groups have already been created by Hitachi professional

services or using Hitachi Storage Navigator. For initializing Parity Groups from Hitachi Ops Center Administrator,
proceed with the following steps:
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Step 1. Log in to Hitachi Ops Center Administrator and select Storage Systems from the navigation
pane.

HITACHI  Ops Conter Aammiswrator PO ORI, s

Data Protection Alerts Hardware Alerts

[ 651% Subscribed Capacity Tier Breakdown Tlers  Protection  Savings
.6!.'3(1 T8 Physical Capacity © Diamond |
© Platinum
&) 358.97 GIB Thin Used " Gold
[ 40.89 TI8 Thin Free Siiver
© Bronze
O External
(D 41.24 T8 Aliocated to Pools
..‘U.b'J TI& Unallocated to Pools O sos g
Step 2. Select the S/N of the Virtual Storage Platform from the Storage Systems list.
HITACHI Ops Center Administrator Dasnboard Jobs Monitoning 1600

Dashboard e Systerns
Storage Systems
W summary

Data Protection Hardware Alerts

Alerts (O 0% Sutrscribes Capacity Tier Breakdown Ters  Promecton Savings
61,90 TiB Prysial Capacy © Diamond
O #iaonum (R
[0 G8 Thin Used b
0GE Thin Free Silver
© Bronze
O external {
(0J0 68 Aflocated o Pocls —
SDS
61,90 TiB Unallocated to Pooks 0=
+ @ 2 Actons %

NCOMPLETE HA ARRAY

0.00GI8 0% -

| items 0 selected show 200 v ftems (1]

Step 3. Click the PARITY GROUPS icon under the selected storage system to view parity groups.
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HITACHI = Ops Center Administrator Dashboard Jobs Monitoring 200

Dashboard Storage Systems « 60749

[ RO < 5

Data Protection

Alerts (Jo% susserined Capacrty Tier Breakdown Tiers  Procecton  Savings
(@51 50 TiB Physcal Capacay © Diamond
© riaerum (D
Y s @0 GiB Thin Used Soig
& R o GE Thin Free Silver
O eronze

O excemal (

Do GiB Allocated to Poals

(96150 TiB Unedocated to Poots

Last Refreshed: Oct 5, 2
VSP 5600 168.168.20

21-00/00 ¢ AVAILABLE

03/04

a PARITY GROUPS FooLs VOLUMES PORTS HOST GROUPS/ISCSI TARGETS NVM SUBSYSTEMS

i s 2 Wo M 24 ch 24 dho

Step 4. Click any Parity Group ID to initialize it as parity for creating the vVol volume pool. From the Ac-
tions pane click Initialize Parity Groups.

HITACHI  Ops Center Administrator rshibaard Jabs Maniomg L840

GOT49 Pa

P summary

Arliom...

Initiahze Parity Groups

o 11 IN_USE RAIDG G0=2P 55D NvMe 1.90 TB 1032 TIB 3.00 MIB 10,32 TIB - 100%

o 12 IN_USE RAIDE GO+ 2P S50 NvMe 1.90 TB 10.32 TIB 3.00 MIB 10.32TIB - 100%

@ 13 UNINITIALIZED RAIDE 604 2P S50 NVMe 1.50 TR 10.32 TiR 10,22 TI8 .

O 14 LININITIALIZED RAIDE BD+2P S50 NVME 1.50 TE 10,32 TIR 10.32 T8 [

0 s UNINITIALIZED RAIDD BO= 2P 550 NVMe 1,90 T8 10.32 TIB 1032 T8 0.00 GIB 0,00 5I5 o

O 16 UNINITIALIZED RAIDG G0=2P 550 NvMe 1.30 TS 10.32 TIB 10,32 IS 0.00 GIB 0,00 GIE o

Biterms 1 selected show 200~ ftems a

Step 5. Click OK.
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Initialize Parity Groups Confirmation

Note: Created Parity Groups have status as UNINITIALIZED and after it gets initialized completely, the status
should change to IN_USE.

Procedure 6. Create a Dynamic Provisioning Pool for vWols

When creating a pool, use the Basic option to take advantage of tiers of storage available on the VSP that are
based on best practices. By default, the basic option will create a Hitachi Dynamic Provisioning Pool.

If you want more flexibility and do not need to take advantage of best practices, you can use the advanced option
to select specific Parity Groups and define your pool types as either Tiered, Thin, or Snap.

Step 1. On the Ops Center Administrator dashboard, click Storage Systems to see the inventory of
registered storage systems.
& Ak Mot secure | Rps.opsvm.adaptive-solutions bocal 20961 /% = Al M = B %
HITAGHI S Chslar Adma d1al Danhboars tn Mondoneg FAr-]

Hardweare Aleris

X

[J651% Subscribed Capacity Tier Breakdown Tiers  Protection  Savings
B &1.50 T8 Physical Capacity O Diamond
O Platinum
[
L
() 358.97 GIB Thin Used =
[ 0.8 TIE Thin Free Sihvar
O Bronze
© External ( 3
[0 41.24 Tig Allocated to Pools \
O sos

I 20.65 TI8 Unaliocated to Poals

Step 2. Click the S/N listing of the Storage System.
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HITACHI = Ops Center Agministrator
‘l Dathtoard tonage Systerrs = |
Storage Systems

W ummary

Cagany Nerts. Data Protection

A Tier Breakdown Ters  Precsan gt
(6190 10 Physcal Capacky O o nd
0 )
811435 08 Thin Usee Gold.
@041 TR TN Pree Sive
O #ronee
O saernal [
82 18 Alocated o ool
O sos

4 27 10 Unetiocaces w0 Pools

61.50TID 2041710

1 kems O sebictes ;oW 0 v fems 1]

Step 3. From the storage system, click Pools.

HITACHI ©ps Center Administrator Dashboare Jobs rMenitaring L0800

Dashboard ~ Storage Systemsw G0749

AA22-5600 [ RCACR - 5

Data Protection Hardware Alerts

Alerts [ 3254 subsenbad Capaoty Tier Breakdown Tiers | Protecton  Savigs
[l 61.50 N3 Physical Capacey © Diamond
o raiur (D
@ 21429 GiE Thin Used o
| - A W 20.41 18 thn Free Sitver
O Bronze

O Extemal \ )

[mE

[ £1.27 T8 Unaliocat=d (o Poots

2 T8 Asocated 10 Fools

AA22.5600 Last Refreshed: Nov 16, 2023 2:02:51 AM

woDt
VSP 5600

AVAILABLE

90-09-21-00/00

01-70-03/04 0.00 GB

PARITY GROUPS

.r - POOLS VOLUNES FORTS HOST GROUPS/ISCSI TARGETS NVM SUBSYSTENS
i s ! 5 M| ch 20 o

Step 4. Click the plus sign (+) to open the Create Storage Pool window.
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HITACHI Ops Center Administrator

Dashboard Storage Systems » 60749 Pools »

Pools

V¥ Summary

- &  Actions...

Q_ | Create Storage Pool

ACTIVE FLASH

O ¢ UCS_Boot_Pool Thin No
@) UCS_Application_Pool Thin No
Step 5. Enter the following details and click Submit.

a. Enter POOL NAME as vVOL_Dynamic_Pool (Pool names can contain alphanumeric characters,
hyphens, and underscores only. Initial hyphens are not allowed.)

b. Click an available Tier to view the available storage capacity and select the available capacity.

c. Review the high and low pool utilization thresholds. By default, the utilization threshold low is set
to 70% and high respectively at 80%. If required, you can modify thresholds to receive notifications
for the thresholds that meet your environment needs.

d. To specify over allocation, you can set the limit to Unlimited.

e. Click Submit.
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HITACHI Ops Center Administrator Dashboard Jobs Monitoring
Dashboard Storage Systems - 60749 Paoals = eate P
-
< = Create Pool
l Baslc I Advanced
Select capacity from Tiers to allocate to Poo
WOL_Dynamic_Pool DIAMOND 0.00 GIB Available
0.00 Gig -
class PLATINUM 10.32 TiB Available
10.32 TiB -
GOLD 0.00 GiB Available
0.00 GIB v
Total: 10.32 TiB
SILVER 0.00 GIB Available
Platinum: 10.32 Ti8 (100.00 %)
0.00 GiB -
ERONZE 0.00 GiB Available
0.00 GIB b
UTILIZATION THRESHOLD [LOW) % UTILIZATION THRESHOLD (HIGH) % SUBSCRIPTION LIMIT
70 80 & Unlimited

Eif this threshold is exceeded, snapshots
will be disabled to ensure there is
enough capacity for user data.

Cancel

Procedure 7. Create vVols Resource Group from Hitachi Storage Navigator

Step 1. Log in to Hitachi Device Manager- Storage Navigator.
= f:j A Mol secure |"..|.l'. S92, 16E. 188 20 sanprojecerrarzancydo | A o |T| %= @ ] ann g
B Meiee Maragen - Stz Hosigatie - 0703 AG5 D800 S0 TURLNENDAH - 9

HITACHI

Hitachi Device Manager

Storage Navigator

raanancE

Step 2. Expand Administration, select Resource Groups, and click Create Resource Groups.
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Storage Navigator « IP192.762.168.20 - S/NGOTEY - D/NAAZ22- 5600

Oevice Manager

Hitachi Device Mana

Opwralion Leqbmd

roat Geoups

b 3100

Step 3. Enter the Resource Group Name and click Select LDEVs.

B Dirvice Manager - Siorsge Mevigatos - IPRTS2 168 168,50 - SMEG0T4% - DVMLAAZD - SE00

Croate Resouron Groups

i, Craatd Retnunls G

Thien wiplied S i (PRSEE FESDUNTE Jroupd. Cleil #aa® Batton bo salect pasrdy geoups, DT, @

Egnawete roud hama |

(M=, X2 Chifadtad)

Farnty Grnip Gelerminn

Falect Pardy GhiswDi

Totel Salated Party Gitwpii o

LOEY Selsctian:

Select LOIVE
Totsl Seleciad LDV al
Pt Fabaertion
Falect Pome
Totel Salated Pomsi 2

Hedl Gidwp Salectian

Lpleet Host Groups

Totsl Selectied liget Groaiper ]

ORI Targat Sedection:

Faback 1505 Targets

Talal Salersad SO Tarmsiai
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Step 4. Select an available range of LDEV IDs for reservation from the Available LDEVs tab, including the
LDEVs created in the prior vVol pool step. Click Add.

Salect LDEV(z) from the Available LOEVs list. Click Add to add the LDEV(s), and dick OX.

Selected LDEVs
|”ggmv lkl;”(; 1 766 |3 A Select All Pages| >Emv ]
4 LDEV Parity Pool Namezpal
Parity Group ID Pool Name(1D) || tosv D e oD M malio) Capacity i
\ 4 Remove
> < >
Selacted: 26 of &3245 Selacted: 0 of 0
oK Cancel 7

Step 5. Click OK to reserve the selected LDEVs to the Resource Group.

Select LDEVS
Salact LDEV(z) from tha Avallabla LDEVS list. Click A2d to add the LDEV(z), and dick OK.

Available LDEVS
| aftter | on [T Select All Pages|
L] toevio LDEV Nama Parity Group 1D Pool Nama(10) 2 LDEV Name

Parity Pool
Group 1D Nama(1D)

00:00:34
00100138
00:00:3C
00:00:30
00:00:3E
00:10013F
00:00:140
00:00:41
00:00:42
00:00:43
00100144
00:00:45
00:00:46
00:00:47
00100148
00100149
00:00:44
00:00:48
00:00:4C
00100140
00:00:4€
00:00:4F
00:00:50
00:00:51
00:00:152
00:00:53

A 11V I T ) O ) T Y D Y T ) Y

Step 6. After the LDEVs selection is completed, click Add.
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Create Resource Groups

1.Create Resource Groups

Thiz wizard lats you create resource groups. Click each button to select panty groups, LDEVs, ports, host groups and ISCSI targets to be added o the resource group and click Add. Click Finish to confirm.

Rescurce Group Name:  wols-RG Selected Resource Groups
(Max. 32 Characters)

Resource Group Number of Number Number of Number of I3
Parity Group Selection: =~ Name (ID) Party Groups of LDEVs Ports Host Groups |

Select Parity Groups |

Total Selected Panity Groups: 0

LDEV Selection:

Total Selected LDEVs: 26

Port Selection:

Select Ports

Total Selectad Ports: 0o Add

Host Group Selection:

Total Selected Host Groups: 0

ISCS1 Target Selection:

Select (SCSI Targets |

Total Selected ISCSI Targets: ]

Step 7. The created Resource Group is visible under the Selected Resource Groups pane, and the
Number of LDEVs are presented as selected. Click Finish.

Create Resource Groups

1.Create Resource Groups

This wizard letz you create rezource groups. Click each button to zelect partty groups, LDEVS, ports, host groups and ISCSE targets to be added to the resource group and click Add. Click Finizh to confirm.

[Resource Group Heme: [ wois_RG | S
—
(Max. 32 Characters) Selact AL
- Resouce Group | Numbar of NWumber | Number of Number of "
Purity Group Salections ¥ Name (10) Pority Groups | of LDEVs  Ports Host Groups | i

| Selsct Parity Groups

Total Selected Parity Groups: o
LDEV Selection:
Total Salectad LDEVS! o

Port Salection:

| Select Ports |

Totsl Selected Ports: o I Add b I

Host Group Salectiont

| select Host Groups

Total Selected Host Groups: 0

iSCSI Target Selection:

| Select ISCSI Targets

Total Selactad ISCS1 Targats! o

Dal Remove Selactad: 1 of 1

1 Back

Fenisk

Step 8. Click Apply.
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Create Resource Groups

Enter a name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for exacution.
Tazk Nama: 231221-CreateResourceGroups
(Max. 32 Characters]
Create Resource Groups
Resource Group Number of Number Number of sumber of Number of
Nama (1) Parity Groups | of LDEVs  Ports Host Groups ISCS1 Targets
Jo wvols_RG i-) o 26 0 0 ol
=3 —

Procedure 8. Deploy Storage Provider for VMware vCenter

Storage Provider for VMware vCenter is deployed using an OVF template. You can obtain the binaries from your
Hitachi representative or download the latest OVF file from - Support | Hitachi Vantara.

This virtual machine is typically deployed into the vSphere management cluster where the vCenter Appliance
(VCSA) is deployed. You can also deploy this virtual machine to any vSphere environment if it has network access
to the VSP storage.

Step 1. Log in to VMware vSphere web client.

VMware® vSphere

Administrator@vsphere.local

Step 2. From the vCenter Dashboard, right-click Management Cluster and select Deploy OVF Template.
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https://support.hitachivantara.com/en/user/answers/downloads/downloads-detail.html?d=VMware%20Adapters&pptype=Hardware%20Components

[[)) Actions - 8.0U1
EF Add Hosts...

vSphere Client

&% New Virtual Machine...

% New Resource Pool...

m B B @

v ve.adaptive-solutions.local
AS-VSI

& Deploy OVF Template...

i

2% New vApp...

@ Import VMs
Storage >
Host Profiles >

Edit Default VM Compatibility...

Step 3. Select the Local File, click UPLOAD FILES, and then select the respective OVA. Click Next.

Deploy OVF Template Select an OVF template X

Sedect an OVF template from remote URL or local file system
Enter a URL to downdoad and install the OVF package from the Intemet, or browse to a location accessible from
your computer, such as a local hard drive, a network share, or a CD/DVD drive.

URL

@ Local file

UPLOAD FILES | HitachiStoragePravider_3.7.3-00.ova

cancEr

Step 4. Provide the name of the virtual machine and select the management cluster. Click NEXT.
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Deploy OVF Template Select a name and folder ”
Specify a unique name and target location

1 Select an OVF template

Virtual machine name: I HtachiStorageProvider_1.7.3-00 I

Select a location for the virtual machine.

- jons local
Step 5. Select the Compute Resource and click Next.
Deploy OVF Template Select a compute resource %

Select the destination compute resource for this operation

1 Select an OVF template ~ [ As-vsi
>
2 Select a name and folder

Compatibility
Compatibility checks succeeded.

cANCEL | BACK

Step 6. Verify the template details and click Next.
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Deploy OVF Template Review details
Verify the template details.

1 Select an OVF template £\ The OVF package contains

2 Select a name and folder

3 Select a compute resource ——

Product
m Version
Vendor

Download size

Size on disk

Advanced configuration

ot which might pose a security risk, Review the advanced

configuration options below. Click next 1o accep! the advanced configuration options.

Mo certificate present

Hitachi Starage Provider for Viware vCenter -b

373

Hitachi

2168

Unknown (thin provisioned)
200.0 GB (thick provisioned)

rwram = ovf/filefile3

CANCEL BACK n

Step 7. Select the compatible Datastore and click Next.
Deploy OVF Template Select storage
Select the storage for the configuration and disk files
1 Select an OVF template Encrypt this virtual machine (Requires Key Management Server)
Select virtual disk format Thick Provision Lazy Zeroed
2 Select a name and folder VM Storage Policy
[[) Disable Storage DRS for this virtual machine
3 Selecta compute resource
Name o0t e T Capachty T Provisonea T Free T Type T e
4 Review details
43892 GB 468 TE VMFS 6 v
>
ems per page 10 2 it

+ Compatibility checks succeeded.

CANCEL BACK

Step 8. Select the In-band Management Network and click Next.
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Select Network

Quick Fiiter

NSX Port Group ID Distributed Switch

| CANCEL

Step 9. Provide the following details:

¢ Network Configuration
o |P Address
> FQDN
o DNS
o Gateway
o Netmask

¢ SSO Server Configuration
o FQDN or IP Address: Enter the FQDN or IP address for the vCenter Single Sign-On Server.
o HTTPS Port: Enter the HTTPS Port Number 443 for vCenter SSO Server.
o Single Sign-On domain name: Enter the domain name for the vCenter SSO Server as vSphere.local

« System Configuration
o Domain Name
o Host Name

> NTP
Step 10. Click Next.
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Deploy OVF Template Customize template X
Customize the deployment properties of this software solution. Ll
Select an OVF template [ (@ 3properties have invalid values x

x)

Select a name and folder

fior Storage Provider

I 10.1.168.106 I

Select a compute resource

w details FQDN Enter t I for Storage r. Type ** if you don't
the FGDN
5 Select storage .
6 Select networks DNS Server Enter IP address of your DNS Server
I 10 I
Gateway Enter IP address of your default Gatewsay

I 10.1.168.254 I

FQODN or IP Address e Sign-0n Server

HTTPS Port

enter S50 Server

Single Sign-On domain name E:

N environments

CANCEL | BACK NEXT

Step 11. Validate the details and click Finish.
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Deploy OVF Template Ready to complete x
« Select a compute resource -~

Resource

~ Review detalls

Download size 21GB

~ Select storage
Size on disk 200.0 GB
Storage mapping 1

All disks Datastore: V3I-D5-01; Format: Thick provision lazy zeroed

~ Select networks
Network mapping

VM N ork IB-Mgmit Metwork

IP allocation settings

8 Ready to complete IP protocol

IP allocation Static - Manual

~ Customize template

Properties

CANCEL BACK FINISH

Step 12. Once the Storage Provider OVA has been deployed, Power On the virtual machine.

Step 13. In the browser, enter the IP Address or FQDN of Storage Provider for VMware vCenter with the
following port number 50001. https://[Storage-Provider-IP-Address or FQDN]:50001/

Step 14. Enter the administrator SSO credentials for logging in to the VMware vCenter. Click Login.

HITACHI

Hitachi Storage Provider for VMware® vCenter ™

Procedure 9. Onboard Hitachi VSP to Storage Provider for VMware vCenter

Step 1. In the Storage Provider for VMware vCenter console, from the Management pane, select Man-
age Storage Systems, and then click Add Storage Systems.
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Management Manage Storage Systems

Physical Storage |

| sarege systeme || contams =100 [20 V| eeaet]  alv s [ o] Fersct 1t

] Storage Syatema. Modsl Type SVF IF Addrasa|Configuratien Manager REST AP Server IF Address Serial Number  Microcods Statua Laat Update
Maintenancs [ 7 Storage Systens 1| DL 2 J

Step 2. Select a Storage System Type and enter the SVP IP address. Enter the vVols User ID and
Password that you created earlier. Click OK.

Managemeant Add Storage System
Storage System Type | | W5
SV IP address ; | 152,164,158 20
User 1D : [+

Maintensnce

Note: Click Reload to update the progress until the storage system is added successfully.

Manage Storage Systems

Pliysleal smnagel

I |.'\u'03 5600 @poors @LoEss  VSPSE00 ||9}‘ 168 168 20

Maintenance

Procedure 10. Register Storage Provider for VMware vCenter in VMware vSphere

Step 1. Log in to the vSphere Client.
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VMware® vSphere

Administrator@vsphere.local

Step 2. Select vCenter. Click the Configure tab and select Storage Providers, and then click ADD.

vSphere Client

< . ) _
[} vc.adaptive-solutions.local | :actions
= S @ Summary  Montor e
: e Settings v | Storage Providers
0 8.0U1 (eree ] STORAGE PROVIDERS
B 1011681M Licensing ADD | SYNCHRONIZE STORAGE PROVIDERS  RE-AUTI

Message of the Day

[ 10118812

Advanced Settings Storage Provider A Status A
£ 101188113
F 101168114 CETEH L ! % IOFILTER Provider 10.1168..  Online
> (O Test-Harness Security e %  IOFILTER Provider 10.1168...  Online
RLUSEANTOnY % | IOFILTER Provider 10.1168...  Online
Key Providers
H ) IOFILTER Provider 10.1.168.... Online
Alarm Definitions
Scheduled Tasks : »  IOFILTER Provider 10.1.168... ~ Online
age Providers »  VMware vSAN Online

VvSAN >
Step 3. Enter the following information:
a. Enter the Name for the New Storage Provider.
b. Inthe URL field, enter https://[Storage-Provider-FQDN]:50001/version.xml
c. Inthe Username field, enter the vCenter username in the format shown in the following figure.
d. Inthe Password field, enter the vCenter password.
e. Click OK.
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vc.adaptive-solutions.loc X

New Storage Provider

al

Name vasa

URL https://Storage-Provider-FQDM:50001/4

User name I vsphere. local\administrator ]

Password I ..................... F I

[[) use storage provider certificate
Certificate location

CANCEL I-
Step 4. In the Security Alert prompt, click YES.
Security Alert X

Unable to verify the authenticity of the specified host
The SHAT thumborint of the certificate is:

AE:CZ:E4:3C:2C127D:09:85:C1:48:20:54:50.C2:63 EA:D3:44.D5

Issuer:-CN=Storage Provider for VMware vCenter OU=Storage, O=Hitachi.C=US

Subject:CN=Storage Provider for VMware vCenter,OU=Storage C=Hitachi,C=US
& Valid from:11/21/2023, 10:18:05 AM

Valid 10:11/20/2024, 10:18:05 AM

Do you wish to proceed connecting anyway?

Choose "Yes" if you trust the host. The above information will be remembered until the host is removed from the
inventory.

Choose “No" to cancel connecting to the host at this ime.

Step 5. After successful onboarding, the Storage Provider for VMware vCenter displays an Online status.
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vc.adaptive-solutions.local i ACTIONS

SUMmary Manitor Configure Permissons Datacenters Hosts & Qusters VMS Datastores Networs nked v

v Storage Providers

ADD SYNCHRONIZL STORAGL PROVIDERS  RC-AUTHENICATL HOST VASA CLILNTS
51
i Storage Provider -
LTER F
v ! CFELTER Provider 10,1168 Supported Vendor IDs Certificate Info Arrays
F de

vider name vasa

Procedure 11. Create a Storage Container for vVols and Define a Capability Profile from Storage Provider for
VMware vCenter

Step 1. Log in to Storage Provider for VMware vCenter, from the Management pane select Manage
Storage Containers, and then click Create Storage Container.

Management

e = prom : 0 v [R0)Eaoeoet| 1)1 [0 [TSE] (] o 01200
or J[<] [

Sage Cortawers

Capobeity Schesvar

Repde dbuse, Ceogn

Malrtenance

Ceverid Sty

Tiowricad Logn

Resoive a0 Troudeshost

Uysizte Sobuare

Step 2. Enter the following details:
a. Provide a Name for vVols Storage Container.
b. Select a Storage System.
c. Select the vVols Resource Group.

Step 3. Select the undefined Capability Profiles and click Define Profile.
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Hame

Description

Storage Systam

Resource Group

IEITE] sreciies whethar 1o use a storage container for replication i used, specity the port for the dummy host group
® Mot used In Replcation
Used in Regication  Port for Dumeny Host Group
IEEER srecty  capabiiey profis for the DP pool that axists in the storage container
Capacity(Froa/Total) ome ¢
Logical Capacity(F otal) omMe /
Snapshot Capachy(FraeTatal) 515T8 ¢

Pool Name

WOL_Dynamic_Poal

Step 4. Select the parameters for Managed Capabilities based on your environment and click OK. In the
context of this guide, the following capabilities were selected.

a. Performance IOPS - class - Tier1_IOPS
b. Performance Latency - class - Tier1_Latency

c. Availability - class - Tier1

L iption of the capability profile, and then select the capabilities to be registered .
Name [Tcapatin, Prome |

Managed Capabilities |1 1000

Pedormance 10PS - class Tier1_IOPS v
Pedormance Latency - cdass Tiwe1_Latency w
8 Avalability - class Tier1 v

I Cost - class

Rocevery by Virtual Infrastructure Intagrator

Snapshot Backup Importance - Class

Auto-generated Capabiities

& Orive Type/Drive Spesd NVMe SSD

B Peal Type HOT

%G RAID Lavel RAIDE(ED+2P)
8 Encryption Ne

& Snapshot Yes

Stwrage Eficiency

SPEM tag{VMFS)

Deduplicasion and Compression

Compression

—
n.“KJ Cancel

Step 5. Click Submit.
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ge Container
Specify information about the storage container.
Specify information about the storage container and resource group
Name Wols Storage Container
Description
Starage System VSP 5600 260749 vl

Resource Group vWols-RG -

m Specifies whether 1o use a storage container for replication If used, specily the port for the dummy host group
® Not used in Replication

Used in Replication  Poat for Dummy Hosl Group

R srecity a capability profie for the DP pool that sxists in the storage container
Capacity(Fres/Tatal) 515TB

Logical Capacity(Free/Total)
Snapshot Capacity(Free/Total)

Name Pool Name

) |Capabiity Profile > WOL_Dynamic_Pool

vVols Storage Configuration

Procedure 1. Deploy vVols Datastore
Step 1. Log in to VMware vSphere client.

VMware® vSphere

Administrator@vsphere.local

LOGIN

Step 2. Right-click the Cluster, select Storage, and then click New Datastore.
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() Actions - 8.0U1 “expiring licenses in your inven

E," Add Hosts...

vSphere Client

&% New Virtual Machine...

&Y New Resource Pool...

4
[D] @ @ & Deploy OVF Template... figure Permissions H
v vc.adaptive-solutions.local ¥ New vApp...
v AS-VSI

=
B (1 8.0U1 @ Import VMs

Ef New Datastore...

Host Profiles > [, Rescan Storage...

Edit Default VM Compatibility...

&> Assign vSAN Cluster License...

Step 3. In the New Datastore window, select vVol and click Next.

New Datastore Type *
Specity datasiore type
Crapte & VMFS datastane on b Sk LUM
“ES

] TR —— Create an NFS datastore on an NFS share aver the netwark
s BOC 1y

o
Craaie & Virual Violismes datasiong on & SI0MS0E COMTamer ConngCied 10 & SI0Fa0e provader
Step 4. Enter the Name for the datastore and select the Storage Container. Click Next.
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Mew Datastore Mame and container selection %
Spescity dataatons name snd Dadkordg 3500 sge ConLarer
P
2 Warme incl containes selecton Backing Storage Containes
3 Hosts accesubdity hara r denddar T Baxirram Dk Sire ¥ Euitting Dalabore T
EERRF, T LY S GO TR

Bachkang Storage Container Details

canceL | Back |
Step 5. Select all the Hosts that will be included in the vVols Datastore. Click Next.
New Datastore Hosts accessibility x

Specify which hosts will have scoess 10 the datastore

Gk Filtar

3 Hosis accessbal

CANCEL BACH | HEXT

Step 6. Click Finish to create a vVols Datastore.
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New Datastore Ready to complete %

Review your selectons before finishing the wizard

| Y
ype v Name and container selection

; Datastore name VShwVois-O1

2 Name and container selection
Datastore type vWVol

3 Hosts accessibilty Storage container vVols Storage Contaner
name:
Storage comainer Vol ScS0COcS14 7409687561891 5e06e9
DI
Storage array(sy VP S600_60749
Storage provader(s) VASA Provider

v Hosts accessibility

Hosts 01 0esm
0 wvueens
0 wouesn2
1 vusane

CANCEL ‘ BACK

Procedure 2. Define a Virtual Machine Storage Profile

Step 1. Log in to VMware vSphere Client.

VMware® vSphere

Administrator@vsphere.local

Use WINnagows session autnenticaton

LOGIN

N

Step 2. Navigate to Policies and Profiles under vSphere Client Home tab.
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vSphere Client Q

b

(Al Home
€ Shortcuts

VM Storage Policies

Quick Filter Enter value

& Inventory

Content Libraries

£ Workload Management Name

[ Global Inventory Lists

[4 Policies and Profiles

WM Encryption Policy

vS5AN Default Storage Policy

D V%ol No Requirements Policy
A Auto Deploy [1 | Management Storace Policv - F
& Hybrid Cloud Services
<> Developer Center
%y Administration
[E] Tasks
Step 3. Select the VM storage Policies and click Create.

v Storage Policies
Step 4. Enter the Name and click Next.
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Create VM Storage Policy Name and description X

1 Name and description
vCenter Server: VC.ADAPTIVE-SOLUTIONS.LOCAL +
Name: Y | y¥ols Tier 1 Policy

Description:

Step 5. Select the Datastore specific rules for Hitachi Storage provider and click Next.

I 1 Name and description

Host based services

2 Policy structure Create rules for data services provided by hosts. Available data services could include encryption, I/O control,

caching, etc. Host based services will be applied in addition to any datastore specific rules

Enable host based rules

Datastore specific rules

Create rues for a specific storage type to configure data services provided Dy the datastores, The rules will be
applied when VMs are placed on the specific storage type.

_| Enable rules for “vSAN" storage

Enable rules for “vSANDirect” st

_| Enable rules for "VMFS" storage

[ Enable rules for “com hitachi storageprovider. vwol* storage l

| Enable tag based placement rules

CANCEL BACK

Step 6. Click ADD RULE for com.hitachi.storageprovider.vvol.

Create VM Storage Policy com.hitachi.stoerageprovider.vvol rules x

s

1 Name and description Placement Replication Tags

ADD RULE ~
2 Policy structure

com.hitachi.storageprovider.vvol

rules

Step 7. Add the capabilities profiles as shown below:
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Create VM Storage Policy com.hitachi.storageprovider.vvol rules %

1 Name and description Placement Replication Tags

ADD RULE v
2 Policy structure
RAID Level
- com.hitachi.storageprovider.vvol
e Pool Type

Drive Type/Drive Speed
Encryption
Snapshot

Storage Efficiency

Performance I0PS - Class
Performance Latency - Class

Availability - Class

Cost - Class

Snapshot Backup Importance - Class

CANCEL BACK NEXT

Step 8. Select the capabilities based on environment requirements. In the context of this document Ti-
er1_IOPS, Tier1_Latency, and Tier1 Availability are selected. Click Next.
+
Create VM Storage Policy com.hitachi.storageprovider.vvol rules X
1 Name and description Placement ~ Replication  Tags
Performance IOPS - Class (1) Tier 1055 REMOVE
2 Policy structure
(] Tierz_ioPs
B com.hitachi.storageprovider.vvol [ Tier3_ioPS
rules
Performance Latency - Class @ Tierl_Latency REMOVE
CI Tier2_Latency
[ Tier3_Latency
Availability - Class @ ngeﬂ REMOVE
Ifl Tier2
[:J Tier3

CANCEL

BACK NEXT |

Step 9. Select the compatible datastore. Click Next.
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Create VM Storage Policy =~ Storage compatibility X

1 Name and description (LN TN (NCOMPATIBLE

I:I Expand datastore clusters Compatible storage 3.61 TB (3.61 TB free)
2 Policy structure

Quick Filter Enter value

Ccol n.hitachi storageprovider.vvol

rules

B vsl-vols-DsS-01 AS-VS wol 361TB 361TB
4 Storage compatibility

BACK NEXT

CANCEL
Step 10. Click Finish.
ls ‘ . -
Create VM Storage Policy Review and finish X
General
1 Name and description
Name vVols Tier 1 Policy O
Description
2 Policy structure . .
vCenter Server vc.adaptive-solutions.local

com.hitachi.storageprovider.vvol com.hitachi.storageprovider.vvol rules

rules

Placement
o Performance IOPS - Class Tier1_IOPS
4 Storage compatibility )
Performance Latency - Class Tierl_Latency

i ) Availability - Class Tier1
5 Review and finish

FINISH

CANCEL BACK

Storage Policy Based Management (SPBM) for VMFS LDEVs

Procedure 1. Storage Policy Based Management (SPBM) for VMFS LDEVs from Storage Provider for VMware

vCenter

SPBM provides capabilities of applicable storage resources to VMware vCenter.
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From the Hitachi Storage Provider for VMware vCenter, you define an LDEV profile to pass storage characteristics
to VMware vCenter, such as IOPS, Latency, Availability, Drive RPM, and even storage location. To create an LDEV
profile from Hitachi Storage Provider, follow these steps:

Step 1. Log in to Hitachi Storage Provider.
9] -‘I 10.1.168.106 I

HITACHI

Hitachi Storage Provider for VMware® vCenter™

Step 2. Select Manage Storage Systems. Click LDEVs.

Hitachi Storage Provider for VMware vCenter - block component 3.7.3.3382 Welcome fo vasa-provider@vsphere.local

Management Manage Storage
e o e Physical s:orage] Storage

Manage Storage Containers

Storage System: v || contains v 30 v| a

P % Sy ; [eo][>] |

REpRCHIoN Coups ] Storage Systems Model Type|SVP IP Address|Configuration Manager REST API Server IP Address|Serial Number!
AA22-5600 [Bpoors] M@LDEVs JVSP 5600 |192.168.168.20 |- 60749 ]

Add Storage Systems ] )(

Maintenance

General Settings
Download Logs
Update Certificate
Change Credentials
Restart Service

Resolve and Troubleshoot

Update Software

Step 3. Select the VMFS LDEV to provide capabilities for and click Define Profile.
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Hitachi Storage Provider for VMware vCenter - block component 3.7.33382 W me fo vasa-provider@vsphere. local

Management Manage Volumes - AA22

Manage Storage Systems No. of Volumes

Manage Storage Containers
‘ Datastore Name v l] contains v

Capability Schema
Select Volume and click Define Profile
Replication Groups

Maintenance rofile Status|Pool |Resource Group) Label Device ID
VSI-DS-01 ustom DP 1|meta_resource |VSI-VMFS-DS-01|naa.60060e8008ed4d000050ed4d00000008|v
General Settings - :
1 100:00:09 | VSI-DS-02 Disable DP 1| meta_resource |VSI-VMFS-DS-02|naa.60060e8008ed4d000050ed4d00000009|v
i 1 100:00:04 Disable DPO ‘ meta_resource |ESXi1_Boot_Vol |naa.60060e8008ed4d000050ed4d00000004
Update Certificate ~) [00:00:05|- Disable DP 0| meta_resource |ESXi2_Boot_Vol |naa 60060e8008ed4d000050ed4d00000005
Change Credentials 1100:00:06|- Disable DP 0|meta_resource [ESXi3_Boot_Vol (naa 6006028008ed4d000050ed4d00000006
Restart Service ) [00:00:07 |- Disable DP 0| meta_resource |ESXid4_Boot_Vol |naa.6006028008ed4d000050ed4d00000007
Resoive and Troubleshoot 00:00:18|- - - meta_resource |VVOL-ALU1 naa 6006028008ed4d000050ed4d00000018
Update Software
Step 4. Select the parameters for Managed Capabilities based on your environment and click OK. In the

context of this guide the following capabilities were selected.
a. Performance IOPS - Class - Tier2_IOPS
b. Performance Latency - Class - Tier2_Latency
c. Availability - Class - Tier2

Step 5. Click Submit.

Define Profile Tag
Specify select the capability tags to be registered.
LDEVID 00:00:08

IManaged Capabilities - Per Devicel | = =+

Performance I0PS - Class Tier2_IOPS
Parformance Latency - Class Tier2_Latency
Availability - Class Tier2

) Cost - Class

Recovery by Virtual Infrastructure Integrator.

u Snapshot Backup Importance - Class

Auto-define Capabilities
— Drive TypeiDrive Speed SsD = [ Deduplication and Compression Yes
Pool Type HDP & |l Compression Normal =
| RAID Level RAIDG(6D+<2P)
Encryption No
—I Snapshot Yes

Procedure 2. Show VMFS Datastore with SPBM tags

Step 1. Log in to VMware vSphere Client.
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VMware® vSphere

Administrator@vsphere.local

Step 2. From vCenter, navigate to Inventory.

vSphere Client

(Al Home <
& Shortcuts

=2 Inventory
| Content Libraries
£ Workload Management

[ Global Inventory Lists
[ Policies and Profiles
A Auto Deploy

& Hybrid Cloud Services

<> Developer Center

Step 3. Navigate to the Datastore section and select the VMFS Datastore.
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vSphere Client O,

<
[ 8 | @
v vc.adaptive-solutions.local
v [ AS-vsI

2 VsI-DS-01
B vsI-DS-02
B VSI-NVMe-DS-01
B VSI-NVMe-DS-02
B vsi-vVols-DS-01

W

Step 4. After you have selected the Datastore, click Summary and view Storage Capabilities in the Tags
pane.

8 VSI-DS-01 J AEmElE

Summary | Monitor Configure Permissions Files Hosts VMs
— Y

Related Objects i Tags
Availability : Tier2 (SPBM) =

Performance IOPS : Tier #SPE %
2 M

Performance Latency : T fSPB

@ erz M

None

x

Host Image and vSphere Configuration Profiles

Procedure 1. Image Remediation

Step 1. From the Cluster view, select Updates > Hosts > Image, and select the first added host, and from
ACTIONS, select Run pre-check.
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v Adaptive-solutons local
) ASVS
B oo oo
7 wusam GropE by et
L8N
* 301168113 =
S 01684
T os-ossist

101968112  actions v

L 0o g - |
Software comphance — "
Seope mage
~oone ot v e Vornn

D B 2 @ oyl SN " i
v adaptive-sokutions locs PIR-CREcH COMPIsten A
Hosty v
Il AS-VS
101568 m X rs=
Vidware 1
101 %812
» 101%813 o ima @
- 4 OOttty of aDb3 % 0 LT ® HA Wil D ] - 0
101968 14
S as~aswat
A >
v

0LIEB N2 AcTIONS v

Software comphance

e v oge v
oge

Step 3. Within the pop-up, click START REMEDIATION.
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Review Remediation Impact

Impact summary
1 hos on-C ant with the image

VMware General Terms
ns vSphere HA 8.0 Update 1 will be
Impact to specific hosts

Notes
VM states honor remediation settings

spended or migrated to other hosts based on the apphicable remediation

Pre-check w

ansen on the clu StS Sin

Hosts are remediated one at a time

Hosts will be remediated one at a time. 50 hosts will not reboot/go into maintenance mode simultaneously
Order of host remediation is determined at runtime

Hosts wil ted in an order determined at runtime. Hence that order may not correspond t
order in which th ear here.

Quick Boot

EXPORT IMPACT DETAILS ‘ CLOSE START REMEDIATION

Step 4. Repeat steps 1 - 3 for each of the remaining hosts.

Procedure 2. Create Reference Configuration

Step 1. From the VSI cluster, click Configure > Desired State > Configuration.

¢ n
80U ACTON
B B8 @ - " -
VE dactve-sohstions koca -
M ASVY vicrere O Configuration
9019068 ™ (Mantensnce Mooe) Configea stion v Setrrgn regshar » ot
50168 12 (Mairsenance Mode)
6 50 1368 1) (Msrtenance Mooe) e ] —Ow
300008 104 (Murdenance Mode) -
b .
Ucemeg v
vian
VEphars Ouiter Sav_
VIAN v
Decred State ~
~ A

Step 2. Click the ... box and select Extract from reference host.
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VC 30800 ve- SOMONS WO -
N ASVS vigher DAt Configuration

# 01168 1 (Mantenance Moce) Comtgur stion v Setongs
00168 12 (Martenance Mode)

ronarce w00 Dwta
# 901968 19 (Martenance Mode) — o D
R

Step 3. Select the first ESXi host that has been manually configured and click NEXT.

Extract Configuration Select Reference Host

Step 4. Click DOWNLOAD.
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Extract Configuration Download Configuration

< Configuration fie is ready to download.

Procedure 3. Add Additional Hosts

Step 1. Open the downloaded JSON file in an editor. Notepad++ is used in our example.

Step 2. Find the host-specific section within the JSON file, highlight the UUID bracket section and copy
it.
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File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7
cHHE R GR sDhBPeag 2% EE %1 EDEDAue | dEDBR
[ extract-1699907129877 json 3 |

217 }
218 Y
219 "host-specific™:

1]

L]

w
HIHIHIHIH

Y,
"metadata™: {
"reference_host": {
251 "uuid": "000021aa-0000-0100-2a21-000000000001",
252 "build™: "Releasebuild-22088125",
253 "yersion™: %"8.0.1%,
254 "patch™: "25%,
255 "update™: "1"
-

[
wo
o w
{HTH

>

v

JSON file length : 9,824 lines: 258 Ln:247 Col:10 Sel:1,004|28 Uniix (LF) UTF-8

INS

Step 3. Create additional tabs or files for each host to be configured and copy the host-specific JSON

text.
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File Edit Search View Encoding Language Settings Tools Macro Run Pluging Window 7

OHE 2 58 DD casax|EE %1 ERTAus |l DRB

"host-specific®: (

248 o 1

243 E *metadata®: (

250 "reference_host®: {

as: *guid*: *000021aa-0000~0100~-2221-000000000001",

252 *build®: "Releasebuild-22088125",

253 *version®: "8.0.1",

254 "patch®: "25%,

255 *update®: "1*
<<
JSON file length: 9,824 lines: 253 Ln:247 Col:10 Sel:1,004|28 Unix (LF) UTF-8
Step 4. Paste this copied host-specific JSON section into each tab.
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File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? + v X
cHHB R B8 sMD/oec/ny| 22 FfEISTEERECA® B ED BE
£ & Enew1 B8 3= x|
1 "000021aa-0000-0100-2a21-000000000001": { ~
2 "esx": {
3 "network": {
4 "vmknics": [
5 {
6 wipP®:: §
7 "ipv4 address": "10.1.168.111",
8 "ipv4 subnet_mask": "255.255.255.0"
9 Y,
10 "device": "vmkO"
11 |
12 {
13 "ip®: {
14 "ipv4_address": "10.0.0.111",
15 "ipv4 subnet mask": "255.255.255.0"
16 Yo
17 "device": "vmkl"
i8 }
19 1.
20 "net_stacks": [
21 {
22 "host_name": "esxi-1",
23 "key": "defaultTcpipStack”
24 }
25 1
286 }
27 }
28 }
v
Normal text file length: 1,031 lines: 28 Ln:28 Col:10 Pos:1,032 Windows (CRLF)  UTF-8 INS
Step 5. Adjust the UUID (top alpha-numeric sequence above the “esx”: line) with the UUID values for each

additional host, along with adjustments for their respective VMkernel IPs and host names.
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File Edt Sesrch View Encoding Language Settings Tools Macro Run Plugins Window ?
cBHB LRI DI c a2 EE ST EIECRAe® @EHBE
tract- 1609907126877 o 3 Emew 1 €3 e 2 3| Ellnew 3 3]

1 EOOOOZ&!!-OOOO-OIOO-:IZI-000000000002": "
2 "esx": (
3 *"network"”: {
L] "vmknics": [
5 {
€ "ip®: |
7 "ipv4_address”:
2 "ipvd_subnet_mask": . B .o"
2 1,
10 "device®: "vmkO"
11 1,
i2 {
i3 "ip": {
14 "ipvd_address": mm
18 "ipv4_subnet_mask": . .255.0"
16 1,
17 "device": “"vmkl"
18 }
19 1,
20 "net_stacks": [
21 {
22 'host_nm":
23 "key": "defaulTicpipStack"
24 }
25 1
26 }
27 }
28 }
Normal text file length: 1,031 fines: 28 Ln:22 Col:51 Pos:£31 Windows (CRLF)  UTF-8
Step 6. Add a comma after the first UUID block in the original JSON file.
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Fle Edt Semch View Encoding Language Settings Tools Macro Run Plugins Window ?
cHHG LRI Do/ 22 EfEH S 1EIRRAu @EEEB

[ otract- 1699907129877 500 3 [l | Bl 2 1| e 1]

216 }

237 }

218 1.

219 *host-specific*: |

220 *0000212a~0000-0100-2221~-000000000001": (

221 “esx": {

222 *“necwork®: (

223 “vmiknics®: [

224 (

225 “1p*: {

226 "ipv4_address®: "10.1.168.111"%,
227 "ipv4_subnet mask": %255.255.255.0"
22e - Y,

229 *"device”: “vmk0O*

230 -
23 E {

232 "ip”: {

233 "ipv4 address”: *10.0.0.111%,

234 "ipv4_subnet_mask": "255.255.255.0"
238 - 1

236 “device™: "wvmkl®

237 - }

23z 3 ) 5

239 "net_sctacks": [

240 {

241 "host_name®: “esxi-1",

242 “key®: "defaultTcpipStack"™

243
2%
245
246
247
248
242 - e

250 E "metadata®: (

T+

PR A Lo )
~

81 “"reference_host": {
252 "upid®: *0000218a-0000-0100-2821-000000000001"%,
253 "puild": "Releasebuild-22088125",
254 "version": *8.0.1%,
258 "patch®: "25%,
<
JSON file length: 9,828 fines : 299 Ln:247 Col:11 Pos:9,564 Unix (LF) UTF-8
Step 7. Insert each additional host UUID block segments into the file after the comma, with commas

separating each additional host, and then save the file.
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File Edit Search View

Encoding Language Settings Tools Macre Run Plugins Window 7

cdHEG R G| saD|/oc/ng 22 GHEZTEIETHue | @ENEB
[ extract-1699907129877 s0n 3 [l new 1 (| Blnen 2 |

307
308
309

310
311
312 -
313
314
315
316
317
318
319 B
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340 = }
341 B }

342 =1

{THDH—

1l
}e

mml[ll[l

"vmiknics": [

{

}
1.

"ip®: {
"ipv4_address": "10.1.168.114",
"ipv4 subnet mask": "255.255.255.0"
}.
"device": "vmkO"

"ip®: {
"ipv4_address": "10.0.0.114",
"ipv4_subnet_mask": "255.255.255.0"
}I’
"device": "vmkl"

"net_stacks": [

{

"metadata™: {
"reference_host™: {

"host_name": "esxi-4",
"key": "defaultTcpipStack”

"uuid”: "000021aa-0000-0100-aa21-000000000001",
"build™: "Releasebuild-22088125",
"version™: "8.0.1",

"patch®: "25%,
"update™: "1"

JSON file

length: 12,844  lines: 342 Ln:331 Col:10 Pos: 12581

Unix (LF) UTF-8

Note: The last host block inserted will not have a comma added to it.

Step 8.

From vCenter, return to the cluster Configure > Configuration, and click IMPORT.
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#0168 11 (Mantenance Mode) Contgwaton - Swttrgs vearce
F 901008 12 (Maintenance Moos) Dschile
F 201908113 (Mantenance Moce) — e “

# 101968 114 (Martenance Mode) oy P, i

¥ighere Ounter Ser..
VEAN

Deswreas State

Step 9. Browse for the adjusted JSON file and click IMPORT.

Import Configuration from File

The imported configuration wil overwrite and replace the current desired configuration

Step 10. Click CLOSE after the import completes.

Procedure 4. Remediate Hosts

Step 1. Click the Compliance tab of Configure > Desired State > Configuration of the VSI cluster, select
a non-compliant host, and click RUN PRE-CHECK.
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# 101568 12 (Mantenance Mooe)
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e auctive-sohusors locs

2 AV

£ 101564 111 (Mamtenance Moow)
# 101168 12 (Manterance Mode)
& 10168 113 (Martenance MoOw)
$ 101568 14 (Mantenance Moce)

Step 3.
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Click NEXT after the PRE-CHECK and then click REMEDIATE on the Review Impact screen.
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Remediate

2 Review Impact

Review Impact

Remediating the hosts in the cluster will have the folowing impact:
* O hosts will be put nto maintenance mode and then rebooted.
* 3 hosts will be put Into maintenance mode.

¢ m8.OUl :acrions

m &5y 8 @ Summary  Montor  Configre  Permissons  Hosts VM

Datastores Networks Updates
vC.adaptive-solutions local Services ~
W Asvsl Configuration
omphiance and O hosts have unknown status (Checked on 11/13/2023, 4 07.06 PM|
. Avakstity
# 10116811 (Maintenance Mode) Operation Details
# 101168 112 (Maintenance Mode) Chetgmiion ¥ =
# 101168.113 (Maintenance Mode) Quickstort PRE-CHECK STATUS
# 101168.114 (Maintenance Mode) ¢
Remediation resuit
, i -
aked skipped

A | Recent Task Alarms

vSphere Additional Finishing Steps
Procedure 5. VMware ESXi 8.0 U1 TPM Attestation

Note: If your Cisco UCS servers have Trusted Platform Module (TPM) 2.0 modules installed, the TPM can
provide assurance that ESXi has booted with UEFI Secure Boot enabled and using only digitally signed code.
In the Cisco UCS Configuration section of this document, UEFI secure boot was enabled in the boot order
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policy. A server can boot with UEFI Secure Boot with or without a TPM 2.0 module. If it has a TPM, VMware
vCenter can attest that the server booted with UEFI Secure Boot. To verify the VMware ESXi 8.0 U1 TPM
Attestation, follow these steps:

Step 1. For Cisco UCS servers that have TPM 2.0 modules installed, TPM Attestation can be verified within
vCenter.
Step 2. In the vCenter under Hosts and Clusters select the cluster.
Step 3. In the center pane, choose the Monitor tab.
Step 4. Click Monitor > Security. The Attestation status will show the status of the TPM:
¢ i BOU | acress

L B 3 & Smary Moo régue Permwmwons  Host o Datastore NeTwOres pate:

D ASVS .«,‘t..,.mf. v

vEpRers Ounter Sarvces

Coud Native Storage

Note: It may be necessary to disconnect and reconnect or reboot a host from vCenter to get it to pass at-
testation the first time.

Procedure 6. (Optional) Configure Distributed Power Management (DPM)

This procedure configures the host to be able to be shut down during low cluster utilization times to reduce power.

The CIMC Management interface associated with the DPM BMC MAC address will need to be gathered from the
Fabric Interconnect Device Console CLI, either from direct console connection, or via ssh.

To gather the CIMC Management interface MAC addresses, perform the following steps:

Step 1. Connect to either Fabric Interconnect Device Console as admin.

% ssh admin@192.168.168.11

Cisco UCS 6500 Series Fabric Interconnect
admin@192.168.168.12"'s password:

UCS Intersight Management
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AA21-6536-A#

Step 2. Connect to the CIMC Debug Firmware Utility Shell of the first server (connect cimc <chas-
sis>/<blade slot>) from which to collect information.

AA21-6536-B# connect cimc 1/1
Entering character mode

Escape character is '""]'.

CIMC Debug Firmware Utility Shell [ ]
[ help 1#

Step 3. Run the network command and identify the first server MAC (HWaddr) address for the ethO value
from the top of the output that returns.

[ help ]# network
ethO Link encap:Ethernet HWaddr 56:51:DE:D5:87:E9
inet6 addr: fe80::5451:deff:fed5:87e9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48387344 errors:0 dropped:0 overruns:0 frame:0
TX packets:37023312 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:18446744071908661842 (16777215.9 TiB) TX bytes:1097208517 (1.0 GiB)
Interrupt:50

Step 4. Type exit and repeat steps 2 and 3 for each server.

Note: With the information gathered for each server to configure, continue with the following steps:

Step 5. From the first host that has been added, go to Configure > System > Power Management and
click EDIT... .

¢ 010116811 | :acows
o ® B8 @ Summery. . Monitor onfigure  Permissions  VMs  Datastores  Networks  Updates
‘,V(Asv;'m"m”“’ v 2 IPMVI/ILO Settings for Power Management
- B as
i soun User name =
[0 oweem ] BMC P acckess
[ w1san2
0 BMC MAC adidress.
{ wusanm3
[ w01%8ne

O Test-Harness
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Step 6. Provide the credentials for a local user with admin privileges within the UCS domain, the assigned
KVM mgmt IP from Intersight, and the CIMC MAC address previously collected from the Fabric Interconnect De-
vice Console.

IPMI/ILO Settings for Power X
Management

10116811

Step 7. Repeat Step 2 for each additional host in the cluster.

Note: The MAC addresses used in this configuration are associated with the physical hardware of the server
and will need to be re-entered if the server profiles associated with these hosts are deployed to different
servers.

Step 8. Go to Configure > Services > vSphere DRS for the cluster and click EDIT....
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Step 9. Select the Power Management tab within the Edit Cluster Settings window, click the Enable

checkbox for DPM, and select the Automatic option from the Automation Level drop-down list.

Step 10.

Edit Cluster Settings 80U

Click OK to apply the changes.
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Step 11. Click OK past any warnings about the standby functionality of certain hosts, or alternately test each
host for standby now that it has been configured and repeat Step 5.
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Appendix
This appendix contains the following:

« Allocate a VMFS Datastore with Cisco Intersight Cloud Orchestrator using Hitachi VSP

e MDS Configurations used in this validation

« Nexus Configurations used in this validation

Note: The features and functionality explained in this Appendix are optional configurations that can be
helpful in configuring and managing the Adaptive Solutions deployment.

Allocate a VMFS Datastore with Cisco Intersight Cloud Orchestrator using Hitachi VSP

Intersight Cloud Orchestrator (ICO) enables administrators to allocate a VMFS datastore from system-defined
workflow New VMFS Datastore, this single workflow is a combination of tasks that carves the virtual volume from
an existing pool, adds LUN paths to a single host in a cluster with an associated LUN ID, and then onboards the
datastore within VMware vCenter to the selected host. After the initial datastore has been mounted, administrators
can use the ICO workflow output logs to identify the volume backing the datastore, after identified administrators
must use ICO task New Storage LUN ID to allocate to other hosts within the desired cluster and any other mul-
tipaths required. A storage rescan from the ESXi host will be required.

Procedure 1. Use the New VMFS Datastore from the system-defined workflow

Step 1. Select Cloud Orchestrator from the system drop-down list, click Workflows, and click Sample
Workflows tab.

= vl Intersight . Clowd Orchestrator v/

Data Types Systam Definad Yus ~  Acd Fiter 28 ttems found 10 por page

Top 5 Workflow Categories Top 5 Distribution by Targets
New Command Palette % o Stoags 9 - SRNAs e lou 1

(=) i, i
Navigate Intersight with CarleK or T BeLsios = " iy v N

Halp > Command Paletto

Display Name Deserl. Defaul_. Executions LastExecuti.. LastExecuti.. Failed/.. Validat... Last Update

I 4FS Da ¢ I Create & st 5 0 - - Disables @ Valid

Step 2. From the predefined list, select New VMFS Datastore. Click Execute.
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il ntersight  Cloud Orchestrator

New VMFS Datastore o e [ - ]|

General Designer Mapping Code
-
ﬂ._—._,ﬂ,,“_u.'_‘.\.‘_ — o B
C B [
- s - |- -
B
‘q_: =:=.'_“=‘I=’=— [ T _
Step 3. From the Workflow Input wizard, select the Storage Device, LUN ID, Volume Label, Data Re-

duction Mode, Volume Size and Unit, Storage Host (Host Group), Port ID, Host Group Number, Hypervisor
Manager, Data Center, Cluster, Host, Datastore Name, and Datastore Type. Click Execute.
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‘duik- Intersight  Cloud Orchestrator

Execute Workflow: NewVmfsDatastore

Execute Workflow

Fill Attributes

General

Organization *

default

Workflow Inputs

Workflow Instance Name
New VMFS Datastore

Storage Device * ©

Selected Storage Device VSP 5600_60749

&

x

LUN number
200

Hitachi volume option.

Fool Id
1
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Volume Label
VMFS-DS_Prod_Intersight @
Data Reduction Mode
disabled v o
Volume Capacity
Size *
200 @
Unit *
GiB E ]
Storage Host
Selected Storage Host VSI_x210_M7.01_Fab_A & 4
Hitachi Host Group Parameter
Portld* @
Selected Portld CL1-A & x
Host Group Number * ©
Selected Host Group Mumber 1 rd ®
Hypervisor Manager * @
Selected Hypervisor Manager vc.adaptive-solutions.local & »
Datacenter *
Selected Datacenter AS-VSI & %
Cluster
Selected Cluster 80U1 & X
Host
Selected Host 101168111 & X
Datastore Name *
VMFS-DS_Intersight ©
Datastore Type *
VMFS-6 ~

cone

If input parameters are correct, ICO displays Success after the task is complete:
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Intarsight  Clud

New VMFS Datastore cwu

General  Designer  Mapping  Code  Histary

Anliback Cleme Exscution

Step 4.
LDEV ID in decimal:

Execution

New VMFS Datastore - Dec 22, 2023 9:50 AM B4
Organization Status

default Success

~ Workflow Inputs
(P) start

1

Dec 22, 2023 09:50:33 AM

(1) MNew Storage Volume Dec 22, 2023 09:50:41 AM

v Logs
~ Inputs
~ Qutputs
= configResults: [ 1]
El object: { 4 }
= configResCtx: {1}
] EntityData: {1}
task: workflow.ApiTask
Message: Volume created successfully.
State: Ok
Type: Config
[ volume Capacity: { 2 }
Size: 200

Unit: G

I Volume: 34 I
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Execution
e VWIS Dilstione - e 22 200 9,50 A0

eganizatier

(_Iﬁ Hew Storage LUN 1D Dot 32, 2023 OF5L:45 41

(2] Crusk and Connect Valume o Hest Gr., Dec 22, 2023 00:50:45 At

(5)  Mew Hypervsar Datastare Dec 22, 2022 OB:ET:04 40

() Sucenss

After the task is complete, expand New Storage Volume Task > Outputs to view the created
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If multipathing or any other pathing to additional hosts is required, administrators are required to use New Storage
LUN ID as explamed in the VSP with Cisco InterS|ght Cloud Orchestrator best practlces guide:

df to aIIocate the volume to other hosts. A manual HBA rescan from the host is required to discover VMFS
datastore after allocation is complete.

MDS Configurations used in this validation
MDS A Configuration

version 9.3(2)
power redundancy-mode redundant
license smart transport smart
system default switchport mode F
feature fport-channel-trunk
feature nxapi
role name default-role
description This is a system defined role and applies to all users.
rule 5 permit show feature environment
rule 4 permit show feature hardware
rule 3 permit show feature module
rule 2 permit show feature snmp
rule 1 permit show feature system
username admin password 5 $5$Wor/sHUtSglWc3XEUwWEuUfzrMpHVwPdQdWeOgOm1lBQO0aoP0sAPE6]Ll role network-admin
username svc-nxcloud password 5 ! role network-admin
username svc-nxcloud passphrase lifetime 99999 warntime 14 gracetime 3
username snmpadmin password 5 $5$I87vpH8FS$SNx06Ss6gcgig2YtbnwjsdydxgV3KBdrKYI2et7wTro. role network-admin
username snmpadmin passphrase lifetime 99999 warntime 14 gracetime 3
ip domain-lookup
ip domain-name adaptive-solutions.local
ip name-server 192.168.160.53
ip host AA21-9124V-1 192.168.168.15
aaa group server radius radius
snmp-server contact vsiuser@adaptive-solutions.local
snmp-server user admin network-admin auth md5 0xe4c3b09168f2dc77ecb2ee99b1425233 priv aes-128 0xe4c3b09168
£2dc77ecb2ee99p1425233 localizedkey
snmp-server user snmpadmin network-admin auth sha 0x257e997f8e55f3c2ldeab856dc2bdc7bf6a7fa36 priv aes-128
0x257e997£8e55f3c21deab856dc2bdc7bf6a7fa36 localizedkey
snmp-server host 192.168.168.92 traps version 2c public udp-port 2162
snmp-server host 192.168.168.94 traps version 2c public udp-port 2162
rmon event 1 log trap public description FATAL (1) owner PMONQ@FATAL
rmon event 2 log trap public description CRITICAL(2) owner PMONQ@CRITICAL
rmon event 3 log trap public description ERROR(3) owner PMON@ERROR
rmon event 4 log trap public description WARNING(4) owner PMON@WARNING
rmon event 5 log trap public description INFORMATION (5) owner PMON@INFO

port-monitor name fabricmon edge policy
logical-type edge
counter link-loss poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts s
yslog rmon portguard FPIN
counter sync-loss poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts s
yslog rmon portguard FPIN
counter signal-loss poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts
syslog rmon portguard FPIN
counter invalid-words poll-interval 30 delta rising-threshold 1 event 4 falling-threshold 0 event 4 aler
ts syslog rmon portguard FPIN
counter invalid-crc poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts
syslog rmon portguard FPIN
counter state-change poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 0 event 4 alert
s syslog rmon
counter tx-discards poll-interval 60 delta rising-threshold 200 event 4 falling-threshold 10 event 4 ale
rts syslog rmon
counter lr-rx poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts syslo
g rmon
counter lr-tx poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts syslo
g rmon
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counter timeout-discards poll-interval 60 delta rising-threshold 200 event 4 falling-threshold 10 event
4 alerts syslog rmon

counter credit-loss-reco poll-interval 1 delta rising-threshold 1 event 4 falling-threshold 0 event 4 al
erts syslog rmon

counter tx-credit-not-available poll-interval 1 delta rising-threshold 10 event 4 falling-threshold 0 ev
ent 4 alerts syslog rmon

counter rx-datarate poll-interval 10 delta rising-threshold 80 event 4 falling-threshold 70 event 4 aler
ts syslog rmon obfl

counter tx-datarate poll-interval 10 delta rising-threshold 80 event 4 falling-threshold 70 event 4 aler
ts syslog rmon obfl

no monitor counter err-pkt-from-port

no monitor counter err-pkt-to-xbar

no monitor counter err-pkt-from-xbar

counter tx-slowport-oper-delay poll-interval 1 absolute rising-threshold 50 event 4 falling-threshold 0
event 4 alerts syslog rmon

counter txwait poll-interval 1 delta rising-threshold 30 event 4 falling-threshold 10 event 4 alerts sys
log rmon portguard FPIN

counter txwait warning-signal-threshold 40 alarm-signal-threshold 60 portguard congestion-signals

no monitor counter sfp-tx-power-low-warn

no monitor counter sfp-rx-power-low-warn

counter rx-datarate-burst poll-interval 10 delta rising-threshold 5 event 4 falling-threshold 1 event 4
alerts syslog rmon obfl datarate 90

counter tx-datarate-burst poll-interval 10 delta rising-threshold 5 event 4 falling-threshold 1 event 4
alerts syslog rmon obfl datarate 90

counter input-errors poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alert
s syslog rmon
callhome

email-contact rci@cisco.com

destination-profile xml transport-method http

destination-profile xml email-addr sl-sch-test@cisco.com

destination-profile xml email-addr rci@cisco.com

destination-profile xml http https://tools.cisco.com/its/service/oddce/services/DDCEService

enable
ntp server 192.168.168.254
vsan database

vsan 101 name "Fabric-A"
device-alias database

device-alias name AA2l-esxi-1 pwwn 20:00:00:25:b5:21:0a:00

device-alias name AA2l-esxi-2 pwwn 20:00:00:25:b5:21:0a:02

device-alias name AA2l-esxi-3 pwwn 20:00:00:25:b5:21:0a:04

device-alias name AA2l-esxi-4 pwwn 20:00:00:25:b5:21:0a:06

device-alias name AA2l-esxi-5 pwwn 20:00:00:25:b5:21:0a:08

device-alias name AA2l-esxi-6 pwwn 20:00:00:25:b5:21:0a:0a

device-alias name AA22-5600-0-la pwwn 50:06:0e:80:08:ed:4d:00

device-alias name AA22-5600-1-2a pwwn 50:06:0e:80:08:ed:4d:10

device-alias name AA2l-esxi-l-fc-nvme pwwn 20:00:00:25:b5:21:0a:01

device-alias name AA2l-esxi-2-fc-nvme pwwn 20:00:00:25:05:21:0a:03

device-alias name AA2l-esxi-3-fc-nvme pwwn 20:00:00:25:05:21:0a:05

device-alias name AA2l-esxi-4-fc-nvme pwwn 20:00:00:25:05:21:0a:07

device-alias name AA2l-esxi-5-fc-nvme pwwn 20:00:00:25:05:21:0a:09

device-alias name AA2l-esxi-6-fc-nvme pwwn 20:00:00:25:b5:21:0a:0b

device-alias name AA22-5600-0-1b-fc-nvme pwwn 50:06:0e:80:08:ed:4d:01

device-alias name AA22-5600-1-2b-fc-nvme pwwn 50:06:0e:80:08:ed:4d:11

device-alias commit

fcdomain fcid database

vsan 1 wwn 50:06:0e:80:08:ed:4d:10 fcid 0x0e0000 dynamic
! [AA22-5600-1-2a]

vsan 1 wwn 50:06:0e:80:08:ed:4d:11 fcid 0x0e0020 dynamic
! [AA22-5600-1-2b-fc—-nvme]

vsan 1 wwn 50:06:0e:80:08:ed:4d:00 fcid 0x0e0040 dynamic
! [AA22-5600-0-1a]

vsan 1 wwn 50:06:0e:80:08:ed:4d:01 fcid 0x0e0060 dynamic
! [AA22-5600-0-1b-fc—-nvme]

vsan 101 wwn 50:06:0e:80:08:ed:4d:10 fcid 0xcc0000 dynamic
! [AA22-5600-1-2a]

vsan 101 wwn 50:06:0e:80:08:ed:4d:11 fcid 0xcc0020 dynamic
! [AA22-5600-1-2b-fc—nvme]
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vsan 101 wwn
|

vsan 101 wwn
|

vsan 101 wwn

vsan 101 wwn
|

vsan 101 wwn
|

vsan 101 wwn
|

vsan 101 wwn
|
vsan 101 wwn

vsan 101 wwn
|

vsan 101 wwn
|

vsén 101 wwn
|

vsén 101 wwn
|

vsén 101 wwn
|

vsén 101 wwn
|

vsan 101 wwn
|

vsan 101 wwn
|

system default

50:06:0e:80:08:ed:4d:00
[AA22-5600-0-1a]
50:06:0e:80:08:ed:4d:01

[AA22-5600-0-1b-fc-nvme]

24:01:00:08:31:33:76:7c
20:00:00:25:b5:21:0a:00
[AA2]1-esxi-1]
20:00:00:25:05:21:0a:02
[AA21-esxi-2]
20:00:00:25:b5:21:0a:04
[AA21-esxi-3]
20:00:00:25:05:21:0a:06
[AA21-esxi-4]
24:65:00:08:31:33:76:7c
20:00:00:25:05:21:0a:01
[AA21-esxi-1-fc-nvme]
20:00:00:25:b5:21:0a:03
[AA2]1-esxi-2-fc—-nvme]
20:00:00:25:05:21:0a:05
[AA21-esxi-3-fc-nvme]
20:00:00:25:b5:21:0a:07
[AA2]1-esxi-4-fc—-nvme]
20:00:00:25:b5:21:0a:0a
[AA21-esxi-6]
20:00:00:25:05:21:0a:08
[AA21-esxi-5]
20:00:00:25:b5:21:0a:09
[AA2]1-esxi-5-fc—-nvme]
20:00:00:25:05:21:0a:0b
[AA21-esxi-6-fc-nvme]
zone distribute full

zone smart-zoning enable vsan 101
zoneset distribute full vsan 101
!Active Zone Database Section for vsan
zone name FC-AA22-5600 vsan 101

member device-alias
member device-alias
member device-alias
member device-alias
member device-alias
member device-alias
member device-alias
member device-alias

zone name FC-NVMe-AA22-5600 vsan 101

member device-alias
member device-alias
member device-alias
member device-alias
member device-alias
member device-alias
member device-alias
member device-alias

zoneset name Fabric-A vsan 101
member FC-AA22-5600
member FC-NVMe-AA22-5600

zoneset activate name Fabric-A vsan 101

do clear zone database vsan 101
'Full Zone Database Section for vsan 101
zone name FC-AA22-5600 vsan 101
member device-alias AA2l-esxi-1 init
member device-alias AA2l-esxi-2 init
member device-alias AA2l-esxi-3 init
member device-alias AA2l-esxi-4 init

member device-alias
member device-alias
member device-alias

AA2l-esxi-1-fc-
AA2l-esxi-2-fc-
AA21l-esxi-3-fc-
AA21-esxi-4-fc-
AA22-5600-0-1b-fc-nvme target
AA22-5600-1-2b-fc-nvme target
AA21l-esxi-5-fc-nvme init

AA21-esxi-6-fc-nvme init

fcid

fcid

fcid
fcid

fcid

fcid

fcid

fcid
fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

101

AA21-esxi-1 init
AA21l-esxi-2 init
AA2l-esxi-3 init
AA21l-esxi-4 init
AA22-5600-0-1a target
AA22-5600-1-2a target
AA2l-esxi-5 init
AA21l-esxi-6 init

nvme
nvme
nvme
nvme

0xcc0040

0xcc0060

0xcc0080
Oxcc0081

0xcc0082

0xcc0083

0xcc0084

0xcc0085
0xcc0086

0xcc0087

0xcc0088

0xcc0089

Oxcc008a

0xcc008b

0Oxcc008c

Oxcc008d

init
init
init
init

AA22-5600-0-1la target
AA22-5600-1-2a target
AA21-esxi-5 init

dynamic
dynamic

dynamic
dynamic

dynamic
dynamic
dynamic

dynamic
dynamic

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic

dynamic
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member device-alias AA2l-esxi-6 init

zone name FC-NVMe-AA22-5600 vsan 101
member device-alias AA2l-esxi-l-fc-nvme init
member device-alias AA2l-esxi-2-fc-nvme init
member device-alias AA2l-esxi-3-fc-nvme init
member device-alias AA2l-esxi-4-fc-nvme init
member device-alias AA22-5600-0-1lb-fc-nvme target
member device-alias AA22-5600-1-2b-fc-nvme target
member device-alias AA2l-esxi-5-fc-nvme init
member device-alias AA2l-esxi-6-fc-nvme init

zoneset name Fabric-A vsan 101
member FC-AA22-5600
member FC-NVMe-AA22-5600

interface mgmtO
ip address 192.168.168.15 255.255.255.0

interface port-channellOl
switchport trunk allowed vsan 101
switchport description AA21-6536-A
switchport speed 32000
switchport rate-mode dedicated
vsan database
vsan 101 interface port-channellOl
vsan 101 interface fcl/5
vsan 101 interface fcl/6
vsan 101 interface fcl/7
vsan 101 interface fcl/8
clock timezone EST -5 0
clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60
switchname AA21-9124V-1
no terminal log-all
line console
line vty
boot kickstart bootflash:/m9124v-s8ek9-kickstart-mz-npe.9.3.2.bin
boot system bootflash:/m9124v-s8ek9-mz-npe.9.3.2.bin
interface fcl/5
switchport speed 32000
interface fcl/6
switchport speed 32000
interface fcl/7
switchport speed 32000
interface fcl/8
switchport speed 32000
interface fcl/1
switchport speed 32000
interface fcl/2
switchport speed 32000
interface fcl/3
switchport speed 32000
interface fcl/4
switchport speed 32000
interface fcl/9
interface fcl/10
interface fcl/11
interface fcl/12
interface fcl/13
interface fcl/14
interface fcl/15
interface fcl/16
interface fcl/17
interface fcl/18
interface fcl/19
interface fcl/20
interface fcl/21

© 2024 Cisco and/or its affiliates. All rights reserved.

Page 348 of 367




interface fcl/22
interface fcl/23
interface fcl/24
interface fcl/5
interface fcl/6
interface fcl/7
interface fcl/8
interface fcl/1
switchport mode auto
interface fcl/2
switchport mode auto
interface fcl/3
switchport mode auto
interface fcl/4
switchport mode auto

interface fcl/1
switchport description AA21-6536-A:1/35/1
port-license acquire
channel-group 101 force
no shutdown

interface fcl/2
switchport description AA21-6536-A:1/35/2
port-license acquire
channel-group 101 force
no shutdown

interface fcl/3
switchport description AA21-6536-A:1/35/3
port-license acquire
channel-group 101 force
no shutdown

interface fcl/4
switchport description AA21-6536-A:1/35/4
port-license acquire
channel-group 101 force
no shutdown

interface fcl/5
switchport description AA22-5600-0:1la
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/6
switchport description AA22-5600-0:1Db
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/7
switchport description AA22-5600-1:2a
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/8
switchport description AA22-5600-1:2b
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/9

interface fcl/10

interface fcl/11
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interface fcl/12
interface fcl/13
interface fcl/14
interface fcl/15
interface fcl/16
interface fcl/17
interface fcl/18
interface fcl/19
interface fcl/20
interface fcl/21
interface fcl/22
interface fcl/23

interface fcl/24
ip default-gateway 192.168.168.254

MDS B Configuration

version 9.3(2)
power redundancy-mode redundant
license smart transport smart
system default switchport mode F
feature fport-channel-trunk
feature nxapi
role name default-role
description This is a system defined role and applies to all users.
rule 5 permit show feature environment
rule 4 permit show feature hardware
rule 3 permit show feature module
rule 2 permit show feature snmp
rule 1 permit show feature system
username admin password 5 $5$xpHyz.ti$1UhjNr3J4er5pJ4jx16B2hfmMV/LMGNByCUgPfu76I7 role network-admin
username svc-nxcloud password 5 ! role network-admin
username svc-nxcloud passphrase lifetime 99999 warntime 14 gracetime 3
username snmpadmin password 5 $5$eEEDJ3ip$JCExf.xkI1G0.BN.KiM12kaRnFFpNeOeyHVUop7clC/ role network-admin
username snmpadmin passphrase lifetime 99999 warntime 14 gracetime 3
ip domain-lookup
ip domain-name adaptive-solutions.local
ip name-server 192.168.160.53
ip host AA21-9124V-2 192.168.168.16
aaa group server radius radius
snmp-server contact vsiuser@adaptive-solutions.local
snmp-server user admin network-admin auth md5 0x7232eeb5c6e9db49adebf4c33a8afd5f6 priv aes-128 0x7232eebcobe
9db49adebfd4c33a8afd5f6 localizedkey
snmp-server user snmpadmin network-admin auth sha 0x45459c¢8d1d3ff0ec5c89cfdl138e792b8ff48967a priv aes-128
0x45459c8d1d3ff0ec5c89cfdl38e792b8£ff48967a localizedkey
snmp-server host 192.168.168.92 traps version 2c public udp-port 2162
snmp-server host 192.168.168.94 traps version 2c public udp-port 2162
rmon event 1 log trap public description FATAL (1) owner PMON@FATAL
rmon event 2 log trap public description CRITICAL (2) owner PMONQ@CRITICAL
rmon event 3 log trap public description ERROR(3) owner PMONE@ERROR
rmon event 4 log trap public description WARNING(4) owner PMONQ@WARNING
rmon event 5 log trap public description INFORMATION (5) owner PMON@INEFO

port-monitor name fabricmon edge policy
logical-type edge
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counter link-loss poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts s
yslog rmon portguard FPIN

counter sync-loss poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts s
yslog rmon portguard FPIN

counter signal-loss poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts

syslog rmon portguard FPIN

counter invalid-words poll-interval 30 delta rising-threshold 1 event 4 falling-threshold 0 event 4 aler
ts syslog rmon portguard FPIN

counter invalid-crc poll-interval 30 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts

syslog rmon portguard FPIN

counter state-change poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 0 event 4 alert
s syslog rmon

counter tx-discards poll-interval 60 delta rising-threshold 200 event 4 falling-threshold 10 event 4 ale
rts syslog rmon

counter lr-rx poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts syslo
g rmon

counter lr-tx poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alerts syslo
g rmon

counter timeout-discards poll-interval 60 delta rising-threshold 200 event 4 falling-threshold 10 event
4 alerts syslog rmon

counter credit-loss-reco poll-interval 1 delta rising-threshold 1 event 4 falling-threshold 0 event 4 al
erts syslog rmon

counter tx-credit-not-available poll-interval 1 delta rising-threshold 10 event 4 falling-threshold 0 ev
ent 4 alerts syslog rmon

counter rx-datarate poll-interval 10 delta rising-threshold 80 event 4 falling-threshold 70 event 4 aler
ts syslog rmon obfl

counter tx-datarate poll-interval 10 delta rising-threshold 80 event 4 falling-threshold 70 event 4 aler
ts syslog rmon obfl

no monitor counter err-pkt-from-port

no monitor counter err-pkt-to-xbar

no monitor counter err-pkt-from-xbar

counter tx-slowport-oper-delay poll-interval 1 absolute rising-threshold 50 event 4 falling-threshold O
event 4 alerts syslog rmon

counter txwait poll-interval 1 delta rising-threshold 30 event 4 falling-threshold 10 event 4 alerts sys
log rmon portguard FPIN

counter txwait warning-signal-threshold 40 alarm-signal-threshold 60 portguard congestion-signals

no monitor counter sfp-tx-power-low-warn

no monitor counter sfp-rx-power-low-warn

counter rx-datarate-burst poll-interval 10 delta rising-threshold 5 event 4 falling-threshold 1 event 4
alerts syslog rmon obfl datarate 90

counter tx-datarate-burst poll-interval 10 delta rising-threshold 5 event 4 falling-threshold 1 event 4
alerts syslog rmon obfl datarate 90

counter input-errors poll-interval 60 delta rising-threshold 5 event 4 falling-threshold 1 event 4 alert
s syslog rmon
callhome

email-contact rci@cisco.com

destination-profile xml transport-method http

destination-profile xml email-addr sl-sch-test@cisco.com

destination-profile xml email-addr rci@cisco.com

destination-profile xml http https://tools.cisco.com/its/service/oddce/services/DDCEService

enable
ntp server 192.168.168.254
vsan database

vsan 102 name "Fabric-B"
cfs ipv4 distribute
device-alias database

device-alias name AA2l-esxi-1 pwwn 20:00:00:25:b5:21:0b:00

device-alias name AA2l-esxi-2 pwwn 20:00:00:25:05:21:0b:02

device-alias name AA21l-esxi-3 pwwn 20:00:00:25:b5:21:0b:04

device-alias name AA2l-esxi-4 pwwn 20:00:00:25:b5:21:0b:06

device-alias name AA2l-esxi-5 pwwn 20:00:00:25:05:21:0b:08

device-alias name AA2l-esxi-6 pwwn 20:00:00:25:b5:21:0b:0a

device-alias name AA22-5600-0-3a pwwn 50:06:0e:80:08:ed:4d:20

device-alias name AA22-5600-1-4a pwwn 50:06:0e:80:08:ed:4d:30

device-alias name AA2l-esxi-l-fc-nvme pwwn 20:00:00:25:05:21:0b:01

device-alias name AA2l-esxi-2-fc-nvme pwwn 20:00:00:25:05:21:0b:03

device-alias name AA2l-esxi-3-fc-nvme pwwn 20:00:00:25:05:21:0b:05

device-alias name AA2l-esxi-4-fc-nvme pwwn 20:00:00:25:05:21:0b:07

device-alias name AA2l-esxi-5-fc-nvme pwwn 20:00:00:25:05:21:0b:09
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device-alias
device-alias
device-alias

name AA2l-esxi-6-fc-nvme pwwn 20:00:
name AA22-5600-0-3b-fc-nvme pwwn 50:
name AA22-5600-1-4b-fc-nvme pwwn 50:

device-alias commit

fcdomain fcid database

vsan 1 wwn 50:06:0e:80:08:ed:4d:20 fcid 0x340000

! [AA22-5600-0-3a]

vsan 1 wwn 50:06:0e:80:08:ed:4d:31 fcid 0x340020

! [AA22-5600-1-4b-fc-nvme]

vsan 1 wwn 50:06:0e:80:08:ed:4d:30 fcid 0x340040

! [AA22-5600-1-4a]
vsan 1 wwn 50:06:0e:80:08:ed:4d:21 fcid 0x340060 dynamic
! [AA22-5600-0-3b-fc—-nvme]
50:06:0e:80:08:ed:4d:30 fcid 0xdd0000 dynamic

vsan 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn

vsan 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn

vsan 102 wwn
|

vsén 102 wwn
|

vsén 102 wwn
|

vsén 102 wwn
|

vsén 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn
|

vsan 102 wwn
|

system default

[AA22-5600-1-4a]

00:25:05:21:0b:0b
06:0e:80:08:ed:4d:21
06:0e:80:08:ed:4d:31

dynamic
dynamic

dynamic

50:06:0e:80:08:ed:4d:31 fcid 0xdd0020 dynamic

[AA22-5600-1-4b-fc-nvme]

50:06:0e:80:08:ed:4d:20 fcid 0xdd0040 dynamic

[AA22-5600-0-3a]

50:06:0e:80:08:ed:4d:21 fcid 0xdd0060 dynamic

[AA22-5600-0-3b-fc-nvme]

24:02:00:08:31:33:75:24 fcid 0xdd0080 dynamic
20:00:00:25:05:21:0b:00 fcid 0xdd0081 dynamic

[AA21-esxi-1]

20:00:00:25:05:21:0b:02 fcid 0xdd0082 dynamic

[AA2]1-esxi-2]

20:00:00:25:05:21:0b:04 fcid 0xdd0083 dynamic

[AA21-esxi-3]

20:00:00:25:05:21:0b:06 fcid 0xdd0084 dynamic

[AA21-esxi-4]

24:66:00:08:31:33:75:24 fcid 0xdd0085 dynamic
20:00:00:25:05:21:0b:01 fcid 0xdd0086 dynamic

[AA2]1-esxi-1-fc—-nvme]

20:00:00:25:05:21:0b:03 fcid 0xdd0087 dynamic

[AA21-esxi-2-fc-nvme]

20:00:00:25:b5:21:0b:05 fcid 0xdd0088 dynamic

[AA2]1-esxi-3-fc—-nvme]

20:00:00:25:05:21:0b:07 fcid 0xdd0089 dynamic

[AA21-esxi-4-fc-nvme]

20:00:00:25:b5:21:0b:0a fcid 0xdd008a dynamic

[AA21-esx1-6]

20:00:00:25:05:21:0b:08 fcid 0xdd008b dynamic

[AA21-esxi-5]

20:00:00:25:b5:21:0b:09 fcid 0xdd008c dynamic

[AA21-esxi-5-fc-nvme]

20:00:00:25:05:21:0b:0b fcid 0xdd008d dynamic

[AA21-esxi-6-fc—-nvme]
zone distribute full

zone smart-zoning enable vsan 102

zoneset distribute full vsan 102

!Active Zone Database Section for vsan 102
zone name FC-AA22-5600 vsan 102

member
member
member
member
member
member
member
member

device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias

AA2l-esxi-1 init
AA21l-esxi-2 init
AA21-esxi-3 init
AA2l-esxi-4 init
AA22-5600-0-3a target
AA22-5600-1-4a target
AA21-esxi-5 init
AA2l-esxi-6 init

zone name FC-NVMe-AA22-5600 vsan 102

member
member
member
member
member

device-alias
device-alias
device-alias
device-alias
device-alias

AA21-esxi-1-fc-nvme init
AA21l-esxi-2-fc-nvme init
AA2l-esxi-3-fc-nvme init
AA2l-esxi-4-fc-nvme init
AA22-5600-0-3b-fc-nvme target
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member device-alias AA22-5600-1-4b-fc-nvme target
member device-alias AA2l-esxi-5-fc-nvme init
member device-alias AA2l-esxi-6-fc-nvme init

zoneset name Fabric-B vsan 102
member FC-AA22-5600
member FC-NVMe-AA22-5600

zoneset activate name Fabric-B vsan 102

do clear zone database vsan 102

'Full Zone Database Section for vsan 102

zone name FC-AA22-5600 vsan 102
member device-alias AA2l-esxi-1 init
member device-alias AA2l-esxi-2 init
member device-alias AA2l-esxi-3 init
member device-alias AA2l-esxi-4 init
member device-alias AA22-5600-0-3a target
member device-alias AA22-5600-1-4a target
member device-alias AA2l-esxi-5 init
member device-alias AA2l-esxi-6 init

zone name FC-NVMe-AA22-5600 vsan 102
member device-alias AA2l-esxi-1-fc-nvme init
member device-alias AA2l-esxi-2-fc-nvme init
member device-alias AA2l-esxi-3-fc-nvme init
member device-alias AA2l-esxi-4-fc-nvme init
member device-alias AA22-5600-0-3b-fc-nvme target
member device-alias AA22-5600-1-4b-fc-nvme target
member device-alias AA2l-esxi-5-fc-nvme init
member device-alias AA2l-esxi-6-fc-nvme init

zoneset name Fabric-B vsan 102
member FC-AA22-5600
member FC-NVMe-AA22-5600

interface mgmtO
ip address 192.168.168.16 255.255.255.0

interface port-channell02
switchport trunk allowed vsan 102
switchport description AA21-6536-B
switchport speed 32000
switchport rate-mode dedicated
vsan database
vsan 102 interface port-channellO2
vsan 102 interface fcl/5
vsan 102 interface fcl/6
vsan 102 interface fcl/7
vsan 102 interface fcl/8
clock timezone EST -5 0
clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60
switchname AA21-9124V-2
no terminal log-all
line console
line vty
boot kickstart bootflash:/m9124v-s8ek9-kickstart-mz-npe.9.3.2.bin
boot system bootflash:/m9124v-s8ek9-mz-npe.9.3.2.bin
interface fcl/8
switchport speed 32000
interface fcl/1
switchport speed 32000
interface fcl/2
switchport speed 32000
interface fcl/3
switchport speed 32000
interface fcl/4
switchport speed 32000
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interface fcl/5

switchport speed 32000

interface fcl/6

switchport speed 32000

interface fcl/7

switchport speed 32000

interface fcl/9
interface fcl/10
interface fcl/11
interface fcl/12
interface fcl/13
interface fcl/14
interface fcl/15
interface fcl/16
interface fcl/17
interface fcl/18
interface fcl/19
interface fcl/20
interface fcl/21
interface fcl/22
interface fcl/23
interface fcl/24
interface fcl/8
interface fcl/1
switchport mode
interface fcl/2
switchport mode
interface fcl/3
switchport mode
interface fcl/4
switchport mode
interface fcl/5
switchport mode
interface fcl/6
switchport mode
interface fcl/7
switchport mode

interface fcl/1

switchport description AA21-6536-B:

auto

auto

auto

auto

auto

auto

auto

port-license acquire

channel-group 102 force

no shutdown

interface fcl/2

switchport description AA21-6536-B:

port-license acquire

channel-group 102 force

no shutdown

interface fcl/3

switchport description AA21-6536-B:

port-license acquire

channel-group 102 force

no shutdown

interface fcl/4

switchport description AA21-6536-B:

port-license acquire

channel-group 102 force

no shutdown

interface fcl/5

switchport trunk allowed vsan 102
switchport description AA22-5600-0:
switchport trunk mode off

port-license acquire

no shutdown

1/35/1

1/35/2

1/35/3

1/35/4

3a
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interface fcl/6

switchport trunk allowed vsan 102
switchport description AA22-5600-0:3b
switchport trunk mode off
port-license acquire

no shutdown

interface fcl/7

switchport trunk allowed vsan 102
switchport description AA22-5600-1:4a
switchport trunk mode off
port-license acquire

no shutdown

interface fcl/8

switchport description AA22-5600-1:4b
switchport trunk mode off
port-license acquire

no shutdown
interface fcl/9
interface fcl/10
interface fcl/11
interface fcl/12
interface fcl/13
interface fcl/14
interface fcl/15
interface fcl/16
interface fcl/17
interface fcl/18
interface fcl/19
interface fcl/20
interface fcl/21
interface fcl/22
interface fcl/23

interface fcl/24

ip default-gateway 192.168.168.254

Nexus Configurations used in this validation

Nexus A Configuration

version 10.2(5)

Bios:version 05.47

switchname AA21-93600-1

vdc AA21-93600-1
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

feature nxapi

id 1

vlan minimum 16 maximum 4094

vrf minimum 2 maximum 4096
port-channel minimum 0 maximum 511
m4route-mem minimum 58 maximum 58
méroute-mem minimum 8 maximum 8
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feature bash-shell

cfs eth distribute

feature udld

feature interface-vlan

feature hsrp

feature lacp

feature vpc

feature 1ldp

clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60
feature telemetry

username admin password 5 $5$LPEEDD$I8n0a/ovGkzLCgIg.0QgVrhrRa5QY0xLAddG.nrCxR4 role network-admin
ip domain-lookup

ip domain-name adaptive-solutions.local

ip name-server 10.1.168.101

crypto key generate rsa label AA21-93600-1 modulus 1024

copp profile strict

snmp-server user admin network-admin auth md5 3746D2E94FC8C30BAA3BC4F3699B8E0055C6 priv aes-128 5236DEF202
969C02A212A8AETED6934D5F8C localizedvV2key

rmon event 1 log trap public description FATAL(1l) owner PMONQ@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMONQ@CRITICAL

rmon event 3 log trap public description ERROR (3) owner PMONE@ERROR

rmon event 4 log trap public description WARNING(4) owner PMON@WARNING

rmon event 5 log trap public description INFORMATION (5) owner PMON@INFO

ntp peer 192.168.168.14 use-vrf management

ntp server 10.81.254.202 use-vrf management

ntp master 3

system default switchport

ip route 0.0.0.0/0 10.1.168.254
vlan 1-2,119,1000,1100-1102
vlan 2
name native-vlan
vlan 119
name ib-mgmt
vlan 1000
name vmotion
vlan 1100
name vm-traffic
vlan 1101
name vm-traffic-a
vlan 1102
name vm-traffic-b

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
spanning-tree port type network default
vrf context management

ip route 0.0.0.0/0 192.168.168.254
port-channel load-balance src-dst l4port
vpc domain 10

peer-switch

role priority 10

peer-keepalive destination 192.168.168.14 source 192.168.168.13

delay restore 150

peer—-gateway

auto-recovery

ip arp synchronize

interface Vlanl
no ip redirects
no ipvé6 redirects

interface Vlanll9
no shutdown
no ip redirects
ip address 10.1.168.13/24
no ipv6 redirects
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interface V1anll00
no shutdown
no ip redirects
ip address 10.1.100.252/24
no ipv6 redirects
hsrp 100
preempt
ip 10.1.100.254

interface VlanllO0l
no shutdown
ip address 10.1.101.252/24
hsrp 101
preempt
priority 105
ip 10.1.101.254

interface Vlanll02
no shutdown
ip address 10.1.102.252/24
hsrp 102
preempt
ip 10.1.102.254

interface port-channellO
description vPC peer-link
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type network
speed 100000
duplex full
no negotiate auto
vpc peer-link

interface port-channelll
description AA21-6536-A:Ethl/35
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 11

interface port-channell2
description AA21-6536-B:Ethl/35
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 12

interface port-channell3
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 13

interface port-channell4
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 14
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interface port-channell36
description MGMT-Uplink
switchport mode trunk
switchport trunk native wvlan 2
switchport trunk allowed vlan 119
spanning-tree port type network
mtu 9216
vpc 136

interface Ethernetl/1
description <ucs-domainname>-a:Ethl/35
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 11 mode active
no shutdown

interface Ethernetl/2
description <ucs-domainname>-b:Ethl/35
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 12 mode active
no shutdown

interface Ethernetl/3
description C220-M6-1 mLOM1
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 13
no shutdown

interface Ethernetl/4
description C220-M6-2 mLOML1
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 14
no shutdown

interface Ethernetl/5

interface Ethernetl/6

interface Ethernetl/7

interface Ethernetl/8

interface Ethernetl/9

interface Ethernetl/10

interface Ethernetl/11

interface Ethernetl/12

interface Ethernetl/13

interface Ethernetl/14

interface Ethernetl/15

interface Ethernetl/16
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interface Ethernetl/17
interface Ethernetl/18
interface Ethernetl/19
interface Ethernetl/20
interface Ethernetl/21
interface Ethernetl/22
interface Ethernetl/23
interface Ethernetl/24
interface Ethernetl/25
interface Ethernetl/26
interface Ethernetl/27
interface Ethernetl/28

interface Ethernetl/29
description <nexus-b-hostname>:Ethl/29
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
speed 100000
duplex full
no negotiate auto
channel-group 10 mode active
no shutdown

interface Ethernetl/30
description <nexus-b-hostname>:Eth1l/30
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
speed 100000
duplex full
no negotiate auto
channel-group 10 mode active
no shutdown

interface Ethernetl/31
interface Ethernetl/32
interface Ethernetl/33
interface Ethernetl/34
interface Ethernetl/35

interface Ethernetl/36
description <mgmt-uplink-switch-a-hostname>:<port>
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119
mtu 9216
channel-group 136 mode active
no shutdown

interface mgmtO
vrf member management
ip address 192.168.168.13/24
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icam monitor scale

line console
line vty
boot nxos bootflash:/nxos64-cs.10.2.5.M.bin

telemetry
certificate /bootflash/home/admin/telemetry-cert.pem localhost
destination-profile
destination-group timba-653bf02b6£726134012b59%9a2-0
ip address 10.1.168.99 port 443 protocol HTTP encoding JSON
sensor-group timba-653bf02b6£726134012b59%a2-0
data-source NX-API
path "show system resources all-modules"
sensor-group timba-653bf02b6£726134012b5%a2-1
data-source NX-API
path "show module"
sensor-group timba-653bf02b6£726134012b5%a2-2
data-source NX-API
path "show environment power"
sensor-group timba-653bf02b6£726134012b5%a2-3
data-source NX-API
path "show interface fc regex *"
sensor-group timba-653bf02b6£726134012b5%a2-4
data-source DME
path sys/ch depth 1 query-condition query-target=subtree&target-subtree-class=egptSensor
sensor-group timba-653bf02b6£726134012b5%a2-5
data-source DME
path sys/ch query-condition query-target=subtree&target-subtree-class=egptSupC
sensor-group timba-653bf02b6£726134012b5%a2-6
data-source DME
path sys/ch query-condition query-target=subtrees&target-subtree-class=egptFt
sensor-group timba-653bf02b6£726134012b59%a2-7
data-source DME
path sys/intf query-condition query-target=subtree&target-subtree-class=ethpmPhysIf filter-condition u
pdated (ethpmPhysIf.operSt)
subscription 884
dst-grp timba-653bf02b6£726134012b59%9a2-0
snsr-grp timba-653bf02b6£726134012b59%9a2-0 sample-interval 300000
snsr-grp timba-653bf02b6£726134012b59%a2-1 sample-interval 300000
snsr-grp timba-653bf02b6£726134012b59%9a2-2 sample-interval 300000
snsr-grp timba-653bf02b6£726134012b59%9a2-3 sample-interval 300000
snsr-grp timba-653bf02b6£726134012b59%9a2-4 sample-interval 300000
snsr-grp timba-653bf02b6£726134012b59%a2-5 sample-interval 300000
snsr-grp timba-653bf02b6£726134012b59%9a2-6 sample-interval 300000
snsr-grp timba-653bf02b6£726134012b59%9a2-7 sample-interval 0

Nexus B Configuration

version 10.2(5) Bios:version 05.47

switchname AA21-93600-2

vdc AA21-93600-2 id 1
limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum 0 maximum 511
limit-resource md4route-mem minimum 58 maximum 58
limit-resource méroute-mem minimum 8 maximum 8

feature nxapi

feature bash-shell

cfs eth distribute
feature udld

feature interface-vlan
feature hsrp

feature lacp

feature vpc

feature 1lldp
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clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60
feature telemetry

username admin password 5 $5SFFMNLDSj1eNSaBRAAYYXNIU2WFfs.2BC18tY3v/KsG.255JE5/ role network-admin
ip domain-lookup

ip domain-name adaptive-solutions.local

ip name-server 10.1.168.101

crypto key generate rsa label AA21-93600-2 modulus 2048

copp profile strict

snmp-server user admin network-admin auth md5 3777EB3A39B7335F9884B2EBLID3FC5E6D259 priv aes-128 4962845B19
D763649384E2E05F5CDCA4DB3A localizedV2key

rmon event 1 log trap public description FATAL (1) owner PMONQ@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMONQ@CRITICAL

rmon event 3 log trap public description ERROR (3) owner PMONE@ERROR

rmon event 4 log trap public description WARNING(4) owner PMON@WARNING

rmon event 5 log trap public description INFORMATION (5) owner PMON@INFO

ntp server 10.81.254.202 use-vrf management

ntp peer 192.168.168.13 use-vrf management

ntp master 3

system default switchport

ip route 0.0.0.0/0 10.1.168.254
vlan 1-2,119,1000,1100-1102
vlan 2
name native-vlan
vlan 119
name ib-mgmt
vlan 1000
name vmotion
vlan 1100
name vm-traffic
vlan 1101
name vm-traffic-a
vlan 1102
name vm-traffic-b

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
spanning-tree port type network default
vrf context management

ip route 0.0.0.0/0 192.168.168.254
port-channel load-balance src-dst l4port
vpc domain 10

peer-switch

role priority 20

peer-keepalive destination 192.168.168.13 source 192.168.168.14

delay restore 150

peer—-gateway

auto-recovery

ip arp synchronize

interface Vlanl
no ip redirects
no ipvé6 redirects

interface Vlanll9
no shutdown
no ip redirects
ip address 10.1.168.14/24
no ipv6 redirects

interface V1anll100
no shutdown
no ip redirects
ip address 10.1.100.253/24
no ipvé6 redirects
hsrp 100
preempt
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priority 105
ip 10.1.100.254

interface Vl1anllO01l
no shutdown
ip address 10.1.101.253/24
hsrp 101
preempt
ip 10.1.101.254

interface Vlanll02
no shutdown
ip address 10.1.102.253/24
hsrp 102
preempt
priority 105
ip 10.1.102.254

interface port-channell0
description vPC peer-link
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type network
speed 100000
duplex full
no negotiate auto
vpc peer-link

interface port-channelll
description AA21-6536-A:Eth1/36
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 11

interface port-channell?2
description AA21-6536-B:Eth1/36
switchport mode trunk
switchport trunk native wvlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 12

interface port-channell3
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 13

interface port-channelld
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
spanning-tree port type edge trunk
mtu 9216
vpc 14

interface port-channell36
description MGMT-Uplink
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119
spanning-tree port type network
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mtu 9216
vpc 136

interface Ethernetl/1
description <ucs-domainname>-a:Ethl/36
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 11 mode active
no shutdown

interface Ethernetl/2
description <ucs-domainname>-b:Ethl/36
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 12 mode active
no shutdown

interface Ethernetl/3
description C220-M6-1 mLOM2
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 13
no shutdown

interface Ethernetl/4
description C220-M6-2 mLOM2
switchport mode trunk
switchport trunk native wvlan 2
switchport trunk allowed vlan 119,1000,1100-1102
mtu 9216
channel-group 14
no shutdown

interface Ethernetl/5

interface Ethernetl/6

interface Ethernetl/7

interface Ethernetl/8

interface Ethernetl/9

interface Ethernetl/10

interface Ethernetl/11

interface Ethernetl/12

interface Ethernetl/13

interface Ethernetl/14

interface Ethernetl/15

interface Ethernetl/16

interface Ethernetl/17

interface Ethernetl/18

interface Ethernetl/19
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interface Ethernetl/20
interface Ethernetl/21
interface Ethernetl/22
interface Ethernetl/23
interface Ethernetl/24
interface Ethernetl/25
interface Ethernetl/26
interface Ethernetl/27
interface Ethernetl/28

interface Ethernetl/29
description <nexus-a-hostname>:Ethl/29
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
speed 100000
duplex full
no negotiate auto
channel-group 10 mode active
no shutdown

interface Ethernetl/30
description <nexus-a-hostname>:Eth1l/30
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,1100-1102
speed 100000
duplex full
no negotiate auto
channel-group 10 mode active
no shutdown

interface Ethernetl/31
interface Ethernetl/32
interface Ethernetl/33
interface Ethernetl/34
interface Ethernetl/35

interface Ethernetl/36
description <mgmt-uplink-switch-a-hostname>:<port>
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119
mtu 9216
channel-group 136 mode active
no shutdown

interface mgmtO

vrf member management

ip address 192.168.168.14/24
icam monitor scale

line console
line vty
boot nxos bootflash:/nxos64-cs.10.2.5.M.bin
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telemetry
destination-profile
destination-group timba-653bf38b6£726134012b8087-0
ip address 10.1.168.99 port 443 protocol HTTP encoding JSON
sensor-group timba-653bf38b6£726134012b8087-0
data-source NX-API
path "show system resources all-modules"
sensor-group timba-653b£f38b6£726134012b8087-1
data-source NX-API
path "show module"
sensor-group timba-653b£f38b6£726134012b8087-2
data-source NX-API
path "show environment power"
sensor-group timba-653bf38b6£726134012b8087-3
data-source NX-API
path "show interface fc regex *"
sensor-group timba-653bf38b6£726134012b8087-4
data-source DME
path sys/ch depth 1 query-condition query-target=subtree&target-subtree-class=egptSensor
sensor-group timba-653bf38b6£726134012b8087-5
data-source DME
path sys/ch query-condition query-target=subtree&target-subtree-class=egptSupC
sensor-group timba-653bf38b6£726134012b8087-6
data-source DME
path sys/ch query-condition query-target=subtrees&target-subtree-class=egptFt
sensor-group timba-653b£f38b6£726134012b8087-7
data-source DME
path sys/intf query-condition query-target=subtree&target-subtree-class=ethpmPhysIf filter-condition u
pdated (ethpmPhysIf.operSt)

subscription 2779
dst-grp timba-653bf38b6£726134012b8087-0

snsr-grp
snsr-grp
snsr-grp
sSnsr-grp
snsr-grp
snsr-grp
snsr-grp
Snsr-grp

timba-653b£38b6£726134012b8087-0
timba-653bf38b6£726134012b8087-1
timba-653b£f38b6£726134012b8087-2
timba-653b£38b6£726134012b8087-3
timba-653b£38b6£726134012b8087-4
timba-653bf38b6£726134012b8087-5
timba-653bf38b6£726134012b8087-6
timba-653b£38b6£726134012b8087-7

subscription 3357
dst-grp timba-653bf38b6£726134012b8087-0

snsr-grp
sSnsr-grp
sSnsr-grp
snsr-grp
snsr-grp
snsr-grp
sSnsr-grp
sSnsr-grp

timba-653b£f38b6£726134012b8087-0
timba-653b£38b6£726134012b8087-1
timba-653b£38b6£726134012b8087-2
timba-653bf38b6£726134012b8087-3
timba-653b£f38b6£726134012b8087-4
timba-653b£f38b6£726134012b8087-5
timba-653b£38b6£726134012b8087-6
timba-653b£38b6£726134012b8087-7

sample-interval
sample-interval
sample-interval
sample-interval
sample-interval
sample-interval
sample-interval
sample-interval

sample-interval
sample-interval
sample-interval
sample-interval
sample-interval
sample-interval
sample-interval
sample-interval

300000
300000
300000
300000
300000
300000
300000
0

300000
300000
300000
300000
300000
300000
300000
0
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Feedback

For comments and suggestions about this guide and related guides, join the discussion on Cisco Community at

https://cs.co/en-cvds.

CVD Program
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"DESIGNS") IN THIS MANUAL ARE PRESENTED "AS IS," WITH ALL FAULTS. CISCO AND ITS SUPPLIERS DIS-
CLAIM ALL WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE WARRANTY OF MERCHANTABILITY, FIT-
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