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Cisco Nexus Hyperfabric — Notifications

Notifications

Set up notifications to receive alerts about fabric-related events and their significance. Notifications can help monitor and maintain
the health of the fabric.

Currently, the default policy notification enables the configuration of assertion notifications for one or more fabrics and the notification
endpoints you specify. See Configure notifications, on page 7.
Notification endpoints

Notification endpoints allow the system to send alerts or updates to a designated recipient or endpoint. A notification endpoint can
be an application, service, or a user that receives these notifications.

Cisco Nexus Hyperfabric currently supports these notification endpoint types:
* email
* Amazon S3

* Splunk webhook

Assertion notification frequency

Notifications are sent only when there are changes in latched assertions. The delivery and duration between notifications vary based
on the notification endpoint type.

Table 1: Assertion notification by endpoint type

Endpoint type Maximum duration
email 5 minutes

Amazon S3 30 seconds

Splunk 30 seconds

Configure email endpoints

The system sends a verification code to the email address you configure. Ensure you have access to the email address or can retrieve
the verification code by another means. Notification codes remain valid for 30 minutes. After this time, the email code will expire
and you need to request a new one.

Follow these steps to configure email endpoints.

Step 1 Choose Notifications> Notification endpoints.
Step 2 From the Endpoint types area, select Email.
Step 3 Select + Add.



Step 4

Step 5
Step 6
Step 7

= Notifications

* Motification policies Motification endpoints
i
Endpoint types Email
: Email v
Amazon S
Name Email Description Verify A
’. Watifications state
John Smith jemith@samplemail.com a ?g:'rfied €
Jane Shan shan_j@mail.com @ Verified e
Cynthla Lea cylee@mail.com O verified €

In the Add email endpoint window, enable or disable notifications for this email endpoint. Notifications are enabled by
default.

Enter a name, email address, and a description.

Select Save.

Complete email verification.

a) Retrieve the verification code that was sent to the email address you just configured.

b) Enter the verification code and select Verify.

¢) From the Endpoint Email Summary page, confirm that the email is verified and active.
If you want to configure more email endpoints, repeat these steps.

If you want to send notifications using this email endpoint, see Configure notifications, on page 7.

* The email displays the top five priority assertions per fabric. To see all fabric-related assertions select the fabric name.




Figure 1: Similar email content

From: Cisco Hyperfabric
Date: Saturday, January 17, 2026 at 10:33 PM

To: John Jenkins
Subject: Cisco Hyperfabric Assertions Summary
You are subscribed to notifications from Cisco Hyperfabi.

‘The following assertions have been raised. Note that only a subset of assertions wil be displayed for each
impacted fabric. For the full st please click on the embedded link for the fabric.

Fabric: al-cluster-123
There are 1 assertions for fabric: ai-cluster-123

Type: Portlink is down
Status:

Modified at Jan 18, 2026 06:30:02AM
Port name: Ethenett_30

Device d: 18-39-18-7d-ea-70

Host name: aqua13-s1

Serial number. FLM28120CZ7

Model name: HF8100-320

Fabric: ai-cluster-abc
There are 6 assertions for fabric: ai-cluster-abc

Type: Portlink is unexpectedly down
Status: Critical

Modified at Jan 18, 2026 06:28:44AM
Port name: Ethenett_3

Device id: 98-7-61-08-co-00
Host name: aquat5-S1

Serial number. FLM29140DF3
Model name: HF§100-320

Target port name:  Ethemet5_t
Targetdevice id:  ec-e7-a7-11-ed-24
Target host name:  Fab-4ms0n-GPU-1
Target serial number: WIH29260008
Target model name: UCSC-885A-M8-HC1

Type: Portlink is unexpectedly down
Status: Critical

Modified at Jan 18, 2026 06:29:03AM
Port name: Ethernett_3

Device id: 98-7-01-08-16-00

Host name: aqua15-S2

Serial number. FLM29140DET

Model name: HF§100-32D

Target port name:  Ethemet6_t
Target device id:  ec-e7-a7-11-ed-24
Target host name:  Fab-4ms0n-GPU-1
Target serial number: WIH29260008
Target model name: UCSC-885A-M8-HC1

Type: Portlink is unexpectedly down
Status: Critial

Modified at Jan 18, 2026 06:29:14AM
Port name: Ethernett_t

Device d: 98-7-61-08-co-00

Host name: aqua15-S1

Serial number. FLM29140DF3

Model name: HF§100-320

Target port name:  Ethemet1_1
Target device id:  ec-o7-a7-11-60-24
Target host name:  Fab-4ms0n-GPU-1
Target serial number: WIH29260008
Target model name: UCSC-885A-M8-HC1

Type: Portlink is unexpectedly down
Status: Critical

Modified at Jan 18, 2026 06:32:13AM
Port name: Ethenett_1

Device d: 98-7-61-08-16-00

Host name: aqua15-52

Serial number. FLM29140DET

Model name HF§100-320

Target port name:  Ethemet2_1
Target device id:  ec-e7-a7-11-ed-24
Target host name:  Fab-4msOn-GPU-1
Target serial number: WIH29260008
Target model name: UCSC-885A-MB-HC1

Type: Portlink is unexpectedly down
Status: Critical

Modified at Jan 18, 2026 06:33:14AM
Port name: Ethemett_6

Device id: 98-d7-61-08-c0-00

Host name: aqua15-S1

Serial number. FLM29140DF3

Model name: HF6§100-32D

Target port name:  Ethemet14_1
Target device id:  ec-e7-a7-11-ed-24
Target host name:  Fab-4ms0n-GPU-1
Target serial number: WIH29260008
Target model name: UCSC-885A-MB-HC1

Please visit Cisco Hyperfabric for more information.
Thank you for your business,

Cisco Hyperfabric

Select the image to view it in full size.

Configure Amazon S3 endpoints
Ensure you have the required Amazon S3 information:

* AWS region

* bucket name

* bucket path, and

* Amazon Web Services (AWS) access key ID and corresponding secret access key



Follow these steps to configure notifications for Amazon S3 endpoints.

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7
Step 8

Choose Notifications> Notification endpoints.
From the Endpoint types area, select Amazon S3.
Select + Add.

= Notifications
* Notification policies Motification endpoints
-
Endpoint types Amazon 53
Amazon 53 v
Name Region Bucket Name Bucket Path
| » EnD
Fabric2345 us-wast-1 fabrictest natifications

In the Add Amazon S3 endpoint window, enable or disable notifications for this endpoint. Notifications are enabled by

default.

Enter a name for the endpoint and the required AWS information.

Add Amazon S3 endpoint
c Allow notifications

Name *
[ FabricABC-53 ]

Region*

[ us-west-1 v ]

Bucket name * Bucket path

[ fabric-abc ] [assertinns ]

Access key ID * Access key secret*
[ AKIAIHF123EXAMPLE ] [ sesssssssssssnssane Show ]

Description

Notification alerts for FabricABC assertions.

Z

Select Save.

If you want to configure more Amazon S3 endpoints, repeat these steps.

If you want to send notifications using this Amazon S3 endpoint, see Configure notifications, on page 7.



The notification is sent as a JSON file with the filename format as notification_ <endpoint-name> - <timestamp=>.json.

Figure 2: Similar Amazon S3 content

{
"assertions”: [
{
"assertType": "PORT_EXPECTED_NEIGHBOR",
"state": "LATCHED",
"portExpectedNeighbor": {
"category": "ASSERT CATEGORY FABRIC",
"assertstate": "ASSERT_STATE_FALSE",
"modifiedAat": "2025-05-12T23:28:55.545033173z",
"config": {
"latchedat": "2025-05-12T23:21:31.7782989182",
"port”: {
"portName”: "Ethernetl_1",
"portIndex": 1,
"portRole": "FABRIC_PORT",
"adminState": "DISABLED",
"mtu": 9216,
"deviceId": "02-17-dd-76-01-00",
"targetDeviceId": "02-17-4d-c0-00-00",
"targetPortName": "Ethernetl_1",
"modifiedAt": "2025-05-12T23:28:49.0749290862"
}I
"fabricId": "a40c5574-03ab-4bf9-8£31-8£4133a58339"
Yr
"readyToLatchAt": "2025-05-12T23:21:31.7782989182"
}
}
1
}

Configure Splunk webhook endpoints

You can integrate Splunk with Nexus Hyperfabric to export actionable alerts. This allows for rapid response to fabric-related events
by sending assertion details directly to your Splunk environment.

Ensure you have completed these tasks in Splunk:
* Set up an HTTP Event collector (HEC) in Splunk Enterprise or Splunk Cloud.
* Copied the HEC token.
* Created a specific index in Splunk for Nexus Hyperfabric data.
* For Splunk Enterprise: If your HEC is behind a firewall, you must add the Nexus Hyperfabric source IP addresses to your allow

list. This ensures the firewall does not block inbound traffic from Nexus Hyperfabric regional nodes.

For more information, see Splunk HEC documentation.

Step 1 Choose Notifications> Notification endpoints.

Step 2 From the Endpoint types area, select Webhooks.

Step 3 Select + Add.

Step 4 In the Add webhook endpoint window, configure the webhook options:


https://help.splunk.com/en/splunk-enterprise/get-started/get-data-in/9.4/get-data-with-http-event-collector/set-up-and-use-http-event-collector-in-splunk-web

Figure 3: Add webhook endpoint configuration

Add webhook endpoint
‘) Allow notifications

Webhook Type*

| Splunk n |

Narme *

((Name your webhook endpoint |
Webhook URL*

= |

HEC Token *

| o = tor t i t Show |

Index (optional)
(_mait |

Deseription

Cancel

a) Enable or disable notifications for this endpoint. Notifications are enabled by default.
b) The Webhook Type drop-down list displays Splunk by default.

c) Enter a name for the endpoint.

d) Enter the URL for your Splunk HEC and paste the HEC token in the mandatory fields.
e) Ifyou setup an index in Splunk for Nexus Hyperfabric, enter the index name.

f) Enter a description for this webhook.

g) Select Save.

h) If you want to configure more Splunk webhook endpoints, repeat these steps.

Step 5 To send notifications using this Splunk webhook endpoint, see Configure notifications, on page 7.

The Splunk webhook alerts will mirror the assertion details shown within the fabric blueprint. Each notification includes:
* A timestamp and criticality level.
* A breadcrumb link back to the associated fabric blueprint in Nexus Hyperfabric.

» Summaries of configuration change commits.

Source IP addresses for Splunk Enterprise
If your HTTP Event Collector is behind a firewall, you must add the Nexus Hyperfabric source IP addresses to your allow list.

Nexus Hyperfabric uses these regional IP addresses to transmit webhook notifications. To ensure high availability, add all ten IP
addresses to your allow list, as any one of these may be used for transmission at any given time.

* 34.231.206.148/32
* 34.197.66.81/32
*3.230.185.87/32



+107.21.150.190/32
+ 18.208.31.175/32
* 44.246.11.147/32
* 34.208.128.222/32
* 16.146.213.238/32
* 44.224.15.30/32

* 34.223.190.67/32

Configure notifications

At this time, you can set up notifications only for specific fabrics to designated endpoints using the default policy. Additionally,
different notification policies can be created for various fabrics and notification endpoints.

Ensure you have configured a notification endpoint before you configure notifications.

Follow these steps to configure notifications.

Step 1 Choose Notifications> Notification policies.
Step 2 Under the Action column, select the pencil icon.
Notifications
* Notification policies Notification endpoints
-
1 result
: Policy name Description Fz
default Default notification policy 0
L]
B
Step 3 Select +.
Step 4 From the Fabrics drop-down list, select one or more fabrics for which you want to receive assertion notifications for.
Step 5 From the Endpoints drop-down list, select one or more endpoints for which you want to send assertion notifications to.
Step 6 Select Save.
Step 7 If you want to configure more assertion notification policies with different fabric and endpoint combinations, select +.
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