Troubleshoot Certificate Installation on WLC
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| ntroduction

This document describes the issues caused by the use of 3rd party certificates on the Wireless LAN
Controller (WLC).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* WirelessLAN Controller (WLC)
» Public Key Infrastructure (PKI)
» X.509 Certificates

Components Used

The information in this document is based on these software and hardware versions:

3504 WL C with firmware version 8.10.105.0

OpenSSL 1.0.2p for command line tool

Windows 10 machine

Certificate chain from private lab Certificate Authority (CA) with three certificates (leaf, Intermediate,
Root)

 Trivia File Transfer Protocol (TFTP) Server for file transfer.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background I nfor mation

On AireOSWLC, you caninstall 3rd party certificates to be used for WebAuth and WebAdmin. At
installation, the WL C expects asingle PEM (Privacy Enhanced Mail) formatted file with all certificatesin
the chain al the way to the Root CA certificate and the private key. Details about this procedure are
documented in Generate CSR for Third-Party Certificates and Download Chained Certificates to the WLC.

This document expands and shows in more detail the most common installation errors with debug examples
and resolution for each scenario. Debug outputs used throughout this document are from debug transfer all
enable and debug pm pki enable enabled on the WLC. TFTP was used to transfer the certificatesfile.

Troubleshoot

Scenario 1. Password Provided to Decrypt the Private Key isIncorrect or no Password
was Provided

<#root>

*TransferTask: Apr 21 03:51:20.737:

Add ID Cert: Adding certificate & private key using password check123

*TransferTask: Apr 21 03:51:20.737:

Add Cert to ID Table: Adding certificate (nane: bsnSsl WebauthCert) to ID table using password check123

*TransferTask: Apr 21 03:51:20.737: Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
*TransferTask: Apr 21 03:51:20.737: Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
*TransferTask: Apr 21 03:51:20.737: Decode & Verify PEM Cert: Cert/Key Length 6276 & VERIFY
*TransferTask: Apr 21 03:51:20.741: Decode & Verify PEM Cert: X509 Cert Verification return code: 1
*TransferTask: Apr 21 03:51:20.741: Decode & Verify PEM Cert: X509 Cert Verification result text: ok
*TransferTask: Apr 21 03:51:20.741:

Add Cert to |ID Table: Decodi ng PEM encoded Private Key using password check123

*TransferTask: Apr 21 03:51:20.799:

Decode PEM Private Key: Error reading Private Key from PEM encoded PKCS12 bundl e usi ng password check12:

*TransferTask: Apr 21 03:51:20.799: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
*TransferTask: Apr 21 03:51:20.799: Add WebAuth Cert: Error adding ID cert
*TransferTask: Apr 21 03:51:20.799:

RESULT _STRING Error installing certificate.

Solution: Ensure that the correct password is provided so that the WL C can decode it for installation.

Scenario 2. No I ntermediate CA Certificatein the Chain

<#root>


https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
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Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 4840 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

X509 Cert Verification result text: unable to get |ocal issuer certificate

Error in X509 Cert Verification at O depth: unable to get local issuer certifi

34:43.321:
34:43.321:
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34:43.321:

Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
Add WebAuth Cert: Error adding ID cert

RESULT_STRING: Error installing certificate.

Solution: Validate the I ssuer and X509v3 Authority Key Identifier fields from the WLC certificate to
validate the CA certificate that signed the certificate. If the Intermediate CA certificate was provided by the
CA, that can be used to validate against. Otherwise, request the certificate to your CA.

This OpenSSL command can be used to validate these details on each certificate:

<#root>

>

openssl x509
wlc.crt

-text -noout

Certificate:
Data:

-in

Version: 3 (0x2)

Serial Number:

50:93:16:83:04:d5:6b:db:26:7c:3a:13:f3:95:32:7e
Signature Algorithm: sha256WithRSAEncryption

I ssuer: C=US, O=TAC Lab, CN=Wreless TAC Lab Sub CA

Validity

Not Before: Apr 21 03:08:05 2020 GMT
Not After : Apr 21 03:08:05 2021 GMT
Subject: C=US, O=TAC Lab, CN=guest.wirelesslab.local

X509v3 extensions:

X509v3 Authority Key ldentifier:



keyi d: 27: 69: 2E: C3: 2F: 20: 5B: 07: 14: 80: E1: 86: 36: 7B: EQ: 92: 08: 4C: 88: 12

<#root>

>

openssl x509 -in
int-ca.crt

-text -noout

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:97
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=TAC Lab, CN=Wireless TAC Lab Root CA
Validity

Not Before: Apr 21 02:51:03 2020 GMT

Not After : Apr 19 02:51:03 2030 GMT

Subj ect: C=US, O=TAC Lab, CN=Wreless TAC Lab Sub CA

X509v3 Subj ect Key Identifier:

27:69: 2E: C3: 2F: 20: 5B: 07: 14: 80: E1: 86: 36: 7B: EO: 92: 08: 4C. 88: 12

Alternatively if you use Windows, give the certificate a.crt extension and double click to validate these
details.

WLC certificate:



a  Certificate
General Detals  Certfication Path

Shiowi= 'a::.ll:- "

Wireless TAC Lab Sub CA, TA...
.. Valid from Monday, Aprl 20, 2020 10:08:...
- vald to Tuesday, Aprl 20, X021 10:04...
| Gt el wiraksoglah sl TAFS I o

'EtItFrnp-rIHm | Copy to Fie. ..




a | Certificate

General Detals  Cartification Path

Show; . <Al > -
Fiede] ke ""'
| Vil to Twesday, Aprd 20, 2021 10:08..
_' Subject gueest. vwirehesslab local, TAC L. ..
| Public key RSA (2048 Bits)

0% 00

-
--I_---I - N s T "

Chent Authentcaton (1.3.6. 1...
S et Wy Tl B R & T TH I US40 W2 1 TheRlR 5 v
£ 3

kﬂmlzwmﬂmmﬁmzﬂmn

Ect Properties... | Copy toFile...

Intermediate CA certificate:



a Certificate
General Detals Certification Path

Show: .{H:- |

Field Value
Thursday, Apri 18, 2030 9:51...

Wiredess TAC Lab Sub CA, TA...
RSA (2048 Bits)

-------

:Iﬁ.ﬂr: key parameters 0500
{31 Authority Key Identifier KeyIDmchabffoca7d4ac3dbTca. ..
{1 |Enhanced Key Usage Chent Authentication (1.3.6.1....
[i1 Subject Key Identifier 27692ec32F205b071480e 1863. ..
mﬂ.ﬁ-rﬂ#ﬂnh tii'n'illril'l'urul-':i'.i Bath | annt

= Wireless TAC Lab Sub CA

= TAC Lab

= US




r
a  Certificate *,

General Detals Certification Path

Show: | <All> o

Fiedd Value =

| Ivald to Thursday, April 18, 2030 9:51...

|, subject Wireless TAC Lab Sub CA, TA...

| |Public key RSA (2048 Bits)

| |Public key parameters 05 00

51 Authority Key Identifier KeyID=chabffécaTd4c3Tca. .

i) Enhanced Key Usage Chent Authentication (1.3.6. 1....
Cubject Key Identifier 27692ec32f 205607 1480e 1863. ..

B ——— Syihiart Tuna="4 Dathlsnnt  ©

IE?E'EI:{E!I’EDE:D?I% 18636 7be092084c8812 |

EditProperties... | Copy b Fie..

0K

Once the the Intermediate CA certificate isidentified, proceed with the chain accordingly and reinstall.

Scenario 3. No Root CA Certificatein the Chain
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Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 4929 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

Verification result text: unable to get issuer certificate

Error in X509 Cert Verification at 1 depth: unable to get issuer certificate

28:09.646: Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
28:09.646: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC

Solution: This scenario is similar to scenario 2, but this time against the intermediate certificate when you
validate the issuer (Root CA). The same instructions can be followed with the I ssuer and X509v3
Authority Key Identifier fields verification on the intermediate CA certificate to validate the Root CA.

This OpenSSL command can be used to validate these details on each certificate:

<#root>

>

openssl x509 -in

int-ca.crt

-text -noout

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:97
Signature Algorithm: sha256WithRSAEncryption

I ssuer: C=US, O=TAC Lab, CN=Wreless TAC Lab Root CA

Validity

Not Before: Apr 21 02:51:03 2020 GMT
Not After : Apr 19 02:51:03 2030 GMT
Subject: C=US, O=TAC Lab, CN=Wireless TAC Lab Sub CA

X509v3 extensions:

X509v3 Authority Key ldentifier:

keyi d: CB: A6: FF: 6C. A7: D4: C3: 4B: 7C: A3: A9: A3: 14: C3: 90: 8D: 9B: 04: A0: 32



<#root>

>

openssl x509 -in
root-ca.crt

-text -noout

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:96
Signature Algorithm: sha256WithRSAEncryption

| ssuer: C=US, O=TAC Lab, CN=Wrel ess TAC Lab Root CA

Validity
Not Before: Apr 21 02:40:24 2020 GMT
Not After : Apr 19 02:40:24 2030 GMT

Subj ect: C=US, O=TAC Lab, CN=Wrel ess TAC Lab Root CA

X509v3 Subj ect Key ldentifier:

CB: A6: FF: 6C. A7: D4: C3: 4B: 7C. A3: A9: A3: 14: C3: 90: 8D: 9B: 04: A0: 32

Intermediate CA certificate



s  Certificate

General Details Certification Path

Show '-s.u} o
Faeld Value
| version V3

|| serial number 00d 1ec260ebef 13865 7b4asc. ..
| |signature algorithm sha2S6RSA

| _|signature hash algorithm ~ sha256
=
o
fr=s]

B _'_ = - = ' = B e -
yireless AL Lab Hoot LA, TA.,

| Vahd from Monday, April 20, 2020 9:51:0...
Vahd to Thursday, April 18, 2030 9:51...
LT Wiralace TAC labh Sidv "8 TA




a Certificate

General Detals  Certification Path

Shicrw: .1:.“} '-...-'.
Fieled ¥ ahe "‘""
E Vald to Thursday, Apei 18, 2030 9:51...
| Isubject Wireless TAC Lab Sub CA, TA....
|- Public key RSA (2048 Bits)
EF‘LI:i:hth'lﬂl’mt:ft 05 00

W, .r. : - F =

|Enhanced Key Usage Chent Authentication (1.3.6. 1....
| Subject Key Identifier 27692ec32f 20500 71480e 1863. ..
v RS A b e e Enh'hu"l'Tn.r-ﬂ Pats | srat ol

ktymﬁﬁﬁcn?ﬂﬂ?mhhilmﬂ I

| EditProperties... | | Copy toFle...

Root CA certificate:



a  Certificate

General Detals  Certificaton Path

Show:  <All> w
Field Value A
| Serial number 00d 1ec260ebef Laas5Th4asfc. ..
| | signature algorithm sha2S5RSA
| Signature hash algorithm sha2s6
| 1ssuer Wireless TAC Lab Root CA, TA...
| Ivahd from Monday, April 20, 2020 9:40:2...
| lvahd to Thursday, April 18, 2030 9:40...
: Wireless TAC Lab Root CA, TA...
By i by DaA 4R Rite) bl
= Wireless TAC Lab Root CA
= TAC Lab
=Us

EditProperties... | Copy to Fie...




Wirsless TAC Lab BEoot CA. TA. ..
Monday, April 20, 2020 9:40:2...
Thursday, April 18, 2030 9:40...

Wireless TAC Lab Root CA, TA...
BEA AR Rite)

iy

CN = Wireless TAC Lab Root CA
0 =TAC Lab

| EditPropertes.. | Copy toFie...




g Certificate X

General Detals Certification Path

Show: | <All> W
Fed Value L
" lssuer Wireless TAC Lab Root CA, TA...
| |valid from Monday, Apri 20, 2020 9:40:2...
| valid to Thursday, Apri 18, 2030 9:40...
| subject Wireless TAC Lab Root CA, TA....
| |public key RSA (2048 Bits)
' |Public key parameters 05 00
chabffeca?d4c34b7cala%a3l...
L Ragie Frnetrainte Sdviart Tunas8 Bathlanat

chabffbca7d4c34b Tcala9a3 14c3908d9% 048032

EdtProperties.. | Copy toFle...

oK

Once the Root CA certificate isidentified (both Issuer and Subject are the same), proceed with the chain
accordingly and reinstall.



N Note: This document uses three certificate chain (leaf, Intermediate CA, Root CA), which is the most
common scenario. There can be scenarios when 2 Intermediate CA certificates are involved. The same
guideline from this scenario can be used until the Root CA certificate is found.

Scenario 4. No CA Certificatesin the Chain

<#root>
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X509 Cert Verification at 0 depth:

Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 3493 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

unabl e to get local issuer certifi

Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
Add WebAuth Cert: Error adding ID cert
RESULT_STRING: Error installing certificate.

Solution: With no other certificate in the file other than the WL C certificate, validation fails at Verification
at 0 depth. The file can be opened in atext editor to be validated. Guidelines from Scenario 2 and 3 can be
followed to identify the chain all the way to the Root CA and re-chain accordingly and re-install.

Scenario 5. No Private Key
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Add WebAuth Cert: Adding certificate & private key using password
Add ID Cert: Adding certificate & private key using password

Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 3918 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 1
Decode & Verify PEM Cert: X509 Cert Verification result text: ok
Add Cert to ID Table: Decoding PEM-encoded Private Key using passwo

cert.

05:02:34.768: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
05:02:34.768: Add WebAuth Cert: Error adding ID cert
05:02:34.768: RESULT_STRING: Error installing certificate.



Solution: The WLC expects the private key to be included in thefileif Certificate Signing Request (CSR)
was generated externally and needs to be chained in the file. In the case that the CSR was generated in the
WLC, ensure that the WL C is not reloaded before the installation, otherwise the private key getslost.

Related | nfor mation

» Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

