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| ntr oduction

This document describes the steps to allow Microsoft Updates Traffic to use Range Request in Secure Web
Appliance (SWA).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

¢ SWA Administration

Cisco recommends that you have these tools installed:



» Physical or Virtua SWA

* Administrative Access to the SWA Graphical User Interface (GUI)

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Range Request

A range request is afeature of an HTTP protocol that alows a client (such as aweb browser or download
manager) to request only a specific portion of afile from a server, rather than downloading the entire file at
once. Thisis useful for resuming interrupted downloads, streaming media, or accessing large files
efficiently. A client specifies the desired byte range in the Range header of the HTTP request, and the server
responds with a 206 Partial Content status code if it supports range requests, delivering only the requested
segment of thefile.

This mechanism enhances performance and user experience in several scenarios. For example, in video
streaming, arange request allows a player to fetch only the segments needed for playback, which reduces
the bandwidth usage and improves responsiveness. Similarly, download managers use range requests to split
afileinto chunks and download them in parallel, speeding up the process. Range requests also play akey
role in caching and proxy systems, enabling partial updates and reducing redundant data transfers.

Range Request in the Proxy Environment

In a proxy environment, range requests play a crucial role in optimizing bandwidth usage and improving
content delivery efficiency. When range requests are enabled, the proxy server can fetch only the required
byte segments from the origin server and cache them locally. This allows clients to request partial content
such as specific segments of avideo or alarge file and receive it quickly from the proxy cache, if available.
It also enables parallel downloads and resume capabilities, which are beneficial in environments with
limited bandwidth or high latency.

However, when range requests are disabled, the proxy must fetch the entire file from the origin server even
if the client only needs a small portion. This leads to unnecessary data transfer, increased load on both the
proxy and origin servers, and slower response times for clients. It also prevents efficient caching strategies,
asthe proxy cannot store or serve partial content. In streaming scenarios, this can result in buffering delays
or adegraded user experience. Disabling range requests can be done for security or policy reasons, but it



often comes at the cost of performance and flexibility.

For example, consider a scenario where 10 users are attempting to download 1 MB each from a 100 MB file
through a proxy server.

Range Requests Disabled:

» When range requests are disabled, the proxy cannot fetch just the 1 MB segment each user needs.
Instead, it must download the entire 100 MB file from the origin server for each request. This results
in:

» Total traffic from origin to proxy: 10 x 100 MB = 1000 MB (1 GB)

* Only 10 MB of that datais used by the clients.

» Theremaining 990 MB iswasted, leading to inefficient bandwidth usage and increased load on
the proxy and origin servers.

Range Requests Enabled:

» With range requests enabled, the proxy fetches only the requested 1 MB per user:
» Total traffic from origin to proxy: 10 x 1 MB = 10 MB
» The proxy can cache these segments and serve them to other usersif needed.
» Thisresultsin 90 times less traffic, faster response times, and significantly better resource
utilization.

Enabling Range Request for Microsoft Updates

Although range requests enhance performance, it hinders security scanning and policy enforcement within
SWA environments, as these systems cannot fully inspect partial content. This article limits range request
usage exclusively to Microsoft Update traffic.

_& Caution: Enabling range request forwarding can interfere with policy-based Application Visibility
and Control (AVC) efficiency, and can compromise security.

Stepsto Enable Range Request only for Microsoft Updates

Step 1. Enablethe  [Stép 1.1. Fromthe GUI, click Security Services and choose Web Proxy.
Range Request Step 1.2. Click Edit Settings.
Step 1.3. Select the check box Enable Range Request Forwarding.

Step 1.4. Click Submit.




Use Received Headers: Enable Identification of Client 1P Addresses using X-Forwarded-For

Trusted Downstream Proxy or Load Balancer Add Row

| |

IP aggress
| Range Request Farwarding: Enable Range Request Forwarding ]

Image - Enable Range Request Forwarding

Step 2. Createa
Custom URL
Category for
Microsoft Updates
URLSs

Step 2.1. From the GUI, choose Web Security Manager, and click Custom
and External URL Categories.

Step 2.2. Click Add Category to add a Custom URL Category.

Step 2.3. Assign aunique Category Name.

Step 2.4. (Optional) Add Description.

Step 2.5. From List Order, choose the first category to position on top.

Step 2.6. From the Category Type drop-down list, choose L ocal Custom
Category.

Step 2.7. Add Microsoft Updates URL s in the Sites Section.

‘Q Tip: You can check thelist of Microsoft updates from thislink: Step 2 -
Configure WSUS | Microsoft L earn

Caution: Do not Copy/Paste the URLs as they are listed in the
Microsoft Documents; format them properly as SWA format. For more
information, please visit: Configure Custom URL Categoriesin Secure
Web Appliance - Cisco

Thisisan example:

http://windowsupdate.microsoft.com ===> windowsupdate.microsoft.com
http://*.windowsupdate.microsoft.com ===> .windowsupdate.microsoft.com

Step 2.8. Click Submit.



https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html

Custom and External URL Categories: Add Category

Edit Custom and External URL Category
1 Category Name: | [windows Update URLS

Comment ts: (7.

2.3

25

——] List Order:  [3 I
/[ Category Type: | Local Customn Category
r—
St rmduwsupdata

soft.com, Sort URLS

Click the Sort URLs buttan to sort
il site URLs in Alpha-numerical
order.

.update.micros

cof
download.windowsupdate.co ustat
ntservicepack.microsoft.com, go.micro:
dl.delivery.mp.micro:

\

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

soft.com, .delivery.mp.microsoft.com

2.7

Gleele

e
lar expression per line. Maximum allowed characters 2048.

Image - Create a Custom URL Category

Step 3. (Optional)
Createan

| dentification Profile
to exempt Microsoft
Updatestraffic from
Authentication

%‘ Note: Thisactionis
to reduce the
authentication load
on the SWA for the
traffic to Microsoft
Updates.

Step 3.1. From the GUI, choose Web Security Manager, and

click Identification Profiles.

Step 3.2. Click Add Profile to add a profile.

Step 3.3. Ensure the Enable I dentification Profile check box is selected.

Step 3.4. Assign aunigue profile Name.

Step 3.5. (Optional) Add Description.

Step 3.6. From the Insert Above drop-down list, choose where this profileisto
appear in the table.

Step 3.7. Inthe User Identification Method section, choose Exempt from
authentication/ identification.

Step 3.8. In the Define M ember s by Subnet, If you want to Pass Through
Microsoft traffic for specific users, enter the | P addresses or Subnets that apply,
or leave thisfield blank to include all IP addresses.

Step 3.9. From the Advanced section, choose Custom URL Categories.

Step 3.10. Add the Custom URL Category that was created for Microsoft
updates.

Step 3.11. Click Done.

Step 3.12. Click Submit.




Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

|

> Name: (7' [MS Update No Auth ]

TETTTY IO,

Description:

User Identification Method

@
)
‘Maximum allowed characters 256)
Insert Above: | 1 (Global Profile) ~

> ion and 1: .20 | Exempt from authentication / identification v

i e T ot fication Profile requires authentication on alf
subnets.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

A
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
@ #| = Advanced  |Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
ser Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected
3.10 »|  URL Categories: Windows Update URLs
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protocol selection above,

Image - Create |dentification Profile

Step 4. (Optional)
Create a Decryption
Policy to Pass
through Micr osoft
Updates Traffic

% Note: Microsoft
Updatesuse HTTP
and HTTPS traffic
to deliver update
links. This action
reduced the
decryption load on
the SWA.

Step 4.1. From the GUI, choose Web Security Manager and then
click Decryption Policy.

Step 4.2. Click Add Palicy to add a Decryption Policy.

Step 4.3. Assign aunigue Policy Name.
Step 4.4. (Optional) Add Description.
Step 4.5. From the Insert Above Policy drop-down list, choose the first Policy.

Step 4.6. From the I dentification Profiles and User s, choose Select One or
Mor e Identification Profiles.

Step 4.7. Select the Identification Profile that you created in Step 3, and skip to
Step 4.11.

Step 4.8. If you did not create an ID profile for the Windows Updates, from
the Advanced section, choose Custom URL Categories.

Step 4.9. Add the Custom URL Category that was created for the Microsoft
Updatesin Step 2.

Step 4.10. Click Done.

Step 4.11. Click Submit.




Decryption Policy: Add Group
Enable Policy

4.3 { policy Name: 2) ["gypass Ms Update DP ]

e Ty AT POy

Description:

(Maxtmum alfowed characters 256)

4.5 ,r Insert Above Policy: | | 2 (Global Policy) ~ ]

Policy Expires:
() set Expiration for Policy

On Date

At Time:

Policy Member Definition

Membership is defined by the combination of the faliowing options. All criteria must be met for the policy to take effect.

4.6 [ Profiles and Users: | seject One or More Identification Profiles ]

Identification Profile Authorized Users and Groups Add Identification Profile
4.7 { MS Update No Auth V] No authentication required ™

AUThentication ITarmation may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

se the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
ategory), or User Agents,

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

i(see Weh Security Manager > Defined Time Banges)

URL Categories: URL Categories Windows Update URLs in Identification Profile MS Update No Auth ]

Image - Create a Decryption Policy

Step 4.12. In the Decryption Policies page under URL Filtering, click the link
associated with the new Decryption Policy.

Step 4.13. Select Pass Through as the action for Microsoft Updates URL
category.

Decryption Policies

Add Policy...

Order | Group URL Filtering Web Reputation Default Action Clone Policy Delete
Bypass MS Update DP
1 Identification Profile: MS Update No Auth Monitor: 1 {global policy) (global policy) L w
ANl 1@entimied users
Global Policy Monitor: 81
Identification Profile: Al Decrypt: 4 Enabled Dot
Edit Policy Order...

Decryption Policies: URL Filtering: Bypass MS Update DP

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. Al other categories are not applicable for this policy.
Use Override Global Settings
Global if, Through | Monitor ~ Decrypt = Drop (?) Quota-Based Time-Based
413 B 5 6 | o (5] ¢
Category Category Type  Select all Select all Select all  Select all | Select all (Unavailable) | (Unavailable)
) Windows Update URLS Custom (Local) - ,/ - -

Image - Set the Action Pass Through for the URL Category

Step 4.14. Click Submit.




Step 5. Createan
Access Policy to
Allow Range
Request for
Microsoft Updates
Traffic

Step 5.1. From the GUI, click Web Security Manager and choose Access
Policy.

Step 5.2. Click Add Policy to add an Access Palicy.

Step 5.3. Assign aunique Policy Name.
Step 5.4. (Optional) Add Description.
Step 5.5. From the Insert Above Policy drop-down list, choose the first Policy.

Step 5.6. From the I dentification Profiles and User s, choose Select One or
More I dentification Profiles.

Step 5.7. Select the Identification Profile you created in Step 3, and skip to Step
5.11.

Step 5.8. If you did not create an ID profile for the Windows Update from
the Advanced section, choose Custom URL Categories.

Step 5.9. Add the Custom URL Category that was created for the Microsoft
Updatesin Step 2.

Step 5.10. Click Done.

Step 5.11. Submit.

Access Policy: AP Windows Update

Enable Policy

=1 Policy Name: |7 ] AP Windows Update ]
(e.g. my IT policy)

@
Description:
(Maximum ailowed characters 256)
5.5 {Jnsen Abaove Policy: 1 (Global Policy) ]
Policy Expires:

Set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the fallowing options. All criteria must be met for the policy to take effect

rL Profiles and Users: || select One or Mare Identification Profiles ]

Identification Profile Autharized Users and Groups Add Identification Profile

—_— e

Mo authentication required 8

@ [ MS Update No Auth hd J
se the Advanced opticns to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL

The following advanced membership criteria have been defined:

/ ategory), or User Agents.

Protocols: HTTR/HTTPS/FTP over HTTP in Identification Profile MS Update Mo Auth

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
{see Web Security Manager > Defined Time Banges)

URL Categories: URL Categories Windows Update URLS in Identification Profile MS Update No Auth]

Image - Create the Access Policy

Step 5.12. On the Access Palicies page under URL Filtering, click the link
associated with the new Access Policy.

Step 5.13. Select Allow as the action for the Custom URL category created for
the Microsoft Updates.




Step 5.14. Click Submit.

Access Policies

Add Policy.
Protocols and
Order | Group User Agents lications | Objects Anti-Malware and Reputation HTTP ReWrite Profile Clone Policy | Delete

URL Filtering  Appl
AP Windows Update ock: &
5.12 1__ Identification Profile: MS Update No Auth _[global policy) | Mamitar: 1 ontor: 315 | (91088l palicy) | {global policy) (glabal policy) [ w
- T dentied Gser i

Policy Web Reputation: Enabled
oL Y. s No blocked Rems  Manitor: B5 D00 6 | o blocked items | Secure Endpoint: Enabled Nene
; : Anti-Malware Scanning: Enabled

Access Policies: URL Filtering: AP Windows Update

‘Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy,
Use ide Global Settings
Jobal
o Block Redirect] Allow 7 Monitor Warn (2 Quota-Based Time-Based
Settings 0 " nl m
5.13 5] Q aQ @ [&] [+]
. >
Category Category Type | Select all l Selectall Selectall Selectall [Selectall Selectall (Unavailable) | (Unavailable)
€ Wingows Update URLS Custom (Local) - | v - -
)

Image - Set the Action Allow for the URL Category

Step 5.15. On the Access Palicies page under Applications, click the link
associated with the new Access Policy.

Access Policies

Add Policy...

Protoecals and
Order Group User Agents URL Filteri Applications  |Objects Antl-Malware and Reputation HTTP ReWrite Profile  Clone Policy  Delete
AP Windows Update
1 Identification Profile; MS Update No Auth | (global policy) | Allow: 1 || Monitor: 324 |(global policy) | {global policy) (glabal policy) [ ] -]

5.15 TS P

Wieb Reputation: Enabled
No blocked items | Monitor: 85 | Monitor: 324  No blocked items  Secure Endpoint: Enabled None

Giobal Policy
Identification Profile: All Ant/-Malware Scanning: Enabled

Image - Edit Application Visibility and Control

Step 5.16. On the Edit Applications Settings section, select Define
Applications Custom Settings.

Step 5.17. From the Applications Settings section, click Edit all for Games
application and set the action to Block.

Step 5.18. Click Apply.




Access Policies: Applications Visibility and Control: AP Windows Update

Edit Applications Settings

I

Define Applications Customn Settings

Applications Settings
| Browse Application Types | Applications Info £

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
% Blogging ) 22 Monitor
Edit all...
% Collaboration )8 Monitor
Edit all
nan Enterprise Applications (:’ 6 Monitor
Edit all...

& Bandwidth Limit: No Bandwidth Limit
an Facebook

) 10 Monitor

Edit all...
o File Sharing ) 39 Monitor
Edit all
,",, Games Set action for 6 applications of type: Games

() Leave current settings

| Settings (& Monitor)
5.17 * | ® Block
Monitor
& -

Image - Set One Application Action to Block

Step 5.19. Scroll down to the Range Request Settings for Policy section,
ensure the Forward range requestsis selected.

Total: 324 Applications (6 Blocked, 318 Monitored)

Range Request Settings for Policy
@ Range Request Bypass: | Forward range requests e

For optimum appfication detection, range requests should be ignored (not forwarded to the web server)
when using AVC. However, this will result in higher bandwidth usage. Exceptions to this setting may be
specified below.

Exception list: (#

Enter a newline delimited list of clients or Regular exp: are accepted.

Image - Range Request Settings for Policy

Step 5.20. Click Submit.

Step 5.21. On the Access Palicies page under Applications, click the link
associated with the Global Policy.

Access Policies

Add Policy...
protocols and
Order  Group User Agents URL Filtering  Applications _ Objects Anti-Malware and Reputation  HTTP ReWrite Profile Clone Policy Delete
AP Windows Update Bl &
1 Identification Profile: MS Update No Auth  (global policy)  Allow: 1 Montor, 318 | (global policy) | (global policy) (global policy) G -]

All identified users

Wieb Reputation: Enabled
fm”:?vmﬂw . No blocked rems  Monitor: 85 [Monitor: 324] No blocked items | Secure Endpaint: Enabled None.
5.21 Vi 2 Anti-Malware Scanning; Enabled

Edit Policy Order




Image - Default Access Policy Application Settings

Step 5.22. Scroll down to the Range Request Settings for Policy section,
ensure Do Not Forward range requestsis selected,

Step 5.23. Commit changes.

Modify Access L ogs

For additional visibility on the Range Requests from the Access Logs, you can add these custom fields:

[Client Range = % <Range:] Shows the range, requested by the client (Bytes)

[content= % >Content-L ength:] Shows the downloaded content size (Bytes)

For more information on adding a custom field to the SWA Access Logs, refer to the Configure
Performance Parameter in Access L ogs guide.

Verification

Run this CURL command to send a Range Request to the SWA:

curl -vvvk -H "Pragma: no-cache" -x 10.48.48.181:3128 -H 'Range: bytes=0-100' 'http://catalog.sf.dl1.del

From the output of the CURL, you can seethe HTTP responseisHTTP/1.1 206:

GET http://catalog.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/f263aa64-f367-42f0-9cad
Host: catalog.sf.dl.delivery.mp.microsoft.com

User-Agent: curl/8.7.1

Accept: */*

Proxy-Connection: Keep-Alive

Pragma: no-cache

Range: bytes=0-100

*V V V V V V VYV

Request completely sent off
HTTP/1.1 206 Partial Content

A

From the Access Logs you can seethe ActionisTCP_CLIENT_REFRESH_MI1SS/206:


https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

1773942471.096 14 10.190.0.206 TCP_CLIENT_REFRESH_MISS/206 860 GET http://catalog.sf.dl.delivery.mp.mic
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html

