Configure SWA Two-Factor Authentication with
|SE RADIUS

Contents

Introduction
Prerequisites
Reguirements
Components Used
Background Information
Network Topology
Configuration Steps

ISE Configuration
2. Configure Network Devicein ISE

SWA Configuration
Verify
Related Content

| ntroduction

This document describes how to configure second factor authentication on Secure Web Appliance with
Cisco ISE® asaRADIUS server.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Basic RADIUS knowledge

» Basic Knowledge of SWA

» Knowledge of authentication and authorization policies configuration on Cisco Identity Service
Engine (ISE)

Cisco recommends that you also have:

» Compatible WSA and ISE Versions



* Your ISE isIntegrated to Active Directory or LDAP

» Secure Web Appliance (SWA) and Cisco Identity Service Engine (ISE) Administration Access

 Active Directory or LDAP is Configured with a Username 'Admin' to Authenticate SWA Default
'‘Admin’ Account

Components Used

The information in this document is based on these software versions;

* ISE3.0.0
* SWA 14.0.2-012

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation

When you enable second factor authentication for administrative users on SWA, the device verifies the user
credentials with the RADIUS server a second time once the credentials configured in SWA are verified.
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Administrative users access SWA on port 443 with their credentials and SWA verifies the credentials with
the RADIUS server for second factor authentication.




Configuration Steps

| SE Configuration

1. Add anew Network Device and navigate to Administration > Network Resour ces > Networ k Devices
> +Add.

‘tsee’  Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

b System P Identity Management  ~ Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service ¥ Threat Centric NAC

= Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM
I
(<)

Network Devices Network Devices

Default Device
J_° Edit EL}:'Add LE Duplicate  @aImport g Export @) Generate PAC | 3 Delete
Device Security Settings
Name a  IP/Mask Profile Name: Location Type

No data available

Add SWA as Network Devicein | SE

2. Configure Network Devicein I SE

2.1. Assign a Name to the network device object.

2.2. Insert the SWA | P Address.

2.3. Select the RADIUS checkbox.

2.4. Define a Shared Secret.

Note: The same key must be used later to configure the SWA.



Metwork Devices List > SWA

Network Devices
Network Devices
Default Device
* Name |SWA
Device Security Settings
Description |

IP Address »| *P: | 10.106.38.176

/] 32

* Device Profile %k Cisco =

* Network Device Group

Location |pJl Locations

Q_‘ |  SetToDefault |

IPSEC |N0

© || SetToDefault |

Device Type | All Device Types

+ RADIUS Authentication Settings

RADIUS UDP Settings

Configure SWA Network Device Shared Key

o | Set To Default

Protacol

* Shared Secret

RADIUS

2.5. Click Submit.




¥ |+ RADWS Authentication Settings

RADIUS UDP Settings

Protocal

* Shared Secret

Use Second Shared Secrst ||

CoA Port | 1700

| [ SetToDefault |

RADIUS DTLS Settings i
DTLS Reguired ] i
Shared Secret |radius/dtis

CoA Port [ 2083

| [ setToDefault |

Issuer CA of ISE Certificates for CoA |Se|ect if required (aptional)

+] i

DNS Name |

General Settings
Enable KeyWrap [ (i
* Key Encryption Key
* Message Authenticator Code Key

Key Input Format = ASCI

1 |4 7aCACS Authentication Settings
[ sHuP Seftings

O | Advanced TrustSec Settings
(Cane

Submit Network Device Configuration

Show
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3. You must create Networ k Access User s that match with the username configured in SWA. Navigate to

Administration > | dentity Management > | dentities > +Add.

sl |dentity Services Engine

Home » Context Visibility » Operations » Policy

 Administration

» Work Centers

» System v Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service
v |dentities  Groups  Extermnal Identity Sources  Identity Source Sequences » Settings
<]
Network Access Users
Users
Latest Manual Network Scan Results ’o Edit +Md Hciml'r__;f_' T o Import @ Export = | ¢ Delete 'J:-_Du::!::atc
Status Name &  Description First Name

Add Local Usersin | SE

» Threat Centric NAC

Last Name Email Address

No data available

3.1. Assign aName.

3.2. (Optional) Enter the Email address of the user.
3.3. Set Password.

3.4. Click Save.




ot Identity Senvices Engine Home » Context Visibility » Operations + Policy ~ Administration

» System | - dentity Management » Network Rescurces v Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentities  Groups  External ldentity Sources  |dentity Source Sequences ¢ Setlings

I
[ <]
Network Access Users List = New Nebwork Access User

* Network Access User

Users

Latest Manual Network Scan Results

*Name | rouser

Status Enabled »

Email |

~ Passwords

Password Type: | Internal Users -

Password Re-Enter Password
* Login Password | [TITTITL] | | [TITTITL] | | Generate Password | i
Enable Password | | | | | Generate Password | i

Add a local User inISE

4. Create apolicy set that matches the SWA [P Address. This prevents access to other devices with these
user credentials.

4.1. Navigate to Policy > Policy Sets and click the + icon placed at the upper-left corner.

:';'llsqc; Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning » Policy Elements

Policy Sets

+ Status Policy Set Name Description Conditions
Search

Add Policy Setin I1SE

4.2. A new lineis placed at the top of your Policy Sets. Enter aName for the new policy.

4.3. Add acondition for the RADIUS NAS-I P-Addr ess attribute to match the SWA |P Address.

4.4. Click Use to keep the changes and exit the editor.




Conditions Studio
Library Editor

S by Radius-NAS-IP-Address

PG0sefmFERRCLOE™ o Equals ~ 10.106.38.176 =
E Catalyst_Switch_Local_Web_Authentication (1) Set to s not' Duplicate @
[E] switch_Local_Web_Authentication @
E Switch_Web_Authentication @ v i =
i B wired_802.1x @
E] wired_MmAB @
E] wireless_802.1X ®
[E] wireless_Access ®
5 wireless_MAB @
[E] wLC_Web_Authentication @

D &

Add Policy to Map SWA Network Device

4.5. Click Save.

Policy Sets Reset Policysot Hitcounts 1 Reset ¥ save ]
+ Status Palicy Se1 Name Deseription Cenditions Allowed Protocols | Server Sequence Hits Actions Wiew
& @ SWiA Access Q  Rodius NAS-IP-Addross EQUALS 10,106 38,176 Dotault Notwark Access R £ >
@ Default Default palicy sat Dataull Metwork Access R o e >
Policy Save

Note: This example uses the Default Network Access Protocols list. You can create anew list and
narrow it down as needed.

5. To view the new Policy Sets, click the > icon in the View column.

5.1. Expand the Authorization Policy menu and click the + icon to add anew rule to allow accessto all



authenticated users.

5.2. Enter aName.

5.3. Set the conditions to match the Dictionary Network Access with Attribute AuthenticationStatus
Equals AuthenticationPassed and click Use.

Conditions Studio

Library Editor
Search by Name s o
2earch by | Network Access-AuthenticationStatus
PECeeHRPERECL 0.’?“ (=3 Equals . AuthenticationPzssed ’

BYOD_is_Registered 6] Set to s not’ Duplicate Save

Catalyst_Switch_Local_Web_Authenticati
on

Compliance_Unknown_Devices @ New AND OR
Compliant_Devices @

Guest_Flow @

MNetwork_Access_Authentication_Passed (&)

=]
=
S|
=
=]
=)
=)
. Bl Non_compiant_Devices
=)
=
=]
g8
=i
=]
g

MNon_Cigco_Profiled_Phones @

@
Switch_Local_Web_Authentication @
Switch_Web_Authentication @
Wired_802.1X @
Wired_MAB @
Wireless_802.1X @
Wireless_MAB @
WLC_Web_Authentication @

<
Sdlect Authorization Condition

6. Set the default Per mitAccess as Authorization Profile and click Save.




Polcy 5085 -+ SWA Accoss

Resst Palcyset licounts s
Sumus  Pabicy Set Hame De: o

serption Condtiens

Allgertd Protocoly | Seree Sequence Hag

@

S8 Accen ©  Racus MAS P ssorees BOALY 1010838 1

Dot ietworvaccess = - W
~ Auihestication Pokcy (1)
+ States  Rule Hame Candiens Use Hats Actiens
1_iner 2
o
» Options.
¥ Authoszaion Polcy - Lacal Excaptions
% Authosization Policy - Global Exceptions
W Austheezaan by (7)
Radults
Statws  Fule Name Candiiens Profius Security Growps Hits Actiens
s = SHA -] + + o
@ Dot + + .

Select Authorization Profile

SWA Configuration

1. From the SWA GUI, navigate to System Administration and choose Users.

2. Click Enablein the Second Factor Authentication Settings.




Cisco Secure Web Appliance Secure We
s100v

By Reporting Web Security Manager Security Services Metwaork System Administration

Users

All
Accounts | User Name Full Name User Type Account Status Passphrase Expires Delete
D admin Administrator Administrator Active nfa

| Enforce Passphrase Changesl

Local User Account & Passphrase Settings
Account Lock: | Mot configured.
Passphrase Reset: | Not configured.

Passphrase Rules: | Require at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.

Enable Second Factor Authentication in SWA

3. Enter the | P Address of the ISE in the RADIUS Server Hostname field and enter the Shar ed Secr et
that was configured in Step 2 of the | SE Configuration.

4. Select the Predefined Roles you want to enable second-factor enforcement.

Caution: If you enable second factor authentication in SWA, the default Admin account is also
enabled for second-factor enforcement. Y ou must integrate | SE with LDAP or Active Directory
(AD) to authenticate Admin credentials as | SE does not allow you to configure Admin asan
Network Access User.



Secure We

Cisco Secure Web Appliance
S100V

By Reporting Web Security Manager Security Services Metwaork System Administration

c
0n
1]
=
0n

All
Accounts | User Name Full Name User Type Account Status Passphrase Expires Delete
D | admin | Administrator | Administrator | Active | nfa |

| Enforce Passphrase Changesl

Local User Account & Passphrase Settings

Account Lock: | Mot configured.

Passphrase Reset: | Not configured.

Passphrase Rules: | Require at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.

Enable Second Factor Authentication in SWA




Second Factor Authentication

Second Factor Authentication Settings

Enable Second Factor Authentication

Authentication Type: | RADIUS
Protocel: |UDP v ]

RADIUS Server Information: | | gapius Server Hostname Port Shared Secret Timeout Value | Authentication
(in secends) protoecol

|10.106.38.150 |1e12 [sevusnes [s PAP |

User Role Privileges

Configure user roles for Second Facter Authentication
Second Factor Authentication is enforced to:

Predefined Roles Administrator

|_| Operator
d Read-Only Operator
] Guest
Two Factor Login Page
Appearance:
NIr

Current Logo:

CiIsco.

@ Use Current Logo

lo] Upload Custom Loge from Local Computer: Browse... | Mo file selected.

Company Name: |
(Max 150 characters only)

Custom text Information:

(Max 500 characters only)

Login help Infarmation:

A
(Examples:For login trouble Pleass conlact, Conlact Name ,123-1234-123,admin@example.com or help URL. Nots:Max 500
characters only)

View Existing Two Factor Login Page =

Jbmit

Configure Second Factor Authentication

5. To configure Usersin SWA, click Add User. Enter the User Name and select the User Type required
for the desired role. Enter the Passphrase and Retype the Passphr ase.

Users

* When RADIUS external sauthentication is enabled, all local user accounts except "admin” are disabled. If all RADIUS services fail, local user accounts will be used for authentication.
All
Accounts | User Name Full Name User Type™ Account Status Pazsphrase Expires Delete
O adminuser [ Admin User Administrator . Active n/a W
O rouser [ RO User Read-Only Cperator [ Active n/a o

User configuration in SWA

6. Click Submit and Commit Changes.




Verify

Access the SWA GUI with the configured user credentials. After successful authentication, you are
redirected to a secondary authentication page. You must enter the secondary authentication credentials
configured in ISE.

IIr
CISCO.

Passcode: | |
Copyright $ 2003-2022 Cisco Systems, Inc. All nghis reserved. | Privacy Saitement

Verify Second Factor Login
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