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This document describes how to configure Secure Access with Secure Firewall with High Availability (HA).

Prerequisites



* Configure User Provisioning
 ZTNA SSO Authentication Configuration
* Configure Remote Access VPN Secure Access

Requirements

Cisco recommends that you have knowledge of these topics:

Firepower Management Center 7.2
Firepower Threat Defence 7.2
Secure Access

Cisco Secure Client - VPN

Cisco Secure Client - ZTNA
Clientless ZTNA

Components Used

The information in this document is based on:

» Firepower Management Center 7.2
* Firepower Threat Defence 7.2

* Secure Access

» Cisco Secure Client - VPN

» Cisco Secure Client - ZTNA

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation


https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks

Secure Firewall
FTD

Cisco has designed Secure Access to protect and provide access to private applications, both on-premise and
cloud-based. It aso safeguards the connection from the network to the Internet. Thisis achieved through the
implementation of multiple security methods and layers, all aimed at preserving the information as they
accessit viathe cloud.
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Configure

Configurethe VPN on Secure Access

Navigate to the admin panel of Secure Access.
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 Configure Tunnel Group Name,Region andDevice Type.
e Click Next.


https://login.sse.cisco.com/

@ Ganaral Sattings General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure

Access, and choose the device type this tunnel group will use.
@ Tunnel ID and Passphrase

Tunnel Group Name

@ Routing [ Secure Firewall = }
Region
@ Data for Tunnel Setup
[ Europe (Germany) v ]
Device Type
[F'TD w ]

< Cancel m

» Configure the Tunnel ID Format and Passphrase.
* Click Next.

@ R — Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

@ Tunnel ID and Passphrase | Tunnel ID Format

@ email IP Address
@ Routing

Tunnel ID

@ Data for Tunnel Setup l securefirewall ® | @<org><hub>.s5€.cisco.com

Passphrase

(S p-

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ ............. giaiaii Show @ ]

» Configure the IP address ranges or hosts that you have configured on your network and want to pass
the traffic through Secure Access.
* Clicksave.



Routing option

@ Static routing
Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

28.66.0.0/16, 192.0.2.0/24 m

g

1

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

After you click Save, the information on the tunnel is displayed. Please save that information for the next
step; Configurethetunnel on Secure Firewall.

Data for Tunnel Setup

@ General Ssttings Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that

your passphrase is displayed.
@ Tunnel ID and Passphrase

Primary Tunnel ID: sec urefirewall_sse.c isco.com (3
@ Routing

Primary Data Center IP Address: 18.156.145.74 O
H i I CiSCo, )
@ Diatinlion Tumirisi Getugs Secondary Tunnel ID securefirewa I_sse cisco.com [
Secondary Data Center IP Address: 31204523 O

Done

Download CSV

Configurethetunnel on Secure Firewall

Configurethe Tunnél Interface



For this scenario, you must use the Virtual Tunnel Interface (VTI) configuration on the Secure Firewall to
achieve this goal; remember, in this case, you have a double | SP, and you want HA (High Availability) if

one of your |SPs fails.

INTERFACES ROLE
PrimaryWAN Principal Internet WAN
SecondaryWAN Secondary Internet WAN
PrimaryVTI Linked to send the traffic through the principal Internet WAN to Secure Access
SecondaryVTI Linked to send the traffic through the Secondary Internet WAN t0 Secure Access

Note: 1. You need to add or assign a static route to the Primary or Secondary Datacenter 1P t0 have both

tunnels up.

Note: 2. If you have ECMP configured between interfaces, you do not need to create any static
route to the Primary or Secondary Datacenter 1P t0 have both tunnels up.

Based on this scenario, you have the primarywAN and SecondarywAN, which you must use to create the VTI

interfaces.

Navigate to your Firepower Management Center > Devices.

e Chooseyour FTD
* Choose Interfaces

Interface

# Diagnostic0/0

» GigabitEthernat0/0
# GigabitEthernat0f1

& GigabitEthernat0f2

Logical Name Type 1] 5 MAC Address [Active/Standby) IP Addrass

diagnostic Phiysical

SacondaryWAN Physical SacondaryWAN 192.168.0.202/24(Static)

LAN Physical LAN 192.168.10.1/24(Static)

PrimaryWAN Physical 192.168.30.5/24(Static)

¢ Click on Add Interfaces> Virtual Tunnel Interface




Add Interfaces ¥

Sub Interface

Redundant Interface
Bridge Group Interface
Virtual Tunnel Interface
VNI Interface

» Configurethe Add Virtual Tunnel interface.

Add Virtual Tunnel Interface Edit Virtual Tunnel Interface

General Path Monitoring General Path Monitoring

Tunnel Type Tunnel Type

Name:* MNam

Primary\/TI
& Enabled & Enabled

Deseription: Description:

Security Zone: Security Zone:

SIG

Priority:

o

Priority:

o

Tunnel 1ID:* Tunnel ID:;*

Tunnel Source:*

Gi itE t0y. aryWAN) 192.168.30.
GigabitEthernet0/2 (PrimaryWAN 92.168.30.5

Tunnel Source:*

IPsec Tunnel Mode-* IPsec Tunnel Mode:*

e IPvd IPVG ® |Pvd IPvE

169.254.2.1/30

* Name: Configure a name that refers to the primarywAN interface.

* Security Zone: Y OU can reuse another security Zone, however, creating a new one for Secure Access traffic
is best.

* Tunne ID: Add anumber for the Tunnel ID.

* Tunne Source: Choose your PrimaryWAN interface and select a private or public IP for your interface.

* IPsec Tunnel Mode: Choose 1pv4 and configure a non-routable IP in your network with mask 30.

S

Note: For the VTI interface, you must use a non-routable | P; for example, if you have two VTI
interfaces, you can use 169.254.2.1/30 for the PrimaryVTI and 169.254.3.1/30 for the
SecondaryVTI.



After that, you must do the same for the SecondarywAN interface. Now, your VTI High Availableis set up, asa
result your interface displays:

Interface Logical Name Type Security Zones MAC Address (Active/Standby)
@ Diagnostic0/0 diagnostic Phiysical
» GigabitEthemat0/0 SecondaryWAN Physical SecondaryWaN

Tunnel2 SecondaryVTl VTl SIG

» GigabitEthermnet0f1 LAN Physical LAN

# GigabitEtherne10/2 PrirnaryWan Physical FimaryWAN

Turinel1 PrimaryTl VI sIG 169.254.2,1/30(Static)

For this scenario, the IPs used are:

VTI IP Configuration

Logical Name IP Range
PrimaryVTI 169.254.2.1/30 169.254.2.1-169.254.2.2
SecondaryVTI 169.254.3.1/30 169.254.3.1-169.254.3.2

Configure Static Route for the Secondary Interface

To permit the traffic of the SecondaryWAN interface t0 reach the Secondary Datacenter IP Address yOou must configure a
static route to the data center I1P. Y ou can configure it with ametric of one (1) to make it on top of the
routing table; also, specify the IP as a host.

Caution: Thisisonly required if you do not have an ECMP set up between the WAN channels; if
you have an ECMP configured, you can move to the next step.

Navigate to Device > Device Management

* Click your FTD device
» Click on Routing
¢ Choose static Route > + Add Route



Edit Static Route Configuration

Type:

Interface* Choose the SecondaryWAN interface

SecondaryWAN v

(Interface starting with this icon | @signifies it is available for route leak)

Available Network + Selected Network

Q_ Search SecureAccessTunnel

192.168.0.150

192.168.10.153 Choose the Secondary Datacenter IP

any-ipv4
ASA_GW
CSA_Primary

GWVT1

Ensure that egress virtualrouter has route to that destination

Gateway

Outside_GW v | + Choose the SecondaryWAN Gateway

Metric:
1
(1 - 254)
Tunneled: (Used only for default Route)

Route Tracking:

v |+

Interface. Choose the SecondaryWAN Interface

Gateway: Choose the SecondaryWAN Gateway

Selected Network: Add the Secondary Data Center IP as a host, you can find the information when you
configure the tunnel on the Secure Access step, Data for Tunnel Setup

Metric: Use one (1)




 Clickokand save, then deploy.

Configurethe VPN to Secure Accessin VT1 Mode

To configure the VPN, navigate to your firewall:

¢ Click on Devices > Siteto Site
» Click on + siteto Site VPN

Endpoints Configuration

To configure the endpoints step, you must use the information provided under the step, Data for Tunnel
Setup.




Create New VPN Topology

Topology Name:*
SecureAccess

Policy Based (Crypto Map) e Route Based (VTI)

Network Topology:

Hub and Spoke Full Mesh
IKE Version:* IKEvl W& IKEv2

Endpoints IKE IPsec Advanced

Node A
Device:* Device:*

FTD_HOME Extranet

Virtual Tunnel Interface:* Device Name*:

PrimaryVTI (IP: 169.254.2.1) SecureAccess

aryWAN (IP: 192.168.30.5) dit VT Endpoint IP Address*:
Tun Source IP is Private

18.156.145.74,3.120.45.23
& Send Local Identity to Peers

Local Identity Configuration:™

Email ID v

jairohome@8195126-615626006-

Topology Name: Create a name related to the Secure Access integration
Choose Routed Based (VTI)

Choose Point to Point

* IKE Version: Choose IKEv2

Note: IKEv1 isnot supported for integration with Secure Access.

Under Node A, you must configure the next parameters:



Device:™

FTD_HOME

Virtual Tunnel Interface:*

PrimaryVTI (IP: 169.254.2.1)

Treinnal S
runnetl >

Tunnel Source IP is Private
» Send Local Identity to Peers
Local Identity Configuration:®

Email ID

jairchome@

* Device: Choose your FTD device

* Virtual Tunnel Interface. Choose the VTI related to the primaryWAN Interface

» Mark the checkbox for Send Local Identity to Peers

* Local Identity Configuration: Choose Email ID, and fill in the information based on the Primary Tunnel
1D provided in your configuration on the step, Data for Tunnel Setup

After you configure the information on the PrimaryvTI click on + Add Backup VTI:

Virtual Tunnel Interface:*

SecondaryVTI (IP: 169.254.3.1)

T3 i
FUnne

Tunnel Source IP is Private
» 5Send Local ldentity to Peers

Local Identity Configuration:™

Email ID

jairohome@

* Virtual Tunnd Interface; Choose the VTI related to the PrimaryWAN Interface

» Mark the checkbox for Send Local 1dentity to Peers

* Local Identity Configuration: Choose Email 1D, and fill in the information based on the Secondary Tunnel
ID provided in your configuration on the step, Data for Tunnel Setup




Under the Node B, you need to configure the next parameters:

Device:*

Extranet

Device Name*:

SecureAccess

Endpoint IP Address*:

18.156.145.74,3.120.45.23

* Device. Extranet

* Device Name: Choose a name to recognize the Secure Access as the destination

* Endpoint IP Address: The configuration for primary and secondary must be Primary Datacenter |P,Secondary
Datacenter 1P, you can find that information in the step, Datafor Tunnel Setup

After that, your configuration for Endpoints is completed.

IKE Configuration

To configure the IKE parameters, click on IKE.

Endpoints |IKE IPsec Advanced

Under IKE, you must configure the next parameters.



Endpoints IKE IPsec Advanced

IKEv2 Settings

Policies:* |Umbrella-AES-GCM-256

Authentication Type: Pre-shared Manual Key

Key:*

Confirm Key:*

Enforce hex-based pre-shared key only

* Policies: Y ou can use the default Umbrella configuration umbrella-AES-GCM-256 OF You can configure
different parameters based on the Supported IKEv2 and IPSEC Parameters

* Authentication Type: Pre-shared Manual Key
» Keyand Confirm Key: Y ou can find the Passphrase information in the step: Data for Tunnel Setup

After that, your configuration for IKe is completed, and you can now go to the step, IPSEC Configuration.

|PSEC Configuration

To configure the IPSEC parameters, click on IPSEC.

Endpoints IKE IPsec Advanced

Under 1Psec, you must configure the next parameters:


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals IKEvZ IPsec Proposals® #

Umbrella-AES-GCM-256

Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Lifetime Duration®: 28800

Lifetime Size: AGOB00D0

* Policies: Y ou can use the default Umbrella configuration umbrella-AES-GCM-256 Or you can configure a
different parameters based on the Supported IKEv2 and IPSEC Parameters

Note: Nothing elseisrequired on IPSEC.

Now your configuration for 1Psec is completed.

Advanced Configuration

To configure the advanced parameters, click on Advanced.

Endpoints IKE IPsec Advanced

Under Advanced, you must configure the next parameters:


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

ISAKMP Settings

KE Eoopalive:

Theeshald,

Retry Imenval: | 2

kfantity Sent to Pears: autoOrDN

Peoor kdontity alidation: Do not check

Enable Notification on Tunnel Disconnect

IKEvZ Security Association [SA) Settings

Cooike Challesnge: LT

* |KE Keepalive: Enable

* Threshold: 10

* Retry Interval: 2

* |dentity Sent to Peers. autoOrDN

* Peer Identity Validation: Do not Check

Click on save and Deploy.

Note: After afew minutes, the VPN is established for both nodes.

Topeology Name VPN Type Network Topology Tunnel Status Distribution IKEv1 IKEv2

v SecureAccess Route Based (VTI) Point to Point Eoe - LY
2 nels

Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface

EXTRANET Extranet 3.120.4... (3.120.45.23) FID FTD_HOME Secon... (192.168.0.202) Seconda... (169.254.3.1)

EXTRANET Extranet 18.15... (18.156.145.74) FiD FTD_HOME Primary... (192.168.30.5) PrimaryVWTl (169.254.2.1)

The configuration for the VPN to Secure Accessin VTI Mode iS completed, and you can go to step, Configure
Policy Base Routing.

Warning: Traffic to Secure Accessis forwarded only to the primary Tunnel when both tunnels are
established; if the primary gets down, Secure Access allow the traffic to be forwarded through the
secondary Tunnel.

Note: The failover on the Secure Access site is based on the DPD values documented on the user
quide for Supported | Psec values.


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

Access Policy Configuration Scenarios
The access policy rules defined are based on:

Interface Logical Name Type Security Zones MAC Address (Active/Standby)  IP Address

GigabitEthernet0/0 SecondaryWAN Physical SecondaryWAN 192.168.0.202/24(Static)

Tunnel2 SecondaryVTI VTI SIG 169.254.3.1/30(Static)
GigabitEthernet0/1 LAN Physical LAN 192.168.10.1/24(Static)
GigabitEthernet0/2 PrimaryWAN Physical PimaryWAN 192.168.30.5/24(Static)

Tunnell PrimaryVTl VTl SIG 169.254.2.1/30(Static)

Interface Zone
PrimaryVTI SIG
SecondaryVTI SIG
LAN LAN

Internet Access Scenario

To provide access to the Internet on all the resources you configure on the Policy Base Routing. Y ou must
configure some access rules and some policies in secure access.

Mame Internet Access - SIG Action @ Allow | ~ B Logging ON IFy Time Range

Insert  into Mandatory ~ W Intrusion Policy | v

O\ MNetworks Applications Users URLs Dynamic Attributes VLAN Tags
Showing 4 out of 4 Selected Sources: 1 Selected Destinations and Applications: 1

s LAN C All Re Co Al R e Al

% PimaryWAN ~ 1 object v 1 object

1. SecondaryWAN

4516




Thisrule provide access to the LAN on the Internet, and in this case, the Internet is siG.

RA-VPN Escenario

To provide access from the RA-VPN users, you must configure it based on the range you assigned on the

RA-VPN Pool.

Note: To configure your RA-VPNaaS policy, you can go through Manage Virtual Private

Networks.

How do you verify the I P pool of your VPNaaS?

Navigate to your Secure Access Dashboard

» Click on Connect > End User Connectivity
e Click on virtual Private Network
» Under Manage IP Pools, then click on Manage

End User Connectivity

End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access of to the internet. Help €7

& Cisco Secure Client

Manage DNS Servers (2)

Zero Trust Virtual Private Network Internet Security
Global FQDN Manage IP Pools
fb57.vpn.sse.cisco.com Copy 2 Regions mapped
* You can see your pool under Endpoint IP Pools.
EUROPE 1 A
Displa Management IP
Pop Name play Endpoint IP Pools g DNS Servers
Name Pools
192.168.50.0/24 192.168.60.0/24
EWNgpe RA VPN 1 256 user 256 user House an
(Germany) i X
connections connections



https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://dashboard.sse.cisco.com/

* You must permit this range under SIG, however, you must also add it under the ACL that you
configured in your PBR.

Access Rule Configuration

If you are only configuring Secure Access to use it with the capabilities to access the private applications
resources, your access rule can look like this:

MName  Private APP Action & Allow |~ B Logging ON Iy Time Range

Insert  into Mandatory  ~ @ Intrusion Policy 1 | ~

0,__‘ s Applications Users iLs Dynamic Attributes VLAN Tags

Showing 27 out of 27 3 Sources: 2 e Destinations and Applications: 1

Networks Geolocations

192.168.0.150 192.168.0.150 SN - 1 object ~ 1 object

2 SIG
192.168.10.153 192.168.10.153

JET 1 object
0.0.0.0/0,::/0 v - __j.’ S0 0174
0.0.0.0/0

=0

That rule permits traffic from the RA-VPN Pool 192.168.50.0/24 to your LAN; you can specify more if
needed.

ACL Configuration

To permit the routing traffic from SIG to your LAN, you must add it under the ACL to make it work under
the PBR.

Mame

ACL

Entries (2}

CLAP-BAP ZTNA Escenario

Y ou must configure your network based on the CGNAT range 100.64.0.0/10 to provide access to your
network from the Client Base ZTA or Browser Base ZTA users.



Access Rule Configuration

If you are only configuring Secure Access to use it with the capabilities to access the private applications
resources, your access rule can look like this:

Name ZTNA Access - IN Action | @ Allow w B Logging OMN G Time Range | W Rule Enabled

Inzert  into Mandatorny £ W Intruskon Policy £ ; & File Policy

Q Ports Applications Lisers URLs Dynamic Attributes VLAN Tags

Showing 27 out of 27 Selected Sources: 2 Selected Destinations and Applications: 1

Networks Geolocations

192.168.0.150 192.168.0.150 v 1 object
.

- ~ 1 abject
any-ipvd 0.0.0.0/0
any-ipvé 1]
ASA_GW 192.168.30.1
CSA_Primary 18.156.145.74

GWVT1 169.254.2.2

Thisrule permits traffic from the ZTNA CGNAT Range 100.64.0.0/10 to your LAN.

ACL Configuration

To permit routing traffic from SIG using CGNAT to your LAN, you must add it under the ACL to make it
work under the PBR.

Name

ACL

Entries (2)

Sequence  Action S0 Mo 1 Destination Port

© Allow

Block

Configure Policy Base Routing

To provide access to internal resources and the Internet through Secure Access, you must create routes via
Policy Base Routing (PBR) that facilitate routing the traffic from the source to the destination.

» Navigate to Devices > Device Management
» Choose the FTD device where you create the route



Version

~ Ungrouped (1)

@ FTD_HOME Snort 3
192.168.0.201 - Ro

FTDv for VMware

* Click on Routing
» Choose Policy Base Routing
e Click Add

Policy Based Routing
Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority

In this scenario, you select all interfaces you use as a source to route traffic to Secure Access or to provide
user authentication to Secure Access using RA-VPN. client-based, or browser-based ZTA accessto the
Network internal resources:

» Under Ingress Interface, select al interfaces that send traffic through Secure Access.

Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

» Under Match Criteriaand Egress Interface, you define the next parameters after you click Add:

Match Criteria and Egress Interface

Specify forward action for chosen match criteria.




Add Forwarding Actions Internal Sources

IP Address IP Address ~

169.254.2.2,169.254.3.2

» Match ACL: For this ACL, configure everything you route to Secure Access.

Traffic to the destination 208.67.222.222

or 208.67.220.220 over DNS using TCP
or UDP will not be routed to Secure X REJECT

Access

Name

SSPT_FTD_ACL

Entries (2)

Traffic from the source
192.168.10.0/24 will be
Block - ron . : routed to Secure Access

Saquence Action Source Source Port Dastination Port

@ Allow 192.168.10.0/24

Depends how you play with the ACL, you
can define how the traffic must be routed « ACCEPT

to Secure Access

* Send To: Choose the IP Address
* |Pv4Addresses: You must use the next |P under the mask 30 that was configured on both VTIs; you can
check that under the step: VTI Interface Config

Interface P GW
PrimaryVTI 169.254.2.1/30 169.254.2.2
SecondaryVTI 169.254.3.1/30 169.254.3.2

169.254.2.2,169.254.3.2
I



Once configured, you have the next results, click save:

ACL
IP Address

169.254.2.2,169.254.3.2

Default Interface

IPv6 settings

Peer Address

Verify Availability

After that, you need to save it again, and you have it configured in the next way:

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Match Criteria and Egress Interface

Specify forward action for chosen match criteria.

Match ACL Forwarding Action

169.254.2.2 Send the traffic to the PrimaryVTI
169.254.3.2

If PrimaryVTI fail it will send
the traffic to the SecondaryVTI

Cancel




Y ou can Deploy and you can see the traffic of the machines configured on the ACL routing the traffic to
Secure Access:

From the Conexion Eventsin the FMC:

Action X Initiator IP % Responder IP X Application Risk x Access Control Policy X Ingress Interface X Egress Interface X

Allow 192.168.10.40 8.8.88 Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 8.8.88 Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 8.8.8.8 Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 8.8.8.8 Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 8.8.8.8 Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 8.8.8.8 Medium HOUSE LAN PrimaryVTI

From the Activity Search in Secure Access:

40,678 Total O Viewing activity from Mar 13, 2024 12:30 AM to Mar 14, 2024 12:30 AM Page: 1 Results per page
Request Source Rule Identity @ Destination Destination IP Internal IP External IP Action Categories Re:

"~ HomeFTD — HomeFTD 8.8.88 192.168.10.40 @ Allowed Uncategorized

- HomeFTD — HomeFTD 88488 192.168.10.40 @ Allowed Uncategorized

- HomeFTD — HomeFTD 8888 192.168.10.40 @ Allowed Uncategorized

- HomeFTD — HomeFTD 8.88.8 192.168.10.40 @ Allowed Uncategorized

~ HomeFTD — HomeFTD 8.8.88 @ Allowed Uncategorized

~ HomeFTD — HomeFTD 8.8.88 @ Allowed Uncategorized

~ HomeFTD — HomeFTD 8.8.88 192.168.10.40 @ Allowed Uncategorized

Note: By default, the Secure Access Policy alows traffic to the Internet. To provide access to
private applications, you must create private resources and add them to the access policy for private
resource access.

Configure Internet Access Policy on Secure Access

To configure Internet access, you must create the policy on your Secure Access Dashboard:

» Click on secure > Access Policy


https://dashboard.sse.cisco.com/

| ‘ Secure | Policy

Access Policy
Create rules to control and secure

I~  Monitor

access to private and internet
destinations

o Admin . )
Data Loss Prevention Policy
Prevent data loss/leakage with
g Workflows policy rules

¢ Click on Add Rule> Internet Access

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

There, you can specify the source as the tunnel, and to the destination. Y ou can choose any, depending on
what you're configuring on the policy. Please review the Secure Access User Guide.

Configure Private Resour ce Accessfor ZTNA and RA-VPN

To configure access for private resources, you must create the resources first under the Secure Access
Dashboard:

e Click on Resources> Private Resour ces


https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

Resources

| Secure
K  Monitor

o Admin
I’ L PGS P | R

* Thenclick Add

Sources and destinations

Registered Networks
Point your networks to our servers

Internal Networks
Define internal network segments
to use as sources in access rules

Roaming Devices

Mac and Windows

Destinations

Internet and SaaS Resources

Define destinations for internet
access rules i

Private Resources

Define internal applications and
other resources for use in access
rules

* Under the configuration, you can find the next sections to configure: General, Communication with Secure
Access Cloud and Endpoint Connection Methods.

General

General

Private Resource MName

SplunkFTD

Description (optional)

* Private Resource Name: Create a name for the resource you are providing access through Secure Accessto

your network.

Endpoint Connection M ethods



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help &3

Q Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).
Remotely Reachable Address (FQDN, Wildcard FQDN, P Address) @

192.168.10.2

+FQDN or IP Address

t) Browser-based connection

e Secure Client installed. Enable this option when devices that your organization does not manage must
connect to this resource. Fewer endpoint security checks are possible,

Allow brow: hased connections

from endpoints that do no

Public URL for this resource @

https:/f | splunk2 -8195126.2tna. sse.cisco.io

Protocol Sarver Name Indication (SMI) (optional) @

HTTPS ~

L Validate Application Certificate ©

e ZeroTrust Connections. Mark the checkbox.

* Client-based connection: If you enable this, you can use the Secure Client - Zero Trust Module to enable
access through client-base mode.

* Remote Reachable Address (FQDN, Wildcard FQDN, IP Address): Configure the resources IP or FQDN. if you
configure FQDN, you must add DNS to resolve the name.

* Browser-based connection: If you enable this, you can access your resources via browser (please only add
resources with HTTP or HTTPS communication).

* Public URL for thisresource: Configure the public URL you use through your browser (Secure Access
protects this resource).

* Protocol: Select the protocol (HTTP or HTTPS).

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

VPN Connection: Mark the checkbox to enable access via RA-VPNaaS.

Click save and you can add that resource to the Access Policy.

Configurethe Access Policy

When you create the resource, you must assign it to one of the Secure Access Policies:

» Click on secure> Access Policy



| ‘ Secure | Policy

Access Policy

Create rules to control and secure
access to private and internet

I~  Monitor

destinations

o Admin . *
Data Loss Prevention Policy

Prevent data loss/leakage with
g Workflows policy rules

¢ Click Add > Private Resource

Add Rule ~

- =

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
| general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

For this Private Access rule, you must configure the default values to provide access to the resource. For
more information about policy configurations, review the User Guide.

Specify Access

Specify which users and endpoints can access which resources. Help 0§

Action

Allow Block
Allow specified traffic if security E
requirements are met,

From To

Specify one or more sources. Specify one or more destinations
vpn user (vpnuser@ciscosspt.es) - =) SplunkFTD =~

nformation about sources, including selecting multiple sources. Help (F Information abaut destinations, including selecting multiple destinations. Help 7


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

* Action: Choose Allow to provide access to the resource.
* From: Specify the user that can be used to log in to the resource.
» To: Choose the resource that you want to access through Secure Access.

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help 3

E] Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

| System provided (Client-based)

Private Resources: SplunkFTD

] Zero Trust Browser-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

| System provided (Browser-based)

Private Resources: SplunkFTD

* Zero-Trust Client-based Posture Profile: Choose the default profile for client base access
* Zero-Trust Browser-based Posture Profile: Choose the default profile for browser base access

Note: For more information about the posture policy, please review the user guide on Secure
Access.

» Click Next and save after your configurations, and you can access your resources through RA-VPN,
Client Base ZTNA, or Browser Base ZTNA.

Troubleshoot

To troubleshoot between Secure Firewall and Secure Access, you can verify if Phasel (IKEv2) and Phase2
(IPSEC) are established between devices.

Verify Phasel (IKEv2)

To verify Phasel, you must run the next command on the CLI of your FTD:

show crypto isakmp sa

In this case, the desired output is two IKEv2 sAs established to the Data Center |1Ps of Secure Access and the
desired status as READY:


https://docs.sse.cisco.com/sse-user-guide/docs/zta-posture-profiles

There are no IKEvl SAs
IKEv2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
52346451 192.168.0.202/4500 3.120.45.23/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4009 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: Oxfb34754c/0xc27fd2ba

IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
52442403 192.168.30.5/4500 18.156.145.74/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/3891 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: Ox4af761fd/Oxfbca3343

Verify Phase2 (IPSEC)

To verify Phase2, you must run the next command on the CLI of your FTD:

interface: PrimaryVTI
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.30.5

Protected vrf (ivrf): Global
Tocal 1ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 18.156.145.74

#pkts encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

#pkts decaps: 91325, #pkts decrypt: 91325, #pkts verify: 91325

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 71965, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.30.5/4500, remote crypto endpt.: 18.156.145.74/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: FBCA3343

current inbound spi : 4AF761FD



inbound esp sas:
spi: Ox4AF761FD (1257726461)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (3916242/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: OxFBCA3343 (4224332611)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4239174/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

interface: SecondaryVTI
Crypto map tag: __vti-crypto-map-Tunnel2-0-2, seq num: 65280, Tlocal addr: 192.168.0.202

Protected vrf (ivrf): Global

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 3.120.45.23

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.0.202/4500, remote crypto endpt.: 3.120.45.23/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: C27FD2BA

current inbound spi : FB34754C

inbound esp sas:
spi: OxFB34754C (4214519116)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4101120/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xC27FD2BA (3263156922)



SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4239360/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

In the last output, you can see both tunnels established; what is not desired is the next output under the
packet encaps and decaps.

encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

decaps: ©, #pkts decrypt: @, #pkts verify: @
4 compressed: ©, #pkts decompressed: ©
#pkts not compressed: 71965, #pkts comp failed: @, #pkts decomp failed: @
#pre-frag successes: @, #pre-frag failures: @, #fragments created: ©

#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reassembly: @
#TFC rcvd: @, #TFC sent: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: ©

#send errors: 8, #irecv errors: ©

If you have this scenario, open a case with TAC.

High Availability Function

The function of the tunnels with Secure Access communicating with the data center in the cloud Is
active/passive, which means only the door for DC 1 is open to receive traffic; the door for DC 2 is closed
until tunnel number 1 isdown.



Normal Behavior

DC 1 VIP Secure Access default behavior
WAN1/VTI1
- DC2is passive when DC1 is
\ (L ) active

Region + Data Centers operating in High
\ ‘;. | Cisco Availability (HA) mode ensure
— 1 [ hub | | Secure that only one tunnel receives
\ B 5 Access traffic at a time. The other tunnel
i remains on standby and will drop
hub

any packets sent through it while
in standby mode.

DC 2
WAN2/VTI2
HA Behavior
DC 1 VIP Secure Access HA Behavior
WANT/VTIN \,
\ N, « DC2 is Active when DC1or
\ “( ) WAN1 peer is Down
\ \ 5 Regen Ci » High availability is implemented
N [pc1) i BED to address failures in the WAN1
\ T e 7P | | Secure channel on the Firewall, ensuring
N L\ e i Access operational continuity in the
Aai region and mitigating potential
FTD S ¢ hub issues in DC1
{—/'//’--‘- \- \\. /
LN \
DC 2
WAN2/VTI2

Verify Traffic Routing to Secure Access

In this example, the source machine on the firewall network used is:



» Source: 192.168.10.40
» Destination: 146.112.255.40 (Secure Access Monitoring | P)

Example:

Emulation of the connection via TCP protocol from
the IP 192.168.2.234 from the source PORT 32344
to the IP 72.163.4.185 to the PORT 443, which
emulates the access to a webpage published on

v
Direction must be the
interface that has clients
trying to access to internet

the port 443 from a user on the inside network.

Command:

packet-tracer input LAN tcp 192.168.10.40 3422 146.112.255.40 80

Output:

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

ETapsed time: 14010 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 21482 ns

Config:

route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL

set ip next-hop 169.254.2.2 169.254.3.2

Additional Information:

Matched route-map FMC_GENERATED_PBR_1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

Phase: 3

Type: OBJECT_GROUP_SEARCH
Subtype:

ResuTt: ALLOW



ETapsed time: 0 ns

Config:

Additional Information:
Source Object Group Match Count:
Destination Object Group Match Count: O
Object Group Search: 0

o

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
ETapsed time: 233 ns
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any ifc PrimaryVTI any rule-id 268434435
access-1list CSM_FW_ACL_ remark rule-id 268434435: ACCESS POLICY: HOUSE - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434435: L7 RULE: New-Rule-#3-ALLOW
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS
Subtype:
Result: ALLOW
ETapsed time: 233 ns
Config:
class-map class_map_Any
match access-list Any
policy-map policy_map_LAN
class class_map_Any
set connection decrement-tt]
service-policy policy_map_LAN interface LAN
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 8

Type: VPN

Subtype: encrypt
Result: ALLOW

ETapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
ResuTlt: ALLOW



ETapsed time: 25218 ns
Config:
Additional Information:

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 14944 ns
Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 0 ns
Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 19614 ns

Config:

Additional Information:

New flow created with id 23811, packet dispatched to next module

Phase: 13

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 27086 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 14

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 28820 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Phase: 15

Type: SNORT

Subtype: firewall

ResuTlt: ALLOW

ETapsed time: 450193 ns

Config:

Network 0, Inspection 0O, Detection 0, Rule ID 268434435

Additional Information:

Starting rule matching, zone 1 -> 3, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: O,
Matched rule ids 268434435 - Allow

Result:

input-interface: LAN(vrfid:0)
input-status: up
input-Tine-status: up



output-interface: PrimaryVTI(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 620979 ns

There are many scenarios that can provide additional context on the set up under the PBR configuration to
ensure traffic is routed correctly to Secure Access:

Phase 2 indicates that traffic is forwarded to the primaryv T interface, which is correct based on the
configurations in this scenario as the Internet traffic must be forwarded to Secure Access through the VTI.

Phase: 8

Type: VPN
bubtype: encrypt
Result: ALLOW
Elapsed time: 18686 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Elapsed time: 25218 ns
Config:

Additional Information:

Phase 8 corresponds to the encryption stage in aVVPN connection, where traffic is evaluated and authorized
for encryption, ensuring data is securely transmitted. Phase 9 focuses on the specific management of the
traffic flow within the VPN IPSec tunnel, confirming encrypted traffic is properly routed and allowed
through the established tunnel.



Result:
|input-interFace: LAN(vrfid:@)
input-status: up

input-line-status: up

output-interface: PrimaryVTI(vrfid:Q)

output-status: up
output-line-status: up

Time Taken: 620979 ns

Tofinalize, at the end of the flow, you can see the traffic from the LAN to the PrimaryvTI forwarding traffic to
Secure Access. This action confirms that traffic is routed without issue.

Related | nfor mation

Cisco Technical Support & Downloads

Cisco Secure Access Help Center

Virtual Trusted Platform Module Overview

Zero Trust Access Module

Troubleshoot Secure Access Error "Enrollment Service Is Not Responding. Contact Your IT Help
Desk"
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