Reset SSH Keysfor Cisco | SE on AzureVMs
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This document describes how to reset SSH keys for Azure ISE VMs.
Prerequisites

Basic I SE knowledge

Access to | SE Console through Microsoft Azure

Accessto |SE GUI
Privilegesto create new key pairsin Microsoft Azure

Requirements
» Cisco ISE node
Components Used

e CiscolISE 3.3

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

1. In Microsoft Azure, look for SSH keys service.
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2. Click Createto create anew SSH key. Select your Subscription and your Resour ce Group. Specify
acustom name for your new SSH key. For the SSH public key source field, select the option for
Generate new key pair and for SSH Key Type select RSA SSH Format. Finaly, click Review +
Createto validate and create the key.

— Microsoft Azure £ Search resources, services, and docs (G+/) I .

Home > 55H keys >

Create an SSH key

Basics Tags Review + create

Creating an 55H key resource allows you to manage and use public keys stored in Azure with Linux virtual machines.
Learn more o
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
"UI.II resources.
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Resource group ™ (0 | ISEresourceGroup W
Create new

Instance details

Region (O J5) East US

Key pair name * [ ISEnewkey o

S5H public key source | Generate new key pair W
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SSH Key Type @_,- RS5A 55H Format

() Ed25519 SSH Format

o Ed25519 provides a fixed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits.
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3. When the key is created, a new window appears. Click Download private key and create resour ce.



Generate new key pair

®) An s5H key pair contains both a public key and a
private key. Azure doesn't store the private key.
After the SSH key resource is created, you won't be
able to download the private key again. Learn more 7

Download private key and create resource

Return to create an S5H key resource




Caution: It isimportant to keep this private key safely asthisisthe only moment in which Azure
allows you to download this private key. Azure does not store this private key and cannot be
downloaded from anywhere else.

4. Now, navigate back to the SSH Keys service and look for your newly created key and click it to see
its overview.
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5. On the overview of the key, you see the Public key. Copy thistext and paste it on atext editor so you
can save it asalocal file with .pem extension. In this guide, the file is saved as public.pem .

Public key ssh-rsa
AAAABINzaCTyc2 EAAAADACQABAAABgOCddpgdenM plsjrzLUVA 1t SEcOjdC2katyju1n/MusB/ WTT2TIZODEEM|) Tu +vBDIZHhWwgMD2vi 1235002 VCYiNaVHHxhG10CKF
4luplBamyjf pgdPHIBOWSOGKkQSFICEDYVUIYpzUSdMYomxlB5) +tuSVOFscoM3ht55hXG LDEUTSPentXeHdg + 2/ CPSOvwyVQdesF jaVMczRiTéxh2) 3aPeRo5d 1 cOnylgkihRC
AnQOwyly3Dh + PIWZIMqrBNgADFS5eGKXr EgSgSiwi + bW Tgl+eZBZhwzXBEpRrHpKCthIh3gtERXFRPL2 Ik/HRVUDKXY4SnoenL+QLCGUVN + 3pD2BL3jsKSRCR2DS5aH
Copy to dlipboard 14h05gWRW,XknQ Rkl gXPXrWHStES66YIYBOJ375Hoy DrAjDudS2UIRZ AZu+2Q7 SUXaQuauyXtdxdPSP1 bm/dYQwYSdn+ DKXWdIh2AFhURIPUBM2A4/fI55Ucu
. WiD= generated-by-azure
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Tip: You can click the Copy to clipboard button to copy the public key string.

o0 @ [) public.pem

4 public.pem x

1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABg(QCddpg4cnMpUsjrzLUV41tSEc0jdC2k4tyjuln/Xxs8/
w7T2T33QDE6MjJ7u+v8DI2HhjWwgMD2vila3Sooc2/VCYiNaVHHxhG18CKF4IupI8amyjFpqdPHIb0u90GkQSFLCEDYVUI

YpzUSdNYomx LB5J+tuSVQFscoN3ht55bXGLDEUTSPentXeHdg+Zc/CPSOvwyVQdesF/jaVMczRiT6xh2J3aPeRo5d1cOxy
IgkI1ThRCANQ@OwyJy3DhN+PIWZMqrBNgADFS5eGKXr1EgSgS1lw3+fbW7gl+eZ8ZhwzX8EpRrHpKCtbJh9gtERXFkPt2Ik/
HRctVUBxXY49noenL+QLCGUVN+3pD2BL3jsK5RCR2D5/9aHUQOfPkTojh4h@SqWRW/
XknQHkxLgXPXrWH5tE566Y9YB@J375HcyDtAjDu4S2LIRZA3u+2Q75UXaQuquyXt@x9PSP1bm/
dYQwY9dn+DKXWdlh2AFhUn1PUBM2A4/j155UcuvUWA+jWYWi@= generated-by-azur

6. Upload this public key to I SE localdisk. To do so, navigate to | SE > Administration > System >
Maintenance > L ocal Disk Management. Click your | SE Hostname, then click Upload and then
click Select File and locate and select the public key in your local computer. Finally click Start
Upload .



Upload File

Pleaze drag and drop or select the file that you want 10 use in the wizand.
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7. Create arepository that pointsto | SE local disk so you can useit to install the public key, in this
example our repository iscalled local.

el |dentity Services Engine Administration / System

J| Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Bacl

a=
. Dashboard Patch Management

e VRl Reposiory Repository List
Operational Data Purging
.\ Operations Localdisk Management
-+ Add -+ Generate Key pairs
I Policy
a Repository Name - Protocol Host Path
A Administration
O local disk !

Work Centers



Note: If you wish you can upload the public key file to adifferent repository that is already created
on ISE, it isnot required to be local disk.

8. Log ininto ISE Serial Console from Azure using the username for which you want to reset the SSH
key.

9. Verify that public key (.pem file) islocated properly in the repository and install the key with the
command crypto key import { name of the public key file} repository { name of the repository }.
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To SSH into I SE using the new key pairs, you need to use the private key as your identification while loging
in.

1. Assign proper permissions to the private key (the one downloaded in Step 3)
From macOS terminal:
chmod 600 { private key file }
From Windows:

Locate the file in Windows Explorer, right-click on it then select Properties. Navigate to the Security tab
and click Advanced.

Change the owner to you, disable inheritance and delete all permissions. Then grant yourself Full control
and save the permissions.
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2. SSH into | SE using the new private key, the ISE username, and the | SE IP address or FQDN.
From macOS terminal:
ssh -l { privatekeyfile} { username} @{ ISE IP or FQDN }
From Windows CMD:

ssh -1 "{ privatekey file}" { username}@{ ISE IP or FQDN }

Troubleshoot

» Ensureto copy the complete text of the public key fileinto your .pem file.

» Ensure the repository contains the public key file.

* If the crypto command failsto install the public key on I SE, raise aticket with Cisco TAC so the key
can be manually installed from root. Common error for this operation is "% Error: Unable to update
authorized key file."



