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| ntroduction

This document describes the steps required to configure external two-factor authentication for Identity
Services Engine (ISE) management access.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* RADIUS Protocol
» Configuring ISE RADIUS Token server and identities

Components Used

The information in this document is based on these software and hardware versions:



Duo Cloud Service

Active Directory (AD)

Identity Services Engine (ISE)
Duo Authentication Proxy Server

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Configuration

Duo Configuration

1. Download and install the Duo Authentication Proxy Server on a Windows or Linux machine - Duo
Authentication Proxy



https://duo.com/docs/ciscoise-radius#install-the-duo-authentication-proxy
https://duo.com/docs/ciscoise-radius#install-the-duo-authentication-proxy

% Note: This machine must have accessto the ISE and Duo Cloud (Internet)

2. Configure the authproxy.cfg file. Open thisfile in atext editor such as Notepad++ or WordPad.

% Note: The default location isfound at C:\Program Files (x86)\Duo Security Authentication
Proxy\conf\authproxy.cfg.

3. Create a"Cisco ISE RADIUS' application in the Duo Admin Panel.

4. Edit the authproxy.cfg file and add this configuration:

<#root>

key= XXXXXXXXXXXXXXXXXXXXXXXXXX

skey= XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-xxxxxxxx.duosecurity.com
radius_ip_1=10.127.196.189

Sanpl e | P address of the | SE server

radius_secret_l=¥*#*%%%%
failmode=secure
client=ad_client
port=1812

5. Configure the ad_client with your Active Directory details. Duo Auth Proxy uses the information in the
next example to authenticate against AD for the primary authentication:

<#root>

[ad_cTlient]
host=10.127.196.230

Sanpl e | P address of the Active Directory

service_account_username=< AD-username >
service_account_password=< AD-password >
search_dn=CN=Users,DC=gce,DC=iselab,DC=Tocal

% Note: If your network requires an HTTP proxy connection for internet access, add http_proxy details
in authproxy.cfg.



https://duo.com/docs/ciscoise-radius#first-steps

6. Restart the Duo Security Authentication Proxy Service. Save the file and Restart the Duo Service on the
Windows machine. Open the Windows Services console (services.msc), locate the Duo Security
Authentication Proxy Servicein thelist of services, and click Restart as shown in the image:
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7. Create a username and activate Duo Mobile on the end device.

8. Add auser on the Duo Admin Panel. Navigate to Users> Add User s, as shown in the image:



https://duo.com/docs/administration-users#creating-users-manually

4 I' Q_ Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Adding Users
Most applications allow users to enroll themselves after they complete primary authentication.

Policies
Applications

Users

Add User Learn more about adding users [

Pending Enroliments
Bulk Enroll Users

Import Users

Username duoadmin
Directory Sync

Bypass Codes Should match the primary authentication username.

2FA Devices

Groups

Add User
Administrators

Reports

9. Ensure the end user has the Duo app installed on their phone.

Phones
Add Phone
You may rearrange the phones by dragging and dropping in the table.

This user has no phones. Add one.




-'I' Q, Search for users, groups, applications, or devices

Dashboard

Dashboard > Users > duoadmin > Add Phone
Policies
Applications
Users Type @® Phone

Tablet

Add User
Pending Enrollments
Bulk Enroll Users

Phone number =~ +1201-555-5555 Show extension field
Import Users
Directory Sync
Bypass Codes

Add Phone

2FA Devices

10. Select Activate Duo M obile,as shown in the image:

Device Info

Mot using Duo Mobile Model
Activate Duo Mobile Unknown

11. Select Generate Duo Mobile Activation Code,as shown in the image:

Dashboard
Dashboard > Phone: Genede Smartphone > Activate Due Mabile

Policies

Activate Duo Mobile

Applications

Users This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the usar to generate passcodes on their
mobile device or authenticate via Duc Push,

2FA Devices
Note: Generating an activation code will invalidate any existing Duo Mobile credantials for this device until it is activated with the new activation code.
Phomn

WabAuthn & U2F Phaone Generic Smartphone
Groups
Administrators Expiration 24 hours j after genaration

Reports

Settings Generate Duo Mobile Activation Code




12. Select Send Instructions by SM S, as shown in the image:

Dashboard
Dashboard > Phone: Generic Smarphene > Activate Duo Mobie

Policies

Activate Duo Mobile

Applications

A new Duo Mebile activation code has been generated, and any old credentials have been invalidated. You now have the option to deliver the installation instructions and/or
activation instructions to the user by SMS.

2FA Davices
Phox
Phone Generic Smartphone
Hardware Tokens
WabAuthn & U2F
Ingtallation ingtructions Send installation instructions via SMS
Groups
Welcome to Dua! Please install Duo Mabile from your app
Administrators
store,
Reports
Settings 4
Billing
Activation instructions Send activation instructions via SMS

L To activate the app, tap and open this link with Duo Mobile:

Uparade your plan for support.
R _
i

Helpful Links
Documentation o5 Send Instructions by SMS  [ISEE-U{TE GIER-I-T]

User Guide Cf

13. Click thelink in SMS, and the Duo app is linked to the user account in the Device I nfo section:

=' Q, Search for u groups, applications, or devices '( I‘t” Cisco Systems | ID:
o

Dashboard
Policies

Applications

Users .
duoadmin (NANCY) Attach a user
2FA Devices D et o
Authentication devi
Phones — can share multiple
Hardware Tokens users
WebAuthn & U2F
Groups )
Device Info
Administrators B -
Using Duo Mobile 3.28.0 r/ ™, Model e \ 0s
Reports Reactivate Duo Mobile ( N @0 ) ( | Android 8.0.0
\ =/ N/

Settings Last Seen
29 minutes ago

Billing




| SE Configuration

Integrate | SE with the Duo Auth Proxy

1. Navigate to Administration > Identity Management > External Identity Sources> RADIUS Token.
Click Add to add anew RADIUS Token Server. Define the server name in the general tab, |P address and
shared key in connection tab, as shown in the image:

% Note: Set the Server Timeout as 60 seconds, so users have enough time to act on the push.

4 Identity Services Engine Home b Contest Visiblity  » Operations A - Administration » Work Centers

b Systern = ldentity Managemen!  » Metwork Resources  # Device Portal Management  pxGrid Senvices ¢ Feed Service  » Threat Centric NAC

» ldentities  Groups  External ldentity Sources  Identity Source Sequences  » Settings

External Identity Sources RADUS Token List > DUO
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= DUo
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* Server Timeout [gg Seconds Server Timeout seconds
* Connection Attempls | 3 i Connection Attempts

2. Navigate to Administration > System > Admin Access > Authentication > Authentication Method
and Select the previously configured RADIUS token server as the Identity Source:




illlséle' Identity Services Engine Home » Context Visibility + Operations » Policy « Administration » Work Centers

~System b Identity Management  » Network R » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC
Deployment  Licensing  » Cerfificates » Logging  » Maintenance  Upgrade  » Backup & Restore  ~ Admin Access  » Settings
——
o
Authentication Passwaord Policy Account Disable Policy Lock/Suspend Settings
» Authorization Authentication Type
= Administrators
® Password Based
* Ide Source | -
Admin Users ntity [rap1us:DUO
Admin Groups
Q Client Certificate Based
» Settings

3. Navigate to Administration > System > Admin Access > Administrators> Admin Usersand Create
an admin user as external and provide super admin privilege:

ICII'Sllzli; Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

wSystem b ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC

Deployment  Licensing » Cerlificates » Logging  » Maintenance  Upgrade » Backup & Restore  ~Admin Access  » Seftings

I
<]
L Administrators List > New Administrator
Authentication
¥ Admin User
+ Authorization
* Name | duoadmin
= Administrators
Status Enabled =
Admin Users Email | | [ Include system alarms in emails
Admin Groups
External i
b Settings
Read Only []

Inactive account never disabled

* User Information

First Name | |

Last Name | |

» Account Options

v Admin Groups

* Super Admin v
i |

[ Submit | [ cancel |

Verify



Use this section to confirm your configuration works properly.

1. Open the ISE GUI, select the RADIUS Token Server as the Identity Source and log in with the admin
user.

SIINr
CISCO

[dentity Services
ENgine

Usemame  duoadmin
Password [TITTTTT]

ldentity Source  DUO .

=X

Problem Iuggi'l; in?

Troubleshoot

This section provides information to troubleshoot your configuration.

To troubleshoot issues related to the Duo Proxy Connectivity with Cloud or Active Directory, enable debug
on the Duo Auth Proxy by adding "debug=true" under the main section of authproxy.cfg.

» Thelogs arelocated: C:\Program Files (x86)\Duo Security Authentication Proxy\log
» Openthefile authproxy.log in atext editor such as Notepad++ or WordPad.

L og snippets of Duo Auth Proxy receiving request from I SE and sending it to Duo Cloud:

<#root>



2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] Sending request from 10.127.196.189 to radius_server_
2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] Received new request id 2 from ('10.127.196.189', 620
2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] (('10.127.196.189', 62001), duoadmin, 2):

login attenpt for usernane u' duoadm n'

2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)]

Sendi ng AD aut henti cation request for 'duoadmn' to '10.127.196. 230

2019-08-19T04:59:27-0700 [duoauthproxy.modules.ad_client._ADAuthClientFactory#info] Starting factory

L og snippets of Duo Auth Proxy unable to reach Duo Cloud:

<#root>

2019-08-19T04:59:27-0700 [duoauthproxy.modules.ad_client._ADAuthClientFactory#info] Stopping factory
2019-08-19T04:59:37-0700 [-] Duo preauth call failed

Traceback (most recent call last):

File "twisted\internet\defer.pyc", 1line 654, in _runCallbacks

File "twisted\internet\defer.pyc", line 1475, in gotResult

File "twisted\internet\defer.pyc", 1line 1416, in _inTlineCallbacks

File "twisted\python\failure.pyc", 1line 512, in throwExceptionIntoGenerator

File "duoauthproxy\lib\radius\duo_server.pyc", Tline 111, in preauth

File "twisted\internet\defer.pyc", 1line 1416, in _inTineCallbacks

File "twisted\python\failure.pyc", 1line 512, in throwExceptionIntoGenerator
File "duoauthproxy\1lib\duo_async.pyc", line 246, in preauth

File "twisted\internet\defer.pyc", 1line 1416, in _inTineCallbacks

File "twisted\python\failure.pyc", 1line 512, in throwExceptionIntoGenerator
File "duoauthproxy\1lib\duo_async.pyc", line 202, in call

File "twisted\internet\defer.pyc", 1line 654, in _runCallbacks

File "duoauthproxy\lib\duo_async.pyc", line 186, in err_func

duoaut hproxy. i b. duo_async. DuoAPI Fai | OpenError: APl Request Failed: DNSLookupError (' api-Xxxxxxxxx. duosect

2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Failmode Secure - Denied Duo log
2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3):

Ret urni ng response code 3: AccessRej ect

2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Sending response

Related | nfor mation

 RA VPN Authentication Using DUO
¢ Technical Support & Documentation - Cisco Systems



https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://www.cisco.com/en/US/support/index.html

