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This document describes CLI and GUI methods for Identity Services Engine (ISE) password reset and
recovery based on the type of appliance.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Basic knowledge of ISE.
» Basic knowledge of Cisco Integrated Management Controller.

Components Used

* |SE virtua machine (VMware version 13 for ESXi 6.5 (and later) )
 |SE 3715 physical appliance

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Password Reset Procedure

In Cisco ISE, Web GUI and CLI passwords can be different. Compl ete these steps to change the password:

GUI Password Reset

Y ou can change the GUI password either viaWeb GUI or viaCLI.



Using Web GUI M ethod
1 - 4. Navigate to Administration > Admin Access > Administrators> Admin Users.
5. Select the user.

6. Click Edit.
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7.Enable Change Password.

8.Enter Current Password and New Password.
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Using CL1 Method
In CLI, run the command #application reset-passwd ise <user name>

This prompts you to enter the new password.

:isé331/admin#application reset—passwd ise admin
Enter new password:

When the new password is entered and confirmed, the password is successfully reset.
ise331/admin#application reset—-passwd ise admin
Enter new password:

Confirm new password:

Password reset successfully.

CLI Password Reset



Note: You cannot change the CLI password of ISE from your GUI. Y ou can either do it viaCLI
command if you have CLI access. If you do not have CLI access, then you must perform password
recovery process.

From CLI, run the command #password . You are prompted to enter the current password.

ise331/admin#password
Enter old password:

ise331/admin#password
Enter old password:
Enter new password:

After correctly entering the current password, enter the new password to reset it.confirn new password:

Password Recovery Procedure



To perform password recovery, download the I SO file from software portal.

This document is demonstrated | SE 3.3 version using Cisco-l SE-3.3.0.430.SPA .x86_64.is0 .
Password Recovery for SNS physical Appliance

There are two methods to recover password on SNS physical appliances:

» Password recovery through the use of Cisco I ntegrated M anagement Controller (CIMC)
» Password recovery through the use of a bootable USB

Password recovery through theuse of CIMC

To perform Password Recovery, you need CIMC access.

If you do not have CIMC, refer to Setting Up the System With the Cisco IMC Configuration Utility to know
more about CIMC configuration steps.

Y ou can use CIMC connection to manage Cisco SNS-36X X, SNS-37XX appliances.

KVM utility through CIMC connection can be used to perform all operations including BIOS configuration
on Cisco SNS-36XX or Cisco SNS-37X X appliance.

Step 1. Open any browser and search for CIMC ip address andprovide the username and password detailsin
order to log in to the CIMC portal.
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Step 2. ClickLaunch KVM Console.
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Step 3. Click the virtual Mediatab and select vK VM -M apped vDVD.
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Step 4. Select the 1SO file and click Map Drive.



Map Virtual Media - CD/DVD

Step 5. Choose Macros > Static Macros >Ctrl-Alt-Del t0 boot the Cisco SNS-36X X or Cisco SNS-37X X appliance

through use of the 1SO image.
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Step 6. Press F6 to bring up the boot menu. Entering boot menu then shows at the bottom of the screen.
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All + Print Screen
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Step 8. Select System Utilities (Keyboar d/Monitor) or System Utilities (Serial Console) if you access
through alocal serial console port connection):
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Step 11. From System Utilities, choose Recover Administrator Password Option 1.
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Availlable System Utilities:

[l1] Recover AdMministrator Password

[Z] Uirtual Machine Resource Check
[3] Perform System Erase
[q] Quit and reload

Enter option [1 - 31 q to Eluit:

KM Comole SNSITISHT WIP2TTI0UNA

Type option 1 and click Enter

Step 9. Select the required username from the list and press enter to reset the password. The console
displays:



AdMin Password Recowvery

This utility will reset the password for the specified ADE-0S admMministrator
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities mMenu
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Password reset is complete.

This utility will reset the p ird for the specified ADE-0S administrator.
At most the first fiv dMinistrators will be listed. To abort without
saving chant ., enter and return to utilities mMenu

Admin Usernames

[1] admin

choice [1] or q to Quit

M HWith ordered data mode. 0Opts:

Step 11. To accessthe CLI, Select Quit and reload, type option g.



Availlable System Utilities:

l1] Recover AdmMministrator Password
[Z] Virtual Machine Resource Check

[3] Perform Sustem Erase
Uuit and reload

Enter option [1 - 3] q to []ui’r:

Passwor d recovery through the use of a bootable USB

Before You Begin: Create a bootable USB drive. See Create a Bootable USB Deviceto Install Cisco ISE.

Step 1. Plugin the bootable USB drive that has the bootable Cisco Secure | SE 1SO image into the USB port.

Step 2. Power on the Cisco SNS-36X X or Cisco SNS-37X X appliance.

Step 3. Press F6 to enter BIOS menu.
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Step 4. Choose USB from the boot menu.
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Step 5. Select System Utilities (Keyboard/Monitor) or System Utilities (Serial Console) if you accessis
through alocal serial console port connection:
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Step 6. From System Utilities, choose Recover Administrator Password Option 1.
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Availlable System Utilities:

[1] Recover AdMministrator Password

[Z] Virtual Machine Resource Check
L3] Perform Hystem Erase
[q] Quit and reload

Enter option [1 - 31 q to Quit:

Select option 1 (Recover Administrator Password) .
Step 7. Select the required username from the list and press enter to reset the password.

The console displays:



AdMin Password Recowvery

This utility will reset the password for the specified ADE-0S admMministrator
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities mMenu
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Password reset is complete.

This utility will reset the p ird for the specified ADE-0S administrator.
At most the first fiv dMinistrators will be listed. To abort without
saving chant ., enter and return to utilities mMenu

Admin Usernames

[1] admin

choice [1] or q to Quit

M HWith ordered data mode. 0Opts:
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Step 9. To accessthe CLI, Select quit and reload, type option g.



Available System Utilities:

[1] Recover Administrator Password
[Z] Virtual Machine Resource Check

[3] Perform System Erase
[q] Quit and reload

Enter option [1 - 31 q to l]ui’r:E

Password Recovery for | SE Virtual Machine

Here, VMWare is the environment used, you can have V sphere access to perform these steps:
Step 1. Upload the 1SO file to the virtual machine datastore.

Step 2. Power off the I SE virtual machine.
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Step 3. Select the VM from thelist, Click Actions >Edit Settings.
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Edit Settings = ise2025-3-3

Virtual Hardware VM Options

> CPU
» Memory
> Hard disk 1

5> SCSI controller O

s Network adapter 1

5 CD/DVD drive 1

> Video card
VMCI device

> Other

300 GB v

LSI Logic Parallel
BGL14-GEN-VLAN-97 ~

Datastore I1SO File v

Specify custom settings v

Additicnal Hardware

Connected

Step 4. Undervirtual Hardware > CD/DVD, check for ISE 3.3 1SO file " Cisco- SE-3.3.0.430.SPA .x86_64.is0" and click OK.



Select File
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File Type: [ ISO Image (".iso) v

Step 5. Under CD/DVD settings, enableconnect At Power On and click OK .



Edit Settings = ise2025-3-3 %

Virtual Hardware VM Options

ADD NEW DEVICE ¥

> CPU L @
> Memory v GB v
> Hard disk 1 300 GB v
5> SCSI controller O LSl Logic Parallel
> Network adapter 1 BGL14-GEN-VLAN-97 v Connected
~ CD/DVD drive 1* Datastore ISO File v ¥ Connected
Status E*Cormect At Power On
CD/DVD Media [ISO] Cisco-ISE-3.3.0.430.SPA.: | BROWSE...
Device Mode Emulate CD-ROM v
Virtual Device Node IDEQ v IDE(O:0) CD/DVD drive 1 v
> Video card Specify custom settings v
VMCI device
> Other Additional Hardware

Step 6. Undervm Options > Boot options, €nableForce BIOS Setupand clickok.



Edit Settings = ise2025-3-3 %

Virtual Hardware VM Options

> General Options VM Name: ise2025-3-3

VMware Remote Console Options
>

Lock the guest operating system when the last remote user disconnects
> Encryption Expand for encryption settings
> Power management Expand for power management settings
> VMware Tools Expand for VMware Tools settings
!E&Boot Options Expand for boot options
» Advanced Expand for advanced settings
> Fibre Channel NPIV Expand for Fibre Channel NPIV settings




Edit Settings = ise2025-3-3 X

Virtual Hardware VM Options

> General Options VM MName: ise2025-3-3

VMware Remote Console Options

>
» Encryption Expand for encryption settings
> Power management Expand for power management settings
» VMware Tools Expand for VMware Tools settings
Firmware BIOS (recommended) ~
Boot Delay When powering on or resetting, delay boot order by
0 & milliseconds
Force BIOS setup [;| During the next boot, force entry into the BIOS setup screen
Failed Boot Recovery D If the VM fails to find boot device, automatically retry after
10
> Advanced Expand for advanced settings
> Fibre Channel NPIV Expand for Fibre Channel NPIV settings

Step 7. Power on the ISE VM and monitor the VM console for BIOS prompt.

& ise2025-3-3 B2 & ! ACTIONS

Summary Monitor Configure Permissions Datastores Networks Snapshots
Power Status GY Powered On
Guest OS A Red Hat Enterprise Linux 8 (64-bit)
VMware Tools Running, version:12325 (Guest Managed) (@)
DNS Name (1) ise330
IP Addresses (7) 10.127.197.174

169.254.2.1
[ LAUNCH REMOTE CONSOLE ] @ AMND 5 MORE
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PhoenixBI0S Setup Utilit

Hain Advanced Security

Enfarce US Hayboard Laysul

CD-ROM Drive
Removable Devices
Network boot from Intel E1000

Item Specific Help

Keys used to view or
configure devices:
<Enter> expands or
collapses devices with
a+or -

<Ctrl+Enter> expands
all

<+> and <-> moves the
device up or down.

<n> May move removable
device between Hard
Disk or Removable Disk
<d> Remove a device
that is not installed.

Help
Exit

Select Iten
Select Menu

Change Ualues

Select » Sub-Menu

Setup Defaults
Save and Exit

Step 8. Change the boot order of cb-RoM Drive and bring it to the first position.

PhoenixBI0S Setup Utilit

Hain Advanced security

n | Send Cil+Alt+Delate

+Removable Devices
+Hard Drive
Network boot from Intel E1000

Item Specific Help

Keys used to view or
conf igure devices:
{Enter> expands or
collapses devices with
a+aor -

{Ctrl+Enter> expands
all

<+» and <-> moves the
device up or doun.

<n> Hay move removable
device between Hard
Disk or Removable Disk
{d> Remove a device
that is not installed.

Help
Exit

Select Item
Select Menu

Change Ualues
Select » Sub-Menu

Setup Defaults
Save and Exit

Step 9. Clickenter. It prompts alist of available boot options, Selectsystem Utilities (Keyboard/Monitor)option 3.



Ise2025-3-3 are oy uliscreen |} Send Cirl+AltsDele

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 3.3.8.438

Automatic installation starts in 158 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard-Momitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Reyboard/Monitor)

[4] System Utilities (Serial Console)

[S] Hard Disk

Enter boot option and press <Enter>.

boot:

ise2025-3-3 Enforce US Keyboard Layout

Helcome to the Cisco Identity Services Engine Installer

Cisco ISE Uersion: 3.3.8.438

Automatic installation starts in 158 seconds.
Available boot options:

[1] Cisco ISE Installation (RKeyboard/Monitor)
[2] Cisco ISE Installation (Serfial Console)
[[3] System Utilities (Reyboard/Monitor) |

[4] System Utilities (Serial Console)

[5]1 Hard Disk

Enter boot option and press <{Enter>.

boot: 3_

Step 10. On avail ablesystem Utilities, chose the Recover the Administrator Password. Option 1 providesthe list
of administrators accounts configured on | SE device.




ise2025-3-3

Available System Utilities:

Recover Administrator Password
(2] Virtual Machine Resource Check
[3]1 Perform System Erase
[gq] Quit and reload

Enter option [1 - 31 q to Eluit:

Step 11. Type Option 1 to change the password of user admin and enter new password. Enter y to save the
new password.

I822025-3-3 Enforce US Keyboard Layout || View Fuliscreen § Send Ct

Admin P word Recovery

This utility will reset the password for the specified ADE-0S administrator.
At most the first five administrators will be listed. To abort without
saving changes, enter [q] to Quit and return to utilities mMenu

Admin Usernames

[1]1 admin

Enter choice [1]1 or q to Quit




This utility will reset the password for the specified ADE-0S administrator.
At most the first five administrators will be listed. To abort without
saving changes, enter [ql to Quit and return to utilities menu

AdmMin Usernames
[1] admin

Enter choice [1] or q to Quit
Passuord
Uerify password:

Save changes and exit? [y/n] :

[ 145.2736141 EXT4 (sdab): 1 i ps deleted

[ 145, 16881 EXT4- sdab): DVErY CC 8

[ 145.2759171 EXT4-fs (sdab): mounted filesystem with ordered data mode. Opts:
(null)

Press <Enter> to continue

— TRV, LIS 0,0 g X = AR

Password Recovery is completed

Step 12. Enter q to exit the system Utilities page.

ise2025-3-3

Available System Utilities:

[1] Recover Administrator Password

[Z2] Virtual Machine Resource Check
[3] Perform System Erase

[g] Quit and reload

Enter option [1 - 31 q to Eluit:@

Step 12. Change the CD/DVD settings to before and disable connect at Power On



Edit Settings  ise2025-3-3 e

Virtual Hardware VM Options

ADD NEW DEVICE ¥

> CPU » v @
> Memory v GB v
> Hard disk 1 300 GB v
y SCSI controller O LS| Logic Parallel
» Network adapter 1 BGL14-GEN-VLAN-97 ~ Connected
CD/DVD drive 1* Connected
Status .
CD/DVD Media To connect, power on the VM and select the media from the VM
Hardware panel on Summary tab
Device Mode _Emulate CD-ROM b
Virtual Device Node IDE O IDE(0:0) CD/DVD drive 1 v
> Video card Specify custom settings v
VMCI device
> Other Additional Hardware

@l




