Configure Remote Access VPN on FTD Managed
by FDM
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| ntroduction

This document describes how to configure the deployment of a RAVPN on FTD managed by the on-box
manager FDM that runs version 6.5.0 and | ater.

Prerequisites

Requirements

Cisco recommends that you have knowledge of Remote Access Virtual Private Network (RAVPN)
configuration on Firepower Device Manager (FDM).

Components Used



The information in this document is based on these software and hardware versions:

 Cisco Firepower Threat Defense (FTD) that runs version 6.5.0-115
 Cisco AnyConnect Secure Mobility Client version 4.7.01076

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Licensing

» Firepower Threat Defense registered with the smart licensing portal with Export Controlled Features
enabled (in order to allow the RAVPN configuration tab to be enabled)
* Any of the AnyConnect Licenses enabled (APEX, Plus, or VPN-Only)

Background I nformation

Configuration of FTD through FDM poses difficulties when you attempt to establish connections for
AnyConnect clients through the external interface while management is accessed through the same
interface. Thisis aknown limitation of FDM. Enhancement request Cisco bug ID CSCvm76499 has been
filed for thisissue.

Configure

Network Diagram

AnyConnect Client Authentication with the use of Local.


https://tools.cisco.com/bugsearch/bug/CSCvm76499

Firepower Threat Defense (FTD)

AnyConnect Client/User

Verify Licensingon the FTD

Step 1. Verify the device isregistered to Smart Licensing as shown in the image.
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Step 2. Verify that AnyConnect licenses are enabled on the device as shown in the image.
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Step 3. Verify that Export-controlled Features are enabled in the token as shown in the image.

Device Summary

Assigned Virtual Account: SEC TAC

Smart License Export-controlled features: Enabled
Go to Cisco Smart Software Manager.

° CONNECTED Last sync: 04 Apr 20200210 P =
SUFFICIENT LICENSE Next sync: 04 Apr 2020 02:20 PM

Define Protected Networ ks

Navigate to Objects > Networks > Add new Network. Configure VPN Pool and L AN Networ ks from FDM

GUI. Create a VPN Pool in order to be used for Local Address Assignment to AnyConnect Users as shown
in the image.
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Create an object for the local network behind the FDM device as shown in the image.

Add Metwork Object
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CreateLocal Users

Navigate to Objects > Users > Add User. Add VPN L ocal user sthat connect to FTD via AnyConnect. Create |ocal
User s as shown in the image.
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Add Certificate

Navigate to Objects > Certificates > Add Internal Certificate. Configure a certificate as shown in the image.
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Upload both the certificate and the private key as shown in the image.



Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

O,

Self-5Signed Certificate

*
4

Create a new certificate that is signed
by the device.

The certificate and key can be uploaded by copy and paste, or the upload button for each file as shown in the
image.

Add Internal Certificate
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Configure Remote Access VPN

Navigate to Remote Access VPN > Create Connection Profile. Navigate through the RA VPN Wizard on FDM as
shown in the image.

Ml i B O W e OReO® :
CISco ' ) L Miznhoring Podicies Dhecis i Tineposor . - Aoy
= Modsl Software VIl Ehaby Uipclaie Hagh, Asplasiiy
e Clt Firepdess Thiest Defeniss bor YW B5.8-115 3008 0190813001 -0 Ho Conflgures o
@
ooy Firigiranis Thred) Cutevia P v i
T insicka Matwor

Interfaces Routing Updates Systern Settings
LT —— Geokszation, Rule, VDB, System Upgrade, Musageman Access
Enabied 3o 4 Security imeligonce Foods Lag I

DHCP Servd
View Al Ingerf s as > Croats the first static oute b ] Virw Configuration >

Hustn ama
Smart Licensa Backup and Restora Troublashoot .
Registered M ks cremned yet Cieasd S

RebooliShatdonn
r - n REQUEST FILE TD BE CREATED
View Configuraticn. > Viewr Conligurakicn ] Tratlie Settngs

- - LIRL Fikering Prelemnces
Site-1o0-5ite VPN Remote Access VPN Advanced Configuration Device Administration
Then: o Ao GBI yol e legpared neiudes: FlesConfg, Smon CU Bkl Everiza, Deplorpimeent Hameey,
N comnpctiom | 1 Group Policy Dhrwnicad Conligeration

View Canfiguraticn » Wiew Gonfiguration » Vi Configuration ] Wiaw GConfiguration W

Al Firegoesar Damacs banacgor & o - = @ @ @ : _
CISCO Maonitoring Foloae Objects Davice: frmpower L) N Adminisiraions

Direicn Surrsany

Remote Access VPN Connection Profiles

CREATT DORKNEOTION PROELE

Create a connection profile and start the configuration as shown in the image.



Connection and Client Configuration

Specify how to authenticate remote users and the AnyConnect clients they can use to connect to the
inside network.

Connection Profile Name
This name is configurad as a connection alias, it can be used (o connect o the VPN gateway

Anyconnect

Group Alias Group URL
Anyconnect

Add Group Aliag Add Group URL

Choose the authentication methods as shown in the image. This guide uses Local Authentication.

Primary Identity Source

Authentication Type

AAA Only Client Certificate Only AAA and Client Certificate

Primary ldentity Source for User Authentication Fallback Local Identity Source

LocalldentitySource v

Strip Identity Source server from username

Strip Group from Username

Secondary ldentity Source

Secondary Identity Source for User Authentication

Please Select |dentity Source ~

@ Advanced

Authorization Server Accounting Server

Please select w Please select



Choose the Anyconnect_Pool 0bject as shown in the image.

Client Address Pool Assignment

IPv4 Address Pool IPvE Address Poal
Endpoints are provided an address from this poo Endpoints are provided an address from this poo
+ +
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+

A summary of the default Group Policy is displayed on the next page. A new group policy can be created
when you hit the drop-down and choose the option to Create anew Group Policy. For this guide, the default Group
Policy is used. Choose the edit option at the top of the policy as shown in the image.

Remote User Experience

A group policy is a collection of user-oriented session attributes which are assigned to client when a
VPN connection is established. Select or create a Group Policy object.

View Group Policy
0 oees ____________ oF

Create new Group Policy

Edit

DNS + BANNER

In the group policy, add Split tunneling so users connected to AnyConnect only send traffic that is destined
to the internal FTD network over the AnyConnect client while all other traffic goes out of the ISP
connection of the user as shown in the image.



Corporate Resources (Split Tunneling)
IPv4 Split Tunneling IPvE Split Tunneling

Allow specified traffic over tunnel b Allow all traffic over tunnel

IPv4 Split Tunneling Networks
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On the next page, choose the Anyconnect_Certificate added in the certificate section. Next, choose the inter face
on which the FTD listens for AnyConnect connections. Choose the Bypass Access Control policy for
decrypted traffic (sysopt permit-vpn). Thisis an optional command if the sysopt permit-vpn iS Not chosen. An access
control policy must be created that allows traffic from the AnyConnect clients to access the internal network

as shown in the image.

Global Settings

Certificate of Device ldentity Qutside Interface

Anyconnect_Certificate W outside (GigabitEthernet0/0)

Fully-qualified Domain Name for the Outside Interface

Access Control for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT exemption can be configured manually under policies> NAT Or it can be configured automatically by the
wizard. Choose the inside inter face and the networ ks that AnyConnect clients need in order to access as

shown in the image.
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Choose the AnyConnect Package for each operating system (Windows/Mac/Linux) that users can connect
with, as shown in the image.

AnyConnect Package

Tou Ca RO A0 HATYLAD SCl PACKage: o Sotware, Ci1sC0.Com

Packages

Windows: anyconnect-win-4.7.04056-webdeploy-k9.pkg

The last page gives a summary of the entire configuration. Confirm that the correct parameters have been set
and hit the Finish Button and Deploy the new configuration.

Verify

Use this section in order to confirm that your configuration works properly.

Once the configuration is deployed, attempt to connect. If you have an FQDN that resolves to the outside IP
of the FTD, enter it in the AnyConnect connection box. In this example, the outside IP address of the FTD is



used. Use the username/password created in the objects section of FDM as shown in the image.

Contacting 172,16, 100, 10,

172.16.100.10

& ®

f'-’-}' Cisco AnyConnect | 172.16.100.10 b

=

Group: Anyconnect W

Username: | Anyconnect_User |

Password: | ======= % |

QK Cancel

Asof FDM 6.5.0, there is no way to monitor the AnyConnect users through the FDM GUI. The only option
is to monitor the AnyConnect usersvia CLI. The CLI console of the FDM GUI can be used as well to verify
users are connected. Use this command, Show vpn-sessiondb anyconnect.



Device: firepower

+«}» CLI Console

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username

Assigned IP

Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy :

Login Time
Duration
Inactivity

VLAN Mapping
Audt Sess ID :
Security Grp

: Anyconnect User Index 19

: 192.168.19.1 Public IP 172.16.186.15
: AnyConnect-Parent S5L-Tunnel

: AnyConnect Premium

: AnyConnect-Parent: (1)mone SSL-Tunmel: (1)AES-GCM-256
: AnyConnect-Parent: (1)mone SSL-Tunnel: (1)SHA3E4

: 15532 Bytes Rx : 2354
DfltGrpPolicy Tunnel Group : Anyconnect

: 11:43:280 UTC Thu Apr 16 2828

: Bh:8lm:12s

: Bh:08m:28s

: N/A VLAN
28000000000130005=9844d8

: none Tunnel Zone

admin
Adminis

The same command can be run directly from the CLI.

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Anyconnect_User Index : 15

Assigned IP : 192.168.19.1 Public IP 172.16.100.15
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx 38830 Bytes Rx 1 172

Group Policy : Df1tGrpPolicy Tunnel Group : Anyconnect
Login Time : 01:08:10 UTC Thu Apr 9 2020

Duration : 0h:00m:53s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 000000000000f0005e8e757a

Security Grp : none Tunnel Zone : 0

Troubleshoot



This section provides the information you can use to troubleshoot your configuration.

If auser isunable to connect to the FTD with SSL, perform these steps in order to isolate the SSL
negotiation issues:

1. Verify that the IP address outside FTD can be pinged through the computer of the user.
2. Use an external sniffer in order to verify whether the TCP three-way handshake is successful.

AnyConnect Client Issues

This section provides guidelines to troubleshoot the two most common AnyConnect VPN client issues. A
troubleshooting guide for the AnyConnect client can be found here: AnyConnect VPN Client
Troubleshooting Guide.

Initial Connectivity I ssues

If auser hasinitial connectivity issues, enable debug webvpn AnyConnect on the FTD and analyze the debug
messages. Debugs must be run on the CLI of the FTD. Use the command debug webvpn anyconnect 255. Collect a
DART bundle from the client machine in order to get the logs from AnyConnect. Instructions on how to
collect aDART bundle can be found here: Collecting DART bundles.

Traffic-Specific | ssues

If a connection is successful but traffic fails over the SSL VPN tunnel, look at the traffic statistics on the
client to verify that traffic is being received and transmitted by the client. Detailed client statistics are
availablein al versions of AnyConnect. If the client shows that traffic is being sent and received, check the
FTD for received and transmitted traffic. If the FTD applies afilter, the filter name is shown and you can
look at the ACL entriesin order to check whether your traffic is being dropped. Common traffic issues that
users experience are:

* Routing issues behind the FTD - Theinternal network is unable to route packets back to the assigned
| P addresses and VPN clients.

» Access control lists blocking traffic.

» Network Address Tranglation not being bypassed for VPN traffic.

For further information about remote access VPNs on the FTD managed by FDM, find the full configuration
guide here: Remote Access FTD managed by FDM.



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://community.cisco.com/t5/security-documents/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

