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| ntroduction

This document describes how to configure AnyConnect Secure Mobility Client for Dynamic Split Exclude
Tunneling viaASDM.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Basic knowledge of ASA.
» Basic knowledge of Cisco AnyConnect Security Mobility Client.



Components Used

The information in this document is based on these software versions:

* ASA 9.12(3)9
» Adaptive Security Device Manager (ASDM) 7.13(1)
* AnyConnect 4.7.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

AnyConnect Split tunneling allows Cisco AnyConnect Secure Mobility Client secure access to corporate
resources via lKEV 2 or Secure Sockets Layer (SSL). Prior to AnyConnect version 4.5, based on the policy
configured on Adaptive Security Appliance (ASA), Split tunnel behavior can be Tunnel Specified, Tunnel
All, or Exclude Specified.

With the advent of cloud-hosted computer resources, services sometimes resolve to a different IP address
based on the location of the user or based on the load of the cloud-hosted resources.

Since AnyConnect Secure Mobility Client provides split-tunneling to static subnet range, host or a pool of
IPV4 or IPV6, it becomes difficult for Network Administrators to exclude domains/FQDNs while they
configure AnyConnect. For example, a Network Administrator wants to exclude the Cisco.com domain
from Split tunnel configuration but the DNS mapping for Cisco.com changes since it is cloud-hosted.

By using Dynamic Split Exclude tunneling, AnyConnect dynamically resolves the |Pv4/IPv6 address of the
hosted application and ensures necessary changes in the routing table and filters to allow the connection to
be made outside the tunnel.

Starting with AnyConnect 4.5, Dynamic Spit Tunnelling can be used wherein AnyConnect dynamically
resolves the | Pv4/1Pv6 address of the hosted application and makes necessary changes in the routing table
and filtersto allow the connection to be made outside the tunnel

Configuration
This section describes how to configure the Cisco AnyConnect Secure Mobility Client on the ASA.

Network Diagram



This image shows the topology used for the examplesin this document.
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Step 1. Create AnyConnect Custom Attributes

Navigate to Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect
Custom Attributes. Click the Add button, and set the dynamic-split-exclude-domains attribute and optional
description.
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Step 2. Create AnyConnect Custom Name and Configure Values

Navigate to Configuration > Remote Access VPN > Network (Client) Access > Advanced >
AnyConnect Custom Attribute Names. Click the Add button, and set the dynamic-split-exclude-
domains attribute created earlier from Type, an arbitrary name, and Values.



Be careful not to enter a space in Name (for example, it is possible to use cisco-site, however, it is
impossible cisco site). When multiple domains or FQDNs in Values are registered, separate with acomma
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Step 3. Add Type and Nameto the Group Policy

Navigate to Configuration > Remote Access VPN > Network (Client) Access > Group Policies and
select a Group Policy. Then, navigate to Advanced > AnyConnect Client > Custom Attributes and add
the configured Type and Name.
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CLI Configuration Example

This section provides the CLI configuration of Dynamic Split Tunneling for reference purposes.

<#root>



ASAv10# show run
--- snip ---

webvpn

enable outside

AnyConnect -customattr dynam c-split-exclude-domains description Dynamic Split Tunneling

hsts

enable

max-age 31536000
include-sub-domains

no preload
AnyConnect image disk0:/AnyConnect-win-4.7.04056-webdepTloy-k9.pkg 1
AnyConnect enable
tunnel-group-1list enable
cache

disable
error-recovery disable

AnyConnect - cust om dat a dynami c-split-excl ude-donai ns cisco-site ww. ci sco. comtools.cisco.comcomunity.

group-policy GroupPolicy_AnyConnect-01 internal

group- policy G oupPolicy_AnyConnect-01 attributes

wins-server none

dns-server value 10.0.0.0
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
split-tunnel-network-1ist value Spl1itACL
default-domain value cisco.com

AnyConnect - cust om dynami c-split-excl ude-domai ns val ue cisco-site

Limitations

* ASA version 9.0 or later isrequired to use Dynamic Split Tunneling custom attributes.
» A wildcard in the Valuesfield is not supported.

» Dynamic Split Tunneling is not supported on Cisco |IOS® (Apple) devices (Enhancement Request:
Cisco bug ID CSCvr54798).

Verify


https://tools.cisco.com/bugsearch/bug/CSCvr54798

To verify configured Dynamic Tunnel Exclusions, launchanyconnectsoftware on the client, select Advanced
Window > Statistics.

&' Gisco AnyConnect Secure Mobility Glient 0] x|

],
CISCO

AnyConnect Secure Mobility Client

Virtual Private MNetworl (VPN
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Connection Information =

State: Connected

Tunnel Mode {IPw4): Tunnel All Traffic

Tunnel Mode (IPva); Drop &ll Traffic

Crynamic Tunnel Exclusion: i, cisco, com koals, cisco, comn cormmunity, cisoo, com I —
= Tannel tnclsion: Mone

Dwration: 00:00:43

Session Disconnect: Mone

Management Conneckion State:  Disconnecked (user tunnel active)

Address Information =
Client (IPw4): 1.176.100,101
Client (IPwE): Mot Available
SErver; 100.0,0,254
Bytes = ;I
Reset Expork Skats, .. |

Y ou can also navigate to Advanced Window > Route Details tab, where you can verify the Dynamic
Tunnel Exclusions are listed under Non-Secured Routes.



&' Cisco AnyConnect Secure Mobility Client 10| x|
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AnyConnect Secure Mobility Client
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Preferences | Statistice  Foute Details | Firewalll Mezzage History

Mon-Secured Routes (IPv4) =
72.163.4,38)32 (tools, cisco,com)
173,37, 145.84)32 (v, cisco, com)
203.74. 205, 244/32 {community . cisco, com)
b,
Secured Routes {IPv4) =

0.0.0.0{0

In this example, you have configured www.cisco.com under the Dynamic Tunnel Exclusion list and the
Wireshark capture collected on the AnyConnect client physical interface confirms the traffic to
www.cisco.com (198.51.100.0), is not encrypted by DTLS.
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~443

17 2.5991100000 100.0.0.1 56319 100,00, 0,254 44 5659 CID: SEE:i: 0]
18 2.002024000 100.0.0.] 2095 173.37.145. LE E :

84

3.128848000 et 2053 173.37.145. 54 2083+443 [Aack] Seq=1
22 3.128886000 100.0.0.1 2084 173.37.145.84 443 54 2084 +443 [ack] sSeq=l
23 3.129667000 100.0.0.1 2093 173.37.145.84 443 296 Client Hello
24 3.130045000 100.0.0.1 2094 173.37.145.84 443 296 Client Hellao

Troubleshoot



If aWildcard isUsed in the Values Field

If awildcard is configured in Vauesfield, for example, *.cisco.com is configured in Values, the
AnyConnect session is disconnected, as shown in the logs:
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Note: Asan alternative, you can use the cisco.com domain in Values, to allow FQDNSs such as
Wwww.cisco.com and tools.cisco.com.

If Non-Secured Routesisnot seen in the Route Details Tab

AnyConnect client automatically learns and adds the | P address and FQDN in the Route Details tab, when
the client initiates traffic for the excluded destinations.

To verify AnyConnect users are assigned to the correct Anyconnect group-policy, you can run the command
show vpn-sessiondb anyconnect filter name <username>.

<#root>

ASAv10# show vpn-sessiondb anyconnect filter name cisco

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

AnyConnect
: cisco Index : 7
: 172.16.0.0 Public IP : 10.0.0.0

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

: AnyConnect-Parent:
: AnyConnect-Parent:
1 7795373

Group Policy :

Tunnel Group :
Login Time
Duration

(1 none SSL-Tunnel:
(1 none SSL-Tunnel:

Bytes Rx : 390956

GroupPol i cy_AnyConnect - 01

AnyConnect-01
: 13:20:48 UTC Tue Mar 31 2020
: 20h:19m:47s

(1)AES-GCM-256 DTLS-Tunnel:
(1)SHA384 DTLS-Tunnel:

(1)SHA384

(1)AES-GCM-256



Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none
Audt Sess ID : 019600a9000070005e8343b0
Security Grp : none

General Troubleshooting

Y ou can use the AnyConnect Diagnostics and Reporting Tool (DART) to collect data that is useful to

troubleshoot AnyConnect installation and connection problems. The DART Wizard is used on the computer
that runs AnyConnect. DART assembles the logs, status, and diagnostic information for the Cisco Technical
Assistance Center (TAC) analysis and does not require administrator privilegesto run on the client machine.

Related | nfor mation

* Cisco AnyConnect Secure Mobility Client Administrator Guide, Release 4.7 - About Dynamic Split

Tunneling
« ASDM Book 3: Cisco ASA Series VPN ASDM Configuration Guide, 7.13 - Configure Dynamic Split

Tunneling



https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/configure-vpn.html#concept_fly_15q_tz
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/configure-vpn.html#concept_fly_15q_tz
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html#task_ydq_tbw_tz
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html#task_ydq_tbw_tz

